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Chapter 1

What's New

This document contains important information about Retrospect Backup 18 for Windows. Please
read it carefully.

The Retrospect website is regularly updated with the most recent support information for
Retrospect and related products, including the following:

* Retrospect Support
» Retrospect Updates
* Release Notes

Ransomware Protection
Worry less with Retrospect Backup 18's Ransomware and security features.

Ransomware attacks are increasingly sophisticated, having the capability of watching for cloud
account credentials, deleting backups and cloud storage, then encrypting everything and
demanding a ransom. It's imperative to build defenses against this escalating attack. SMBs and
large businesses need a backup target that allows them to lock backups for a designated time
period. Many of the major cloud providers now support object locking, also referred to as Write-
Once-Read-Many (WORM) storage or immutable storage. Users can mark objects as locked for a
designated period of time, preventing them from being deleted or altered by any user.

Retrospect Backup 18 integrates seamlessly with this new object lock feature. Users can set a
retention period for backups stored on supporting cloud platforms. Within this immutable retention
period, backups cannot be deleted by any user, even if ransomware or a malicious actor acquires
the root credentials. Retrospect Backup 18's powerful policy-based scheduling allows it to predict
when those backups will leave the retention policy and protect any files that will no longer be
retained, ensuring businesses always have point-in-time backups to restore within the immutable
retention policy window.

Retrospect Backup 18 makes it easy to add an immutable retention policy with Amazon S3. When
creating a backup set, simply check "Immutable Retention Policy" and specify the number of days.
Retrospect Backup 18 will mark any backups to Amazon S3 as immutable until that date in the
future and delete any backups that are no longer protected by the retention policy, saving costs on
storage space.
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https://www.retrospect.com/en/support
https://www.retrospect.com/en/support/downloads
https://www.retrospect.com/en/documentation/user_guide/win18/release_notes

Cloud Backup Set
Enter a Backup Set name and set up cloud storage.

Once the Backup Set has been created the name cannot be changed.

Member Type: | Amazon S3 compatible v|

Name: |BadcupSetA

Path: |

Access Key: I

Secret Key: I
[ use s5L

— Learn how to set up a doud storage account
’Retrospect'
Use at most: I 8,192 GB
[ create as Storage Group
[] Immutable Retention Policy (days) B
| <gak | [ hexts || I

WINDOWS USER'S GUIDE



FQO - & 5e

Script Clients Share Email Media Set Rule Server

Media Set Type: Cloud H

Media Set Name: |Media Set A

Catalog Location: | /Library/Applicati...trospect/Catalogs Choose...

Media Set Security: = Mone E

Password:
Between 4 and 31 characters

Confirm:

Would you like Retrospect to remember this password?

Create as Storage Group

Immutable Retention Policy: 1| days

Cancel Add

Security Reporting

Security is critical to any backup environment, and Retrospect Backup 18 surfaces the wealth of
data it can see into a broad set of reporting improvements to bring security to the forefront.
Retrospect Backup now includes the same detailed backup report for Windows, Mac, Email, Export
and the Management Console, ensuring a clear, consistent experience across each product. Email
reporting is now available daily and weekly to stay up to date on the status of your backups and
emails include the exported report as an attachment.

Included in the backup report is "% Changed", the percentage of files changed in a given backup,
alerting admins to any significant changes in their data protection, such as a ransomware attack or
an incorrect volume backed up. Also included in the backup report is "Total Files" and "Total Data"
to highlight how much data is currently protected on a given volume compared to how much was
newly protected in that backup.

Retrospect Management Console has two new views: Backup Report and Locations. The Backup
Report view has the same information from the application but aggregates across an entire
infrastructure or multiple clients for our partners. The Locations view is a worldwide map of all

CHAPTER 1 « WHAT'S NEW 7



users, Retrospect Backup servers, and remote clients, down to the city. This geotracking ability
helps businesses understand exactly where all of their resources are located. If there is a resource
somewhere unexpected, it's easy to spot.

Link to

Management —— | 2 0

Console

‘Elapsed Days’

now from last \»-4

successful
backup
versus

last backup
(Also, color
coded)

ece
-

Backup Copy Restore.

. ‘ JG's MacBook Pro
o

Activities

10 scheduled
Past Backups.
2 past backups
Seripts

1 seripts
Sources
Media Sets

1 media sats

Storage Devices
0 devi

Recent Activities.
12 activities

2ahr Schedule

0 activities

No Backup in 7 Days
1 sources

Never Backed Up

1 sources

Errors & Warnings
Tactiviies

FREPEREBDBR @

Active Scripts
1 scripts.

= Inactive Scripts.

[ [ryenn

Windows Backup Report

] Backup Report =Iolx]
o2 0ute 130 st evers o g
fiar i »
‘Files’ field
New Files’ fie
e Sioon e Vows | ovewn | f | waews | '8 men | owew o
S T—
2
'% Ch d’
0 o wes  w ange
o 5o 7o o ome = S0 700 oo rememm—
70 o wme us [—
0 o wow  m o0
S0 o mme e o
Eoo o mme  um o
0 o wew m o
o o wew m o
Lo 5 mme e o
B o mom o o
Do 5 mme o o
B0 o mmm o o

Mac Backup Report

Retrospect
Q
Pause All Pause Scheduled Pause ProsetiveAl Search
&
AN =
Remove Copy  Export Restore Console
€D mec Windows other | [IETTTEY Latest Backups B
oate ~ Machi.. Name Sopt  MediaSet Fle.. TotolFil. FiesChanged Wamings Erors  Resut. ElapsedDays Last SuccessfulDate  Browse
) Today at 5:06 PM_Local _Looking back on your... Test Back.. 211 211 0 Today at 5:06PM [ souse

100% 0 o

® 3/26/21, 2:11PM_Local _/Volumes/Wireshark 3..

5] [IVolumes/Wireshark 3.4.4 s

Overview

Status (U Successtul backup. Operating System Mac 05

Machine Local File System HFS

Volume Volumes/Wireshark 3.4.4 Typo Volume

Details
Files 897 Date 3/26/21, 211 PM

Size 4273 M8 Systom state

Expies in 39 days Purchase
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Email Backup Report Weekly

Preferences

Retrospect preferences...
Use the list box to select a preferences group.

= Execution | Reporting preferences...
General Send e-mail for failure and media requests
Schedule
Seaxity [ Send e-mail for successful eyents
Startup
Cloud [J Send e-mail on engine startup or shutdown
Management
@ Clents [ Send e-mailfor backup report daily
Adding
Allow dlients to
- eds 11:00:00 PM
Erasure Digest version of
Handing Send e-mail for backup report weeKly . g
Request <_// repor‘t Ccan how
Verification Fri 11:00:00 PM .
= Notification be emailed
Alerts
Loogng weekly
E-mail
Updates

Use Default Cancel

Emailed Backup Report Digest

Retrospect: Weekly Report for === - 3/17/2021-WARNING: all scripts are paused. »  Backup Notifications x ]
3 — e @ Wed, Mar 17,9:57 AM (13 days ago) Yy 4
tome + .
Link to

n

Management
Retrospect Console Console

Retrospect: Weekly Report for BRIX-PC - 3/17/2021-WARNING: all scripts are paused
Completed backups: 1

Backup Date Source Set Size Files  Script
©1/29/202112:45PM  Test from Downloads  Backup SetA zeroB 0 Protest

Sources not in any backup script: 1

Cloud Storage

nt by spect from dell2. Contact your administrator to change your preference

. support - # Forums - & Documentation B Knowledge Base

f Facebook - W Twiter - M Linkedin - YouTube - N Biog

— Management

Exported Report
(in .tsv) included

as attachment

B RewospectDaiy 5.

Online Management Console

New Backup Report mirroring Mac and Windows versions

#= All Backups

@ Dashboard | X, Sources | & Sets | £ Scripts | & Past Activities

1 Retrospect, Inc.
@ JG's MacBook Pro
&, Macintosh HD

&, Public

2, Wireshark 3... @ 3/26/2021, 211N PM  ¥S=Sd=Smaedro == =.on  TestBackup 897  100.0% 427KB  3/26/2021, 2:1:11PM O 0 0
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2 Russia
P Ny
Map  Satellite F s o
s
- ingdam
< e M roed
: - Gegam Uraine
N z 2 - Kabtaan ol
1 EE = ﬂ.wr
| Ocean 2 I .
| Agera |y | Eaypt Pakictan
1 Mexico Saudi Arabia s\nd\z T
| Ml Woer | sug
1
} [Varwzuie Nigeria Ethiopia
| o Colombis
; 3 oRC : ,
il \ sl e 8
/ ) peru A i)
It Balh
{ Namibia . Indian
el ! South o South Botswons Ocean Australia
] Pacific ¥ Atlantie +
| Ocean - Ocean South Africa
e | rgenii
Zesiand | —
Google / Map data ©2021  Terms of Use
User P— 3/4/2021,11:34:08 AM
User =— 3/8/2021,12:46:42 PM
User — 3 1/4/2021,10:08:52 AM
User - e — 2/9/2021, 3:18:57 AM
User == E— 3/16/2021, 417:48 PM
lser ve—— — 2/2R/2071. 1:H2:N AM

With Retrospect Backup 18, every feature in Retrospect Management Console is included with a
product license.

Improved First Launch Experience

Retrospect Backup has been protecting data at homes and businesses since 1989. Getting a first
backup can mean the difference between success and failure as a business, and Retrospect
Backup 18 has a completely redesigned workflow to simplify that experience while making it easier
for new users to see what will be backed up.

enursene DEfAUIt first launch backup wizard

name, can be

changed later N‘ e Backup Assistant - JG's MacBook Pro
Set up “Backup Policy”

Backup all local Preselects first

drives, any client Sources Destination reasonable

computers and v " Local volumes Macintosh HD destination
; [ Macintosh HD [Epiis IS S|

any Email 2 Other computers Synology

»e
» ', Email accounts
» ' Cloud volumes
» ' Network volumes

Add email, To add Cloud or
cloud, NAS or NAS destination
other computers

(See next slides)
\ Default unique
/ name
File Types ~ User Files and Settings [  Backup Set Name | Backup SetA |
Default selector / ~ 80% of our users

for all User data Cancel Change options ’Clin Ju;:t, click
or schedule inis

Customize
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Adding Other Computers (Clients)

The ‘Other Computers’ version of the gallery is used to direct them to the management console.

Add: Other Computer g

Retrospect can back up other computers on your network using the Retrospect Client
software. On the computer you wish to back up, open the following link:

https://console.retrospect.com/machines/874595238/client_installers +———~—___ Installer can also

This will download a single-click application that will install the Retrospect Client be dePIOVEd via
software. Once installed, it will automatically be added to this Retrospect backup Munki, Desktop

server and be available for backup. Central and
other external
platforms
CICTI  Add
S dl h: editi
.
prompt change econd launch: editing
to indicate
editing \@ [ ) Backup Assistant - JG's MacBook Pro
Edit “Backup Policy”
Remembers ackup Policy
sources from Sources Destination Now shows
before v % Local volumes Backup Set A existing backup
[ Macintosh HD Nl set
» ', Other computers Cloud SetA
» " Email accounts
» " Cloud volumes
> *% Network volumes
To add new set
or delete
selected one
Can still add
sources \

File Types  User Files and Settings | T}

Changed to
Create New ) R | ‘Save’
Script Cancel New Policy... Customize...

The backup wizard starts with a single screen, showing sources and destinations with a default
backup selector. Finish with a single click or add new data sources or destinations. With deep
integration with Retrospect Management Console, Retrospect Backup makes it easy to send a
single download link to an entire company for everyone to download the Retrospect Backup agent,
install it with a single click, and let Retrospect Backup take care of the rest.

Under the hood, Retrospect Backup includes new features like 10x faster automated generation for
public/private keypairs with seamless upload to Retrospect Management Console and embedded
unique trial licenses to remove any barriers to getting that first backup.

Cloud Data Protection

Companies use cloud storage for all sorts of data, from website assets to affordable sharing to

CHAPTER 1 « WHAT'S NEW 11



ingestable data. Cloud storage needs the same level of data protection as on-premise storage.
Retrospect Backup 18 includes support for cloud storage as a first-class backup volume. Cloud
volumes enable businesses to protect their cloud content on-site with an incremental backup or on
a different cloud with an automated policy-driven workflows. With Retrospect Backup's point-in-
time restore workflow, an admin can restore a file or an entire volume to the cloud with only a
couple of clicks.

| Fe@-o o B <>

i Script Clients Share Email Cloud Media Set Rule

Cloud Provider: £ Google Cloud Storage u

Path: | storage.googleapis.com

] Access Key:

Secret Key:
Use SSL

Cancel

Microsoft Azure Support

The three major cloud providers are Amazon S3, Google Cloud Storage, and Microsoft Azure.
Analysts point to AWS at 33% of the market, Azure at 15%, and Google at 5%. Microsoft Azure
support will be available as a beta in May 2021 and available in Retrospect Backup 18.1 in June
2021. Retrospect Backup will support Microsoft Azure as a cloud volume both as a source to
protect and as a destination, including bucket-level object lock, for immutable backups.

Cloud-Native Deployment

Businesses are increasingly relying on the cloud to run their business, deploying infrastructure
within the cloud to achieve scale while reducing capital spending. Retrospect Backup 18 and
Retrospect Virtual 2021 support cloud-native deployment on Amazon AWS, Google Cloud, and
Microsoft Azure. Cloud-Native Deployment enables businesses to protect their cloud infrastructure
with the same set of tools they use to protect their on-premise infrastructure while optimizing
bandwidth by keeping the backup within the cloud provider's environment.
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Bug Fixes

This latest release of Retrospect includes fixes for numerous issues. For a list of bugs fixed in this
release, please refer to the Release Notes.

CHAPTER 1 « WHAT'S NEW
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https://www.retrospect.com/en/documentation/user_guide/win/release_notes

Chapter 2

Quick Start Guide

Retrospect Backup is a powerful data protection suite with a multitude of features. Before we dive
into the details, let’s walk through a simple example of using Retrospect Backup to protect a Word
document on your desktop.

We are going to back up the Word document, and then we are going to restore it.

Backup

You see the Word document at the top left of the screen on the Desktop. Let’s back up the Word
document using Backup Wizard. The Backup Wizard is how you set up your backup strategy using
sources (volumes and clients), backup sets (destinations for your backups), and scripts (the backup
plan for your sources and sets).

1. Here is our document that we are going to back up.

File Edit Run Window Help

T SIS 3 F@ ¢ @0 0| I [staynRetospect @

Word Document - Notepad
File Edit Format View Help
This is a test document.

Let's back this up.|

2/2/2020 7:59PM

2. In Retrospect, select "Backup" on the left navigation.
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@ Retrospect
File Edit Run Window Help

Py IS zaYyeIan

Retrospect

B Backup

- | ke
Disaster Recovery

ecycle Bin B Restoro
Restore
Find Files
Database
Mailbox
Automate
Activity Monitor
Reports
Tools
:| B Configure
Devices
Clients
Backup Sets
Volumes
Selectors
Preferences
Licenses

Stay in Retrospect @)

3. In Backup Wizard, select "Set Up Custom Backup". You can learn more about 1-Click Backup

below.

Word @ Retrospect

Document File Edit Run Window Help

BAFOSSsaveonn
Retrospect

B Backup
. Backup
w Duplicate

Disaster Recovery
yes i E Restore
Restore
Find Files
Database
Mailbox
Automate
Activity Monitor
Reports
Tools

:| @ Configure

Devices
Clients
Backup Sets
Volumes
Selectors
Preferences

Licenses

Stay in Retrospect @

Choose the type of backup that best fits your needs:

1-Click Backup

Let Retrospect automaticaly configure your backup environment. Retrospect wil
setup a ProactiveAl script to protect all local volumes, shares, and dients on the
selected destination

& My Computer

) Local Disk (C:;
2 My Network Places
{8 Email Accounts
23 Backup Chients.

AP Use 1-Click Backup
i Custom Backup
Choose specific sources and set up Backup Sets, scheduling and other options
for

Retrospect

4. For this guide, we will switch to "Advanced Mode". "Wizard Mode" has a great set of features

for protecting your entire computer, but "Advanced Mode" makes it easy to configure a

backup of just the Desktop. Click "Sources".

CHAPTER 2 + QUICK START GUIDE
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6. Click "Destination".

16

@ Retrospect

File Edit Ryn Window

AN T REICY TAR=REIL

Retrospect

B Backup
Backup
Duplicate
Disaster Recovery
= Restore
Restore
Find Files
Database
Mailbox
Automate
Activity Monitor
Reports
Tools
:| B Configure
Devices
Clients

Selectors
Preferences
Licenses

Help

Stay in Retrospect @

J Immediate Backup
Q Not ready to execute
Plesse cick Sources ® make changes.
@)
)

=
Sources

Destinaton
Selecting

preview

Use | Any Execution unit

We are going to back up only the Desktop. Select "Local Disk", select "Subvolume...",
navigate to the Desktop, and click "Define". You have now defined "Desktop" as a subvolume
to back up, allowing you to protect only the Desktop. Now select "Desktop” and click "OK".

@ Retrospect
Eile Edit Ryn Window

Retrospect

Help

_t Tmmediate Rackun

) Source Selection

Z2=) Select source volumes for badkup.
Q Cick Subvolume t seect ndvidual foders.

L@ &Vl EX @

5 My Computer
& Local Disk (C:)

5 My Network Places
522 Shared Folders on vmware-host

& Email Accounts
29 Backup Clients
& Source Groups

My Network...
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@ Retrospect
File Edit Run Window Help

FAF A8 zgyecan
Retrospect

B Backup
Backup
Duplicate
Disaster Recovery

= Restore
Restore
Find Files
Database
Mailbox

Automate

Activity Monitor

Reports

Tools

‘| B Configure

Devices

Clients

Backup Sets

Volumes

Selectors

Preferences

Licenses

Word @ Retrospect

[Pocument File Edit Run Window Help

FEFasS/asavienan
Retrospect

B Backup
Backup
H Duplicate
Disaster Recovery
247 B Restore
Restore
Find Files
Database
Mailbox
Automate
Activity Monitor
Reports
Tools
‘| B Configure
Devices
Clients
Backup Sets
Volumes
Selectors
Preferences
Licenses

8. Select "Disk" and click "Next". You could also pick a different type of backup set, like a Tape

Set or a Cloud Set.

CHAPTER 2 - QUICK START GUIDE

Sty nRetospect || &)

7 Immediate Backup
Not ready to execute
Piesse cex Destination =

@

(21 Desktop on Local Disk (C:)

(No Backup Set

Al Fies

here to view or select files

Block level incremental backup off
Thorough verification on

Back up open file:

Don't backup FileVault sparse files

Use | Any Execution unit Switch to Wigard Mode

Don't back up Windows file security information from workstations

Stay in Retrospect @

t Tmmediate Rackun

2 Backup Set Selection
Select Badkup Set as destination for backup.
Cick Create New for 3 new Backup Set. Cick More for others

=1=0 ] @

No known Badup Sets

Create New
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@ Retrospect
File Edit Run Window Help

Stay in Retrospect @

Retrospect

= Backup

7 tn CreateNew Backup Set

Y Backup Media
Al media in the Badkup Set will be of the type chosen.
Tape
Media in locally attached tape drives, tape autoloaders, and tape lbraries.
Badkups can span multiple tapes.
® Disk
I Automate Hard drives, NAS devices, RDX devices, or remote servers. You control how

much space on the disk Retrospect wil use for storage. Backups can span
3 Activity Monitor multiple disks.
Reports

loud
Tools [«

k 1 Back up o  coud storage provider incuding Amazon 53, Backblaze 62, Dropbox
| B Configure _ or Google Cloud Storage.
Removable Disk

REV, GoVault, etc. Each disk is erased before using and can only be used by
Retrospect. Badkups can span multiple disks.
Retrospect

File

Badk up to a fle on a local or remote disk. Backups cannot span to additional
media. Most users should use Disk backup instead of File badap.

_ Qptical

Media in locally attached optical crives (CD, DVD, Blu+ay, etc.). Backups span
mutiple optical discs.

<o =

LS

2/2/2020 7:59PM

9. Type in a name for your backup set, and then click "Select...".

Word @ Retrospect

IDocument File Edit Run Window Help

Stay in Retrospect @)
Retrospect

= Backup

Disk Backup Set
Enter 2 Backup Set name and select  Disk to use as storage.

L

The name provided wil be used to label the meda. Once the Badwp Set has
been areated the name cannot be changed.

[ Focop Set

Automate | osk: [ Ew
[ Activity Monitor >
ts

Tools

Retrospect

[ Create as Storage Group

2/2/2020 7:59PM

10. You can now select where you want your backups to be stored. If you have an external hard
drive, it will appear here. If you want to use a NAS share, like a Drobo, use "Advanced..." to
type in its network path. For this demo, we will use a Drobo path.

18 WINDOWS USER'S GUIDE



@ Retrospect

File Edit Run Window Help

? 1n Create New Backup Set

ﬁ_usd«um

Select a disk to add as storage to Drobo Set A

ook

v

%

My Network Places

11. With your media selected, you can adjust the amount of storage that your backups can take

up. You also have the option of using a Storage Group rather than a backup set. Click "Next"

Wor @ Retrospect
IDocument

File Edit Run Window Help

Stay in Retrospect @

Retrospect

Disk Backup Set

Enter 2 Backup Set name and select a Disk to use as storage.

The name provided wil be used to label the media. Once the Badwp Set has
been created the name cannot be

{

Nome: [DrobosetA
Dsi: |

Volume Backup

ssing folder *1-Drobo Set A’

\ Type:

v File system:
Used:
Free:
Totak 65,461

How muct this disk should be used?
[Retrospect [ Ga [55 et

[] create s Storage Group L

12. Your backup set can be encrypted. Retrospect supports AES-256 encryption for extremely
secure backup data. Only you have access to the data, even if you store it in the cloud. Please
write down the password, because no one can decrypt your data if you lose it.

CHAPTER 2 - QUICK START GUIDE
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@ Retrospect

File Edit Ryn Windo

Stay in Retrospect

@

Retrospect

f tn CreateNew Backup Set
ecycle Bin

&

Backup Set Security

Establsh the security pokcy for this Backup Set.
Badkup Set Seaurity

AES-256 (most secure)

password: [ emeneebel

Confirm: |

Would you lke Retrospect to remember this password?

l Remember password for scripted access

'Retrospect

2/2/2020 7:59PM

13. Select the destination for your backup set’s catalog. The catalog is where analytics about your
backup set are stored.

Word @ Retrospect
IDocument

File Edit Run Window Help

Stay in Retrospect

@
Retrospect

w + 1w Create New Backup Set
L]

Catalog File for Drobo Set A
Choose a location for the Catalog File.

The Catalog File keeps track of what s in the Backup Set. If it s lost o damaged,
t can be recreated from the Badawp Set, but this operation wil take some time to
perform

Location:

o

Retrospect

2/2/2020 7:59PM

14. You have now created a backup set. Click "Finish".
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@ Retrospect
File Edit Run Window Help

Stay in Retrospect @

Retrospect

= Backup

Completing the Backup Set Creation Wizard
[ Restore

The wizard wil now create a Backup Set and its Catalog File based on your
o

You can add disks for storage to the newly created Backup Set by changing its
properties after this wizard is finished.

£ Automate
Activity Monitor
Reports

e i%_ j

Retrospect

15. With the source selected and the destination backup set selected, you can start your backup.
Click "Backup".

@ Retrospect

Word
[Document File Edit Run Window Help

FAF ASS IR & @ B I |steynRetospect @
Retrospect

= Backup
~. Backup
w Duplicate 7 Immediate Backup

Disaster Recovery

2 Ready to exeaute.
= Restore = Verfy you choces, then cick Backup.
Restore
Find Files E’:J
Database
Mailbox
Automate Sources
Activity Monitor
Reports
Tools ——— Al Fles
: | @ configure

() Desktop on Local Disk (C:)

Restination {d Drobo SetA

(Click here to view or select fles.
Devices 0S-oisw o delec

Clients )
Block level ingremental badap off

Backup Sets Thorough verification on

Volumes Don't back up Windows file security information from workstations
Selectors Back up open files
Don't backup FileVault sparse files

Preferences
Licenses

Use | Any Exeaution unit

2/2/2020 8:00PM

16. You can see the backup is running. Your Desktop is being backed up to your destination.
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@ Retrospect
file Edit Run Window Help

T35 S S I ¢ 810 0| 11| [seynretosec ®

Retrospect

B Backup
Backup
Duplicate
Disaster Recovery

= Restore
Restore
Find Files
Database
Mailbox

Automate

Activity Monitor

Reports.

Tools

* | E Configure

Devices

Clients

Backup Sets

Volumes

Selectors

Preferences

Licenses

‘m One execution running.

Restore

Let’s now delete the Word document from the Desktop and

T Aci =
ProactiveAl  Scheduled Executng  History  Events

St Eror... Perfo, Remanng
0,0 0.0

Immediate Backup: Preparing for Open Fle Badap.
Source (2 Desktop on Local
Destination & Drobo Set A

Remaining 0 fles zer0 KB

Completed 0 files zer0 KB 00:00:00 sec

0.0 M8/min [/\T

Pause.. E 1g9...

(] Dont allow scheduled and waiting executions to start

1. We moved the Word document into the Recycle Bin.

File Edit Run Window Help

BAF IS FB & & B I [steynRetospect @

Retrospect

B Backup
Backup
to Recycle Bin £
Disaster Recovery
& Restore
Restore
Find Files
Database
Mailbox
Automate
Activity Monitor
Reports
Tools
: | @ configure
Devices
Clients
Backup Sets
Volumes
Selectors
Preferences
Licenses

2. To restore the document, click "Restore" in the left navigation to launch the Restore Wizard.

22

restore it with Retrospect.

% Activity Monitor
ProactiveAl Scheduled W Executing  History  Events

Date me sarpt Eror... Perfo Remanng

notinuse
tin use

[[] Don't allow scheduled and waiting executions to start

& immediate Badup ran successfully on 2/2/2020 8:00 PM
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@ Retrospect
File Edit Run Window Help

AP B3 I@ ¢ 80 0| I [seynretose ®

Retrospect

B Backup
Backup
Duplicate — —
Disaster Recovery B

& Restore

ProactiveAl  Schedued Wi Executng  Hstory  Events
o

Find| Date Time Saript Error... Perfo.
Database
Mailbox
Automate
Activity Monitor
Reports.
Tools
: | B Configure
Devices
Clients
Backup Sets
Volumes
Selectors
Preferences
Licenses

[[] Don't allow scheduled and waiting executions to start

2 1mmediate Badup ran successfully on

3. In the Restore Wizard, select "Next". We will use "Wizard Mode", but "Advanced Mode" is also

available.

@ Retrospect
Fle Edit Run Window Help

FAF IS FB & @0 B I [steynRetospect @
Retrospect

= Backup

Backup
g Duplicate
7 e
Disaster Recovery G Activity Mon'

=1 Restore Wizard

ecycle Bin
& Restore ProactiveAl

Restore Welcome to the Retrospect Restore Wizard.
Find Files Dats
» - This wizard wil help you:

Database

Maithox § " Restore selected fies and folders
Automate ’ * Restore an entre hard drive to a selected point in time:
Activity Monitor
Reports
Tools
: | @ configure

Devices l )
Clients e
Backup Sets

Volumes -

Selectors Retrospect |

witch to Advanced Mode
Preferences

* Rollback just the registry and system state to a selected point in tme

Licenses

[[] Don't allow scheduled and waiting executions to start

& Immedate Badkup ran successh 20 8:00 PM 2/2020 8:00PM

4. Select the backup set the Desktop was backed up to. Click "Next".
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‘| B Configure

‘| B Configure

@ Retrospect
file Edit Run Window Help

A5 B I ¢ @0 0| Il [seynrerospet || F)

Retrospect

B Backup

Backup

Duplicate

Disaster Recovery
& Restore

Restore

Find Files

Database

Mailbox
Automate
Activity Monitor
Reports.
Tools

Devices
Clients
Backup Sets
Volumes
Selectors
Preferences
Licenses

@ Retrospect
File Edit Run Window Help

Which Backup Set do you want to restore from?

Select the Badup Set that contains your data and dick Next.
To select a Badkup Set not shown below, dick More Backup Sets.
To recreate a Backup Set from media, cick Recreate.

Name Modified

*® Drobo Set A 2/2/2020

J.E_ _j

Retrospect Reareate...

Remainin B r,ent\
mpleted } >
[[] Don't allow scheduled and waiting executions to start

3 1mmedate Badwp ran successfully on

2 RF A3 3@ V| 8B N|[seynretonect || B

Retrospect

B Backup

Backup

Duplicate

Disaster Recovery
[E Restore

Restore

Find Files

Database

Mailbox
Automate
Activity Monitor
Reports.
Tools

Devices
Clients
Backup Sets
Volumes
Selectors
Preferences
Licenses

% Activity Mon“s=-

=1 Restore Wizard
ProactiveAl
Which Snapshot do you want to restore from?
Date Drobo Set A contains the Snapshots shown in the kst below. Select a Snapshot
with the date and tme you wish to restore, and then cick Next
To choose  Snapshot not shown belo

i + admin M Desktop

Retrospect

Remaining
mplete

[[] Don't allow scheduled and waiting executions to start

2 1mmedate Badwp ran successfully on

6. You can decide where to restore the files to. In this case, we will use "Original location".

24
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@ Retrospect
file Edit Run Window Help

F A5 B3 F3@ ¢ &0 0| 1| [synretosec @

Retrospect

B Backup
Backup
Duplicate
Disaster Recovery

%} Activity Mon“t~e
=1 Restore Wizard

& Restore ProactiveAl

Restore Where do you want to restore to?

Find Files Date

Database @ Orignal locaton
Mailbox { New location

Automate

Activity Monitor Your files wil be restored to: Desktop

Reports.

Tools

‘| B Configure

Devices ‘L\

Clients — T
Backup Sets i

Volumes

Selectors . Retrospect

Preferences
Licenses

[Chext_] Cancel

[ Don't allow scheduied and waiting executions to start

2 1mmedate Badup ran successfully on 2/2/2020 8:00 PM

7. For the type of restore, you can either select which files to restore, or you can restore
everything, making a point-in-time restore of the source and deleting all other contents. For this
guide, we will use "Restore files and folders".

@ Retrospect
File Edit Run Window Help

8 3F ABS F@ /| @0 B 1| [SteyinRetrospect @
Retrospect
= Backup

Backup
Duplicate

% Activity Mon“t=-
=1 Restore Wizard

Disaster Recovery
[E Restore ProactiveAT
Restore Which type of restore would you like to perform?
Find Files Date
Database
e ® Restore fies and folders
Automate
Activity Monitor Restore everything to (] Desktop on Local Disk (C:), deleting al other
e contents.
Tools
‘| B Configure

Devices _L )
Clients —
Backup Sets

Volumes

Selectors e Retrospect

Preferences
Licenses

Cancel

[ Don't alow scheduled and waiting executions to start

2 1mmedate Badup ran successfully on 2/2/2020 8:00 PM

8. Click "Select Files...".
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@ Retrospect
File Edit Run Window Help

A5 ASS 3@ ¢ &0 0| 11| [seynretosec @

Retrospect

= Backup

Backup

Duplicate

Disaster Recovery
& Restore

Restore

Find Files

Database

Mailbox
Automate
Activity Monitor
Reports.
Tools
‘| B Configure
Devices
Clients
Backup Sets
Volumes
Selectors
Preferences

Licenses

@ Retrospect
File Edit Run Window Help

Select files to restore

Click Select Files... to select spedific fies to restore.

Select Fies.

Cick Mexct to confirm your settings.

l& [ Restoring 2 fies (8 K) from 1 Drobo Set A (Desktop) 2/2/2020 8:00 PM.

Retrospect

w scheduled and waiting executions to start

Cancel

2 1mmediate Badwp ran successfully on

B 3F ABS I V| 80 D 1| [SteyinRetrospect @

Retrospect

B Backup

Backup

Duplicate

Disaster Recovery
[E Restore

Restore

Find Files

Database

Mailbox
Automate
Activity Monitor
Reports.
Tools
: | & Configure
Devices
Clients
Backup Sets
Volumes
Selectors
Preferences

Licenses

% Activity Mon“t=-

7k

=1 Re<tare Wizard

ProactiveAl ;| 1) Restore from Backup:Drobo Set A

Date Marking fles for restore

Hghigh esrac fies. ther

& 23
3% -
C2\Users| admin), Desktop
A | Flags
.

s

=1

Marked: 0 fies, zero K

2 fies, 2K

Modified

0 7:5%:15PM

(] Don't allow scheduled and waiting executions to start

& immediate Backup ran successfully on

10. Retrospect offers different ways to restore your files. You can replace always existing files,
replace them if the backed up file is newer, or never replace them. In this case, we will use

26

"Never".
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@ Retrospect
File Edit Run Window Help

T A5 ABS I ¢ 80 0| Il [seynretose

Retrospect

= Backup
Backup
Duplicate
Disaster Recovery
= Restore
Restore
Find Files
Database
Mailbox
Automate
Activity Monitor
Reports
Tools
& Configure
Devices
Clients
Backup Sets
Volumes
Selectors
Preferences
Licenses

%} Activity Mon®t~e

=1 Restore Wizard
ProactiveAl

Date

l¥~ j

Retrospect

Replace matching files?

When the restore destination already contains files you selected to restore, you
can choose to replace those fles with the ones from Badap Set. When do you
want to replace matching files on the destination;

® Never

Qnly if the Badkup Set file is newer

Aways

[] Don't allow scheduled and waiting executions to start

2 1mmediate Badkup ran successfully on 2/2/2020 8:00

11. You can see your restore summary. Click "Start".

@ Retrospect
File Edit Run Window Help

B35 IS IR Y 80 B N [seynretosme

Retrospect

& Backup
Backup
a Duplicate
Disaster Recovery
ecycle Bin B Restore
Restore
Find Files
Database
Mailbox
Automate
Activity Monitor
Reports.
Tools
= Configure
Devices
Clients
Backup Sets
Volumes
Selectors
Preferences
Licenses

12. Your restore is complete.
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% Activity Mon“t=-

=3 Restore Wizard
ProactiveAl

Date

e

Retrospect

mpleted

Restore summary

Review the information below to make sure it's acaurate. If you need to modify any
of the information, dick Back.

Restore: 2 fies (8K)
1files (4K) appear akready copied
Leaves 16.0 G free on the destination
From: Desktop of Drobo Set A 2/2/2020 at 8:00 PM
To: (X Desktop on Local Disk ((

Click Start to begin

(] Don't allow scheduled and waiting executions to start

2 1mmedate Badup ran successfully on 2/2/2020 8:0¢
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@ Retrospect
File Edit Run Window Help

T A5 ABS I ¢ 80 0| Il [seynretose @

Retrospect

B Backup
Backup
Duplicate
Disaster Recovery

%} Activity Mon“t~e
= Restore Wizard

B Restore ProactiveAl
Restore Congratulations, your data has been successfully restored.
Find Files Date
Database
Mailbox {
Automate ‘ Cick Close to exit the wizard
Activity Monitor
Reports
Tools
* | E Configure

—— Is
Clients e

Backup Sets

Volumes

Selectors wu.  Retrospect

Preferences ol
Licenses

[[J Don't allow scheduied and waiting executions to start

2 1mmedate Badwp ran successfully on 2/2/2020 8:00 PM

13. You can see the file is restored to the desktop.

L

File Edit Run Window Help

8 3F ABS F@ /| 80 D] 1| [SteyinRetospect @

Datvasnant

Word Document - Notepad

File Edit Format View Help
This is a test document.

Let's back this up.|

Remaining
mpleted

[[] Don't allow scheduied and waiting executions to start

& 1mmediate Backup ran successfully on 2/2/2020 8:00 PM

1-Click Backup

1-Click Backup allows you to click a single button to create a complete backup strategy for your
environment:
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@ Retrospect
Eile Edt Run Window Help

g7/ 283|/smy 80 0|n[senrwma .|/

I3 Activity Monitor . X
B Reports Choose the type of backup that best fits your needs:

1-Click Backup

L

your
1+ setupa ProactiveAl script to protect al local volumes, shares, and dients on the
selected destination.

3/18/2021 3:28PM

1. Click "Backup" in the left navigation.

2. Select the destination you would like the backups to be stored on.

3. Click "1-Click Backup".

Retrospect automatically creates a ProactiveAl script named "1-Click Backup" that includes all
available sources and goes to the selected destination, named "1-Click Destination". Retrospect is
even smart enough to back up the data on the destination that is not within the backup.

Note that you cannot run this more than once. It will generate an error that the catalog and set
already exist: "A Catalog with this name already exists at this location (-2262)". This workflow is
designed for the first launch of the product to get you up and running.
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Chapter 3

Getting Started

This chapter describes the hardware and system requirements necessary to use Retrospect, then
explains how to install or upgrade the Retrospect software. It also provides a basic overview of how
to use Retrospect. Requirements and installation of Retrospect Clients are described in Networked
Clients.

Overview of Retrospect

Designed for use in small to mid-sized businesses, Retrospect Multi Server, Single Server, and
Single Server (Disk-to-Disk) provide thorough, fast backups, and 100%-accurate restores of
networked servers, desktops, notebook computers, and business critical applications. Retrospect
Desktop delivers the proven capabilities of Retrospect’s enterprise-class products to the home and
small business user. The Retrospect product line protects against loss due to viruses, newly
installed software, user error, damaged hardware, hardware upgrades, hackers, and lost or stolen
computers. The industry leader in data protection for more than a decade, Retrospect has received
numerous awards and protects millions of computers worldwide.

Which Edition is Right for You?

There are four editions of Retrospect available. Depending on the needs of your organization, one
of these editions is right for you. The following table lists some Retrospect features and shows
which editions they are available with.

« Multi Server — Protects any number of networked Windows, Mac, and Linux servers, desktops,
and notebooks from a single host computer running Retrospect. Supports disk, cloud, and tape
storage devices.

+ Single Server — Protects one server and any number of networked Windows, Mac, and Linux
desktops and notebooks from a single host computer running Retrospect. Additional server client
licenses can be purchased to protect more networked Windows, Mac, or Linux servers. Supports
disk, cloud, and tape storage devices.

+ Single Server (Disk-to-Disk) — Protects a single Windows Server and five workstations using local,
network, and cloud disk- based storage. Tape devices are not supported. Formerly Retrospect
Disk-to-Disk.

+ Desktop - Protects a single non-server Windows PC and up to five additional Windows, Mac,
and Linux desktops and notebooks. Formerly Retrospect Professional.

Retrospect Add-on Products

A number of advanced Retrospect features are only available if you have the appropriate license
code. Click Configure>Licenses to view your current licenses or purchase new ones.

+ Open File Backup Unlimited — Protects open files on NTFS-formatted volumes on Windows
servers, desktops, and laptops. This add-on makes it possible to protect line-of-business
applications—such as accounting, CRM, and proprietary database systems—while they’re
running, even those with data files spread across multiple volumes. Retrospect’s Open File
Backup Unlimited add-on extends to all Windows systems protected by your Retrospect host
server, including end-user desktops and laptops.
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Open File Backup Disk-to-Disk Edition — Protects open files on NTFS-formatted volumes on the
one Windows server. This add-on makes it possible to protect line-of-business
applications—such as accounting, CRM, and proprietary database systems—while they’re
running, even those with data files spread across multiple volumes. Retrospect’s Open File
Backup Disk-to-Disk Edition add-on covers your Retrospect host server only. Specifically for
Retrospect Single Server (Disk-to-Disk) and Desktop (Professional).

Dissimilar Hardware Restore Unlimited — Makes it possible to recover an entire boot
volume—including the OS, applications, registry, and data—to a different physical computer,
such as a newer model or even one from a different manufacturer entirely. Retrospect’s Dissimilar
Hardware Restore Unlimited add-on extends to all Windows systems protected by your
Retrospect host server, including end-user desktops and laptops.

Dissimilar Hardware Restore Disk-to-Disk Edition — Makes it possible to recover your Windows
server—including the OS, applications, registry, and data—to different physical hardware, such
as a newer model or even one from a different manufacturer entirely. Retrospect’s Dissimilar
Hardware Restore Disk-to-Disk Edition add-on covers your Retrospect host server only.
Specifically for Retrospect Single Server (Disk-to-Disk) and Desktop (Professional).

Microsoft SQL Server Agent — Provides hot backups of Microsoft SQL Server 2019, 2017, 2016,
2014, 2012, 2008, and 2005. Automatically restores a SQL Server or individual databases to a
specific point in time. Licensed for use on a SQL server running either the Retrospect application
or as a Retrospect Client; includes a Retrospect Server Client license.

Microsoft Exchange Server Agent — Provides hot backups of Microsoft Exchange Server 2019,
2016, 2013, 2010, 2007, and 2003 storage groups, databases, and mailboxes. (Due to Microsoft
Exchange API changes, Exchange 2016 and higher mailbox backup is not supported.)
Automatically restores an Exchange Server or individual components to a specific point in time.
Licensed for use on an Exchange Server running either the Retrospect application or as a
Retrospect Client; includes a Retrospect Server Client license.

Advanced Tape Support — Improves backup times by utilizing multiple tape drives in parallel,
including multiple stand-alone drives, drives in libraries, or drives in autoloaders. The Advanced
Tape Support add-on is licensed per Retrospect host server, not per tape drive. For example,
only one Advanced Tape Support add-on license is required for a library with four tape drive
mechanisms.

Retrospect Client Packs — Extends the number of networked desktops and notebook computers
that can be backed up using Retrospect Disk-to-Disk or Desktop editions. Available in 1, 5, and
10 client license packs.

Retrospect Server Client — Extends the number of networked servers that can be backed up
using Retrospect Single Server editions. Each Retrospect Server Client adds a license for
protecting one additional server as a network client.

Annual Support & Maintenance (ASM) — Provides technical support via email and phone (available

in select regions) and all upgrades/updates of purchased product at no additional cost for 1 year
from the date of ASM purchase.

Requirements

In order to run and use Retrospect, certain minimum requirements of hardware, software, and

memory must be met. Requirements of client computers are detailed in Networked Clients.
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System Requirements

Retrospect Backup 18 for Windows

Supported Operating Systems:

* Microsoft Windows 10 and 11

* Microsoft Windows Vista, 7, 8

* Microsoft Windows Server 2003, 2008, 2012, 2012 R2, 2016, 2019
* Microsoft Windows Server Core 2008 R2, 2012, 2016, 2019

* Microsoft Windows Server Essentials 2012, 2016

* Microsoft Windows SBS 2003, 2008, 2011

* Microsoft Windows Storage Server 2003, 2008

*Retrospect Desktop doesn’t run on a Windows Server.

Supported Hardware:

+ Intel processor (64-bit) with one or more multicore processors

Recommended Configuration:

+ Latest Service Pack for Windows

« For Windows 10, Retrospect requires the 64-bit version

+ 1 GB for each concurrent activity; 4 GB minimum for 64-bit Windows

+ 10-15 GB of temp hard disk space for each concurrent activity (backup, restore, etc.)
+ Adequate storage for backups

+ RAM that meets Microsoft's guidelines for each OS

Retrospect Backup 18 Client for Windows

* Microsoft Windows 10 and 11

* Microsoft Windows XP, Vista, 7, 8

* Microsoft Windows Server 2003, 2008, 2012, 2012 R2, 2016, 2019
* Microsoft Windows Server Core 2008 R2, 2012, 2016, 2019

* Microsoft Windows Server Essentials 2012, 2016

* Microsoft Windows SBS 2003, 2008, 2011

* Microsoft Windows Storage Server 2003, 2008

“Backing up server OS clients requires Retrospect Multi Server or other Server edition with available
Server Client Licenses.

Retrospect Backup 18 Client for Mac

+ Apple macOS Monterey / Monterey Server 12

+ Apple macOS Big Sur / Big Sur Server 11

* Apple macOS Catalina / Catalina Server 10.15

+ Apple macOS Mojave / Mojave Server 10.14

+ Apple macOS High Sierra / High Sierra Server 10.13

+ Apple macOS Sierra / Sierra Server 10.12

+ Apple OS X El Capitan / El Capitan Server 10.11.6

+ Apple OS X Yosemite / Yosemite Server 10.10.5

+ Apple OS X Mavericks / Mavericks Server 10.9.5

+ Apple OS X Mountain Lion / Mountain Lion Server 10.8.5

*Backing up server OS clients requires Retrospect Multi Server or other Server edition with available
Server Client Licenses.
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Retrospect Backup 18 Client for Linux

+ Xx86- or x64-based system running Red Hat Linux, Red Hat Enterprise Linux, CentOS, Debian,
Ubuntu Server and SUSE Linux (Details)

+ glibc version 2 or later

Storage Devices

Retrospect supports a wide variety of storage devices as the destination for backups, including
hard drives (both direct- and network-attached), tape drives and libraries, flash storage, and
removable disk drives (RDX, REV, etc.). See the Retrospect Device Support Database for a
complete list of supported tape drives and libraries.

Creating a Retrospect User Account

In order to back up any disk, remote share, and SQL or Exchange database, Retrospect must be
run under a user account that has access to those disks and databases.

Retrospect, Inc. recommends that you create an account that has administrator access to all
resources before installing Retrospect.

For SQL and Exchange, make sure the account has the necessary privileges to access all the
database servers you want to back up. Make this account a member of:

+ Domain Users

» Domain Admins

+ Administrators

+ Backup Operators

See SQL Server Agent and Exchange Server Agent for more information.

For network volumes, make sure the account has the necessary privileges to access any volume
you want to use as a source, destination, or location for saving Catalog Files.

For more information about the Retrospect User Account and how to modify login information, see

Security Preferences.

Installing Retrospect

The process for installing Retrospect is the same, regardless of whether you are installing the
application for the first time, or upgrading from an earlier version of Retrospect. If you are
upgrading, Retrospect automatically copies your previous configuration—including your scripts,
schedules, selectors, and clients—for use with the new version. After installing Retrospect, it is a
good idea to check for any updates to the application before starting to use it.

To install or upgrade Retrospect:
1. Save all unsaved documents in other running applications.
2. Under Windows, log in to the computer so that you have Administrator privileges.

3. Download Retrospect Backup for Windows from the website.
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4. Unzip the download.

5. Double-click on "Install Retrospect" and select "Install Retrospect Backup".
6. Retrospect Backup for Windows will be installed.

7. Go to "Start" and launch "18.5".

8. Some Retrospect upgrades include new application license codes. If your upgrade includes a
new code, you will need it. After running the installer, enter the new license code the first time
you launch Retrospect.

Installation of Retrospect Clients is described in Networked Clients.

Retrospect Updates

Retrospect Updates are free downloads that provide additional device support or address issues
with earlier versions of Retrospect. By default, Retrospect is set up to regularly check for
Retrospect Updates and notify you if any are available. You can also manually check for updates at
any time.

* You must have a valid internet connection to check for updates. If you use a proxy server to
connect to the Internet make sure that Retrospect’s Updates preferences include the correct
proxy server information. See Updates Preferences for more information.

+ Automatically Checking for Retrospect Updates
* Manually Checking for Retrospect Updates

+ Installing Retrospect Updates
Automatically Checking for Retrospect Updates

By default, Retrospect checks for free updates to your current version of Retrospect on a regular
basis. To make sure Retrospect’s preference is enabled, choose Configure>Preferences from
Retrospect’s navigation bar. In the Notification category of preferences, click Updates and make
sure the check box for “Automatically check for available updates” is selected. See Updates
Preferences for more information.

If Retrospect finds an update, you can download it or install it immediately. See Installing
Retrospect Updates for more information.

Manually Checking for Retrospect Updates

You can search for free updates to your current version of Retrospect by choosing Retrospect
Updates from the Help menu. The dialog box that displays lists the currently installed versions of
Retrospect, as well as any device support updates and hot fixes. It also lists the date of the last
successful check for updates.

Click Check Now to check the Retrospect web site for available updates.

If there are any updates, Retrospect displays a list of the items available to download and install.
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Installing Retrospect Updates

When Retrospect finds an update to your currently installed version of the application, it displays a
list of available updates. Select an item from the list, then choose a command:

+ Click “More info about this update” to view details about the selected update.

+ Click Download to download an installer for the selected update to a location you choose. You
can install the update at any time. After installing the update, you must delete the downloaded
update installer manually.

+ Click Install to download and install the update. Retrospect downloads the update, then prompts
you to quit so it can run the update installer. After installing the update Retrospect automatically
deletes the update installer. If you decide not to quit Retrospect after downloading the update,
the update installer is deleted and the update is not installed.

+ Select the “Ignore this update” check box to ignore an update you don’t want to install. The
update will still appear in the list, but it will be grayed out.

+ Click Close to close the dialog without downloading or installing any updates.

You can only download or install one update at a time. If you want to install multiple updates, select
Help>Retrospect Updates and click Check Now after the first update is installed.

Adding Functionality to Retrospect

You can easily expand the functionality of Retrospect with add-on products or upgrade to a more
powerful version of the Retrospect family.

To upgrade, choose License Manager from Retrospect’s Window menu. Click Purchase and then
click Web to visit the Retrospect Online Store using your web browser.

After you have received your purchased license code by e-mail, click Add in Retrospect’s License
Manager window and enter the code, completing your upgrade.

Using Retrospect

Retrospect has a familiar, user-friendly interface. It includes a navigation bar, as well as a toolbar,
and keyboard shortcuts, for quick access to frequently used commands.

Starting Retrospect

To start Retrospect, choose Retrospect 18.5 from the Retrospect program group in the Start menu.

Getting Started Wizard

The first time you start Retrospect, the Getting Started Wizard displays.
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— Welcome to Retrospect
This wizard will help set up Retrospect and optionally start your first
backup.
Please enter your application license code or dick Purchase for information
on obtaining one.
[ Purchase
—
’Retrospect'
<gack | [mext> | [ ext

Enter your application license code in the space provided, then click Next.

If you do not have a license code, you can click the Purchase button for more information about
obtaining one.

_ Would you like to add more license codes?

You can enter additional Retrospect add-on codes now or later (via
Configure->Licenses):

(®) I do not wish to enter add-on codes now
(O) 1 have additional add-on codes to enter

(Format: X000X=3000(30000-XXXX)

*Retrospect‘

Ccms (] [ e
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If you have separate license codes for any Retrospect add-on products, you can enter them here.
You can always enter add-on codes later using the License Manager. Click Next to continue.

r—— Thank You!

Thank you for purchasing Retrospect Multi Server 45-day Trial for Windows.

Please personalize your copy of Retrospect:

Name: [ SR

Company: |

| <gack | [ mext> | [ eat

Enter your name and company name and click Next.

— Would you like to register Retrospect now?

Register your new Retrospect software within 10 days of purchase to be notified
about product updates and spedial offers. Retrospect can automatically send
your registration information to Retrospect using the Internet.

(® Register Online
(O Register Later
(O Already Registered
,Retrospect'
| <Bak |[Next> ] | Bt
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At the registration screen prompt, select one of the following radio buttons, then click Next.
* Register Now, if you have not registered your copy of Retrospect and you would like to do so.
* Register Later, if you want to skip this step.

+ Already Registered, if you have already registered your copy of Retrospect.

Getting Started with Retrospect
FSSSSSW=\ = What user account?

To backup up servers, induding SQL and Exchange, Retrospect must run under a
user account with administrator access to all resources. Otherwise, Retrospect
will run in the system account when automatically launched and unattended

i backups of databases and network resources may not work.

- (®) Always run Retrospect as the specified user

User: | |

Password: I

Log on to: ‘ DESKTOP-034FQCK v

() Run Retrospect as the logged-in user

Retrospect

Help < Back Next > Exit

In order to back up any disk, remote share, and SQL or Exchange database, Retrospect must be
running under a user account that has access to those disks and databases.

If you plan to back up remote shares, including SQL or Exchange, Retrospect, Inc. recommends
that you create an account that has administrator access to all resources, and enter that
information in the fields below “Always run Retrospect as the specified user”.

See Creating a Retrospect User Account and Auto Launching Retrospect for more information.

If you want to use Terminal Services to administer Retrospect when it is running on a remote server,
see Terminal Services and Remote Desktop.
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Getting Started with Retrospect
SN, What would you like to do now?

You have completed setting up the application. Retrospect can now quide you
through your first backup or you can exit this wizard and explore the program on

' your own.

Perform a backup

Retrospect

Help < Back Exit

Retrospect is now set up. To start a backup immediately, click Next. To explore the application on
your own, clear the “Perform a backup” check box and click Finish.

See Backing Up in Wizard Mode for more information on setting up your first backup.

Leaving Retrospect

Once the Retrospect application is started, you can leave it temporarily by clicking on a program
window in the background, or by choosing another program from the Start menu or taskbar. This
puts Retrospect in the background, and though it is not the active program, it will continue to

perform its current operation, if any, and perform any scheduled operations which come up later.

To exit Retrospect entirely, choose Exit from its File menu. Before exiting, Retrospect informs you
of the next scheduled operation, if any.

The Navigation Bar

When you start Retrospect, the program displays its main window, with a navigation bar on the left
and a toolbar across the top.
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Retrospect *'

Backup

Restore
Automate
Activity Monitor
Reports

Tools

Configure

You can access all areas of Retrospect through its navigation bar.
+ Click
+ Click

The navigation bar is organized hierarchically with different categories of functions. Clicking a +
icon reveals a category’s items.

B Restore
Restore
Find Files
Database

Mailboz

Clicking a — icon hides the lower-level items. Clicking a top-level category item shows an overview
window. (By default, the Backup overview window is shown when you open Retrospect.)

Each overview window has buttons along the left. To the right of each button is a description of its
function or action. Each button’s function requires additional steps and involves more windows or
dialogs and buttons.

Right-clicking anywhere in the navigation bar provides access to display options:
+ Hide overview/Show overview

+ Dock on right/Dock on left

+ Right align text/Left align text

Use these option to customize how Retrospect displays the navigation bar.

The Toolbar

When you become familiar with the functions accessible from the navigation bar, you may wish to
use the shortcuts arranged in the toolbar beneath Retrospect’s menus.
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Retrospect (DANTZ\bcorson)
File Edit Fun ‘Window Help

S A F B3 SE | & % ) |5tavinRetru::spe::t v| @]

Hold the mouse pointer over a toolbar icon to see its function.

The System Tray Icon

When you exit Retrospect, a Retrospect icon * appears in the system tray of your Windows
taskbar by default.

Right-clicking the icon displays the following commands:
» Launch Retrospect

+ Options...

+ Exit

Choose Launch Retrospect to launch the application. Retrospect displays as it was when you
exited the application. You can also double-click the icon to launch retrospect.

Choose Options to set a shortcut key to launch the immediate Backup Wizard and to specify
whether or not to display the icon.

To set up a shortcut to the Backup Wizard:

1. Right-click the Retrospect icon in the system tray and choose Options.

Retrospect Launch Options [5_(|

Cuick Launch

Set a shartcut key ba launch Retrospect

Shorteut key: | Chl+ ShiFt + AL+ A

Taskbar icon

Shows Retrospect icon launcher in the taskbar

[ 04 ] [ Cancel

2. Click in the Shortcut key text entry field and enter a set of keystrokes to use as the shortcut.

You must use the Cirl, Alt, or Shift key in combination with one or more other keys (letters,
function keys, etc.) on the keyboard.
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3. Click OK.

You can type the shortcut keys when Retrospect is not running to launch the application and open
the immediate Backup Wizard. See Backing Up in Wizard Mode for more information.

Retrospect displays the most recent immediate backup settings you specified. The shortcut keys
provide an easy way to access these settings and start a backup quickly. Click Start Now to run a
backup with the current settings.

Backup settings are displayed in Wizard Mode, even if you last edited them in Advanced Mode.
To hide the Retrospect system tray icon:

1. Right-click the Retrospect icon in the system tray and choose Options.

2. Clear the check box next to “Show Retrospect icon launcher in the taskbar”.

3. Click OK.
The Retrospect icon no longer displays.

If you want to display the icon again later, you can turn it on using a Retrospect preference. See
Startup Preferences for more information.

Choose Exit to remove the Retrospect icon from the system tray temporarily. The next time you
launch and exit Retrospect, the icon will display again (depending on your preferences).

When you exit from the system tray icon, the shortcut you specified to launch the Backup Wizard
no longer works.

When you stop all Retrospect executions (from either the toolbar or the countdown dialog), the
Retrospect icon in the system tray of your Windows taskbar will flash until you click the Stop all
execution activity button in the Retrospect toolbar. As long as the icon is flashing, Retrospect will
not execute any immediate or scripted operations. See Stop Button for more information on
stopping all Retrospect executions.

Keyboard Navigation

For users that do not have a mouse, Retrospect uses standard Windows shortcuts to provide
access to the functions of the application from the keyboard.

For example, Ctrl+F4 closes the active window and Alt+F opens the File menu.

In addition, Retrospect’s navigation bar can be accessed via the keyboard using Ctrl+1.

Interactions
Automatic Operations

When Retrospect automatically launches, the application window is hidden. If an operation is
running and Retrospect is manually launched, the Retrospect Monitor will be displayed if available.
If the Retrospect Monitor is not installed, an alert is displayed warning that an operation is in
progress. You are then able to close the alert and let the operation continue or stop the operation
and show the Retrospect window.
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Retrospect icon

Retrospect does not display the icon in the task bar when running in these versions of Windows.

Upgrading from a previous version of Retrospect
Older backup sets

You can use older Backup Sets with Retrospect 8. However, once you use a Backup Set with
Retrospect, you can no longer access it from versions of Retrospect earlier than 7.7.

Retrospect Updates

Retrospect adds support for devices by releasing Retrospect Updates, which are “plug-in” files you
place in the folder with Retrospect. When circumstances permit, Retrospect includes the latest
update with Retrospect and it is automatically installed when you install Retrospect. (To reinstall the
update, reinstall Retrospect.)

To see which version of Retrospect Update you have, choose About Retrospect from Retrospect’s
Help menu. It lists the version of Retrospect, as well as the Retrospect Update version.

If you don't have a Retrospect Update, or your update version is too old for your device, you can
get the latest Retrospect Update from the Retrospect web site.

Security and Encryption

Retrospect Backup protects your data in-transit and at-rest with industry-standard encryption
algorithms. Let’s walk through the different ways that your data is encrypted:

At-Rest Encryption

Retrospect Backup supports AES-256 encryption for all backup sets stored on any media, encoded
on host, so your backups are encrypted before they touch the destination. That means cloud
storage providers will never be able to access your data, but it also means no one can recover your
data if you lose the encryption key.

In-Transit Encryption
Retrospect Backup supports a number of different network connections:

+ Clients: The agent-based connection is encrypted with AES-256 between the Retrospect Backup
instance and the Retrospect Client agent for Windows, Mac, and Linux. For client-based history,
on-demand backup, and on-demand and restore, the network connection is encrypted with
AES-128.

+ Cloud Storage: The network connection is encrypted with HTTPS using TLS between the
Retrospect Backup instance and the cloud storage provider. It supports up to TLS 1.2.

+ Retrospect Management Console: The network connection is encrypted with HTTPS using TLS
between the Retrospect Backup instance and console.retrospect.com. It supports up to TLS 1.2.
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Chapter 4
Fundamentals

This chapter describes Retrospect’s fundamental concepts. This manual and the program itself
repeatedly refer to these basic ideas. Understanding these fundamentals is important and useful
but not essential. Retrospect, Inc. designed Retrospect to be powerful and feature-packed, yet very
easy to use for basic operations.

How Retrospect Works

Retrospect uses an archival method of backup that ensures backed up files are not deleted or
written over until you request it. That way, they stay on the disk, tape, or CD/DVD indefinitely. This
is helpful, for example, if you have been working on an important document every day for the past
month and you discover you have been making terrible mistakes for the past week. If you have
been backing up every day Retrospect lets you retrieve a good version of the file from a week ago
(or any point in time it was backed up). This is an important benefit of Retrospect not found in “disk
mirroring” software used for backups.

Retrospect provides a number of ways to protect and restore your data. There are two basic types
of operations you can perform with Retrospect: immediate operations and automated operations.

For example, if you launch Retrospect and click Backup>Backup from the navigation bar, you have
taken the first steps in creating an immediate operation. If you make a script to do the same backup
on a specific schedule, that is considered an automated operation.

Immediate Operations are discussed in detail in Immediate Operations. The process of creating
scripts is described in Automated Operations.

Most of the operations in Retrospect, whether immediate or scripted, require a source and a
destination. For a backup, the source is generally a volume or subvolume on a computer’s hard
drive; the destination is a Backup Set stored on backup media (disks, tapes, CDs, etc.).

Immediate/Automated N

. Source Destination
Operation
Backup Volume(s)/Database(s)/Mailbox(es) | Backup Set(s)
Duplicate Volume Volume
Archive Volume(s) Backup Set
Transfer Backup Sets Backup Set(s) Backup Set
Transfer Snapshots Snapshot(s) Backup Set
Restore Snapshot Volume
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Immediate/Automated N

. Source Destination
Operation
Restore Database Snapshot Database
Restore Mailbox Backup Set Mailbox

There are two types of automated operations that only require a source (no destination): scripted
grooming and scripted verification.

Volumes, Backup Sets, Snapshots, and the various types of immediate and automated operations
are all discussed in greater detail elsewhere.

Progressive Backup

Retrospect uses patented technology to perform “progressive” backups. Progressive Backup
intelligently copies only files that are new or have changed since the previous backup to a Backup
Set. You don’t have to specify whether you want a “full” or “incremental” backup. Retrospect, by
default, copies any and all the files it hasn’t already backed up.

Backup Sets and Their Components

The basic building block of Retrospect is the Backup Set, which is a set of one or more disks,
tapes, or CD/DVD discs, or a file. Individual pieces of media (for example, tapes, CD/DVD discs,
disks, or cartridges) are members of a Backup Set.

You can back up as many source volumes as you like to a single Backup Set. For example, you
could have a single Backup Set as the backup destination for your computer’s internal hard disk,
your external hard disk, a file server, and a co-worker’s hard disk on a computer with installed
Retrospect Client software.

When a disk, tape, or CD/DVD fills with data, Retrospect asks for a new one. It uses any available
(that is, in the drive) new or erased media. If the media has the name Retrospect is looking for,
Retrospect will erase and re-use it. To reduce the danger of unintentionally destroying data,
Retrospect will never automatically use a medium with the wrong name if it has data on it.

Retrospect uses a Catalog File, an index of the files and folders contained in a Backup Set, to keep
track of files and media, so you never have to think about which files are on which disks, tapes, or
CD/DVDs. See Catalog Files for more information.

Tape Backup Sets

A tape Backup Set uses tapes from a tape device such as a DAT drive, LTO drive, AIT drive, VXA
drive, or DLT drive. Files are backed up to the tapes and the Catalog File is usually saved on the
hard disk of the computer doing the backup. Hardware and the Retrospect web site provide more
detailed information on tape drives.

Retrospect’s Advanced Tape Support option can only be used with tape Backup Sets and is
designed to allow users to run concurrent executions to multiple tape drives. See Advanced Tape
Support for more information.
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CD/DVD Backup Sets

A CD/DVD Backup Set uses recordable discs with CD-R, CD-RW, DVD-R, DVD-R DL, DVD-RW,
DVD+RW, DVD+R, or DVD+R DL drives. Files are backed up to the discs and the Catalog File is
usually saved on the hard disk of the computer doing the backup. Hardware provides more detailed
information on CD/DVD drives.

Retrospect, Inc. uses the term “disc” to refer to a recordable disc to be used in a CD-R, CD-RW,
DVD-R, DVD-R DL, DVD-RW, DVD+RW, DVD+R, or DVD+R DL drive. These drives all work nearly
the same with Retrospect, though they may use different media. The difference is that data on “R”
discs cannot be erased, while “RW” discs can be erased in rewriteable drives and reused by
Retrospect. Rewriteable discs are, of course, also recordable.

You cannot use a CD-ROM or DVD-ROM drive to restore from a CD/DVD Backup Set. Though the
ability to write is not needed during restoring, a CD-ROM or DVD-ROM drive cannot recognize the
Retrospect Backup Set format of a CD-R, CD-RW, DVD-R, or DVD-RW.

Disk Backup Sets

A disk Backup Set uses hard disks, servers, NAS devices, or ejectable disk media (such as DVD-
RAM and and MO). Files are backed up to the disks and the Catalog File is usually saved on the
hard disk of the computer doing the backup. Hardware provides more detailed information on
removable disk drives and hard disk drives.

Retrospect provides a number of features designed specifically for the advantages of disk backup.
See Disk Grooming and Disk Backup Sets and Multiple Executions for more information.

File Backup Sets

A file Backup Set combines the Catalog File and backed-up files into a single file stored on a
volume. (This volume can be any disk drive other than a floppy disk, such as a hard disk, file server
or shared disk, or removable disk, that you can access from the Windows Explorer and map to a
drive letter.)

A file Backup Set can be no larger than the volume on which it is stored, nor can it exceed the
maximum file size of the file system (FAT, FAT32, or NTFS). You can decrease the amount of space
used by a file Backup Set by using Retrospect’s data compression option.

Unlike other types of Backup Sets, file Backup Sets cannot span media. Once the maximum file
size is reached, the Backup Set cannot be appended.

Storage Groups

Storage Groups protect your entire backup environment up to 16x faster with a single, centralized
disk or cloud destination that Retrospect can use simultaneously. With Storage Groups, you can
run parallel backups to the same disk destination with a single ProactiveAl script. Scheduled scripts
support Storage Groups as destinations, but the backups run on a single execution and not in
parallel.

Storage Groups support the same workflows that you are accustomed to for backup, restore,
transfer, grooming, and catalog rebuild, while providing far better performance and simplicity. You
can treat the Storage Group like a Backup Set that allows simultaneous writes to it.
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Creation

When creating a backup set, you will see "Create as Storage Group" as an option for disk sets and
cloud sets. You can create one and use it as a destination for ProactiveAl scripts. If you select
multiple sources for the script, they will run backups in parallel to the storage group.

The standard Retrospect Backup workflows for backups, restores, transfers, grooming, and
rebuilds are the same for Storage Groups.

Create New Backup Set
—— Disk Backup Set
Enter a Backup Set name and select a Disk to use as storage.
The name provided will be used to label the media. Once the Badkup Set has
3 been created the name cannot be changed.
‘ Mame: I Backup Set A

Disk: |z Select...

. D Valume Work i
using folder "1-Backup Set A™

Type: local volume
File system: NTFS
Used: 17.1G
Free: 19.0G (52% available)
Totak 35.0G

REtrOS E'Ct How much of this disk should be used?
] p Use at most: ’E Gor 52 percent

Create as Storage Group

Help < Back Cancel
Windows
View

Storage Groups appear under the Backup Sets dialog on Windows and in the Media Sets tab on
Mac.
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B G abl| X | @)

& Backup Set A

= Client Storage Group
i ———— S
H m—
[
HCeUY—————a—
H cCo—~——ma——=

=, Offsite Cloud

= & Storage Group T1

==

1/23/2013
1/30/2013
1/30/2019
1/30/2019
1/30/2019
1/30/2019
1/30/2019
1/30/2019
1/30/2019
1/30/2013
1302019
1/30/2019

Windows

Note that on Windows, Storage Groups do not list "Snapshots" or "Sessions". You must access the
volume's set to see those. Conversely, those sets will not show "Options" or "Members" as those

properties are part of the Storage Group.
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Client Storage Group
Diisk Backup Set

Summary Options Members

Used: 1.2 G for 447 files
Available: 17.7G

Storage: 2 sessions, 4 Snapshots

Options: MNormal
Security: Ncpe

CatalngHE; a— e e

e

| Automatic Login...
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Fm——aeome—"__ Properties

S —
(=) Disk Backup Sat
Summary Snapshots Sessions

Used: 521.6 M for 433 files
Available: 16.5G
Storage: 1member inuse, 1session, 1Snapshot

Options: Mormal
Security: Mone

Catalog File: = ———m—mw————— e

P o — _

Automatic Login...

Windows

S=1EY

Backup

For backup, a Storage Group can be treated like a backup set. Select the Storage Group as the

destination in your ProactiveAl script.

Restore

For restore in Retrospect for Windows, a Storage Group is presented as a folder of backup sets. To

restore from a specific source, you need to select the specific source within the Storage Group.
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_ Which Backup Set do you want to restore from?

Select the Backup Set that contains your data and dick Next.
To select & Backup Set not shown below, dick More Backup Sets.
' Toreceate a Backup Set from media, dick Recreate.

MName Modified

Backup Set A 1/29/2019

= & Client Storage Group 1/30/2019

|7 I 1/30/2019

| — 1/30/2019

T — 1/30/2019

————— ———=————mx 1/30/2019

|MoreBadu.pSets... | | Recreate...
<k | [Ttz ] | Conce
i |

Source Snapshot for restore. ..
Select a Backup Set and Snapshots, then dick OK.

[= k&l Client Storage Group 1/30/2019 &
= 1/30/2019
e 1/30/2019
dr— — == 1/30/2019 Show,..
He——m = 1302019

Snapshots contained in e e == |
Add Snapshot. ..

&5 Local Disk (C:) 1/30/2019  A:45:05 AM

Transfer

For transfer in Retrospect for Windows, a Storage Group is presented as a folder of backup sets.
You can select either the top-level Storage Group, a backup set to transfer, or a snapshot.
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Source Backup Sets for transfer...
Select 3 Backup Sat, or dlick More for othars,

B G abl| X |3
& Backup Set A 1/29/2019
= & Client Storage Group 1/30/2019
1/30,2019
H 1/30/2019
[ — 1/30/2015
H e 1/30/2019
H Ce—— 1/30/2019
% Transfer Snapshots and their assodated files...
- Select 2 Backup Set and Snapshots, then dick OK.
& Backup Set A 1/29/2019 A
= & Client Storage Group 1/30/2019
1/30/2019
H == == 1/30/201%
— 1/30/2019 ¥
Transfer options:

() The most recent Snapshot for each source

() The most recent Snapshot for each source selected
i) All active Snapshots for each source

{®) Selected Snapshots

Snapshots contained in Sesmeam T, ...

& Local Disk (C:)

1/30/2019

6:49:05 AM
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Rebuild

For rebuild in Retrospect for Mac and Retrospect for Windows, a Storage Group can be treated like
a media set. The user interface is the same.

Select a Backup Set to recatalog
Backup Set A
[ ok | cancel
(S
Verify

For verify in Retrospect for Mac, a Storage Group can be treated like a media set. The user
interface is the same.

For verify in Retrospect for Windows, a Storage Group is presented as a folder of backup sets. You
can select a backup set.

Verify integrity of which Backup Set?
Select 2 Backup Set, or dick More for others,

0 @ abl| X |G
Backup Set A 2/1/2013
=] Storage Group A 2172019
2172019
ey 2/1/2013
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Under the Hood

Under the hood, a Storage Group is a container for per-volume backup sets. This architecture is
why Retrospect allows you to keep the same workflows that you are accustomed to for backup,
restore, transfer, grooming, and catalog rebuild, while providing far better performance and
simplicity. You can treat the Storage Group like a Backup Set that allows simultaneous writes to it.

Data Deduplication

The architecture for Storage Groups allows simultaneous operations to the same destination
because each volume is a different backup set under the hood. However, this workflow also
prevents data deduplication across volumes.

Backup Actions

The main purpose of performing a backup is to copy files into a Backup Set. You can instruct
Retrospect to perform four different types of backup actions. A Normal backup adds every file not
already in the Backup Set. A New Member backup skips to a new member in the current Backup
Set and does a Normal backup to this member. A Recycle backup erases a Backup Set and then
adds every file not already in the Backup Set—in effect, all files. A New Backup Set backup creates
a new Backup Set and copies every file not already in the Backup Set—again, in effect, all files.

Retrospect’s default backup action, Normal, does Progressive Backups for efficient backups
without any extra effort on your part.

Backup Strategies, offers several backup strategies that use Normal, Recycle, New Member, and
New Backup Set backup actions. Study these strategies to learn how to maximize backup safety
and effectiveness by alternating between Backup Sets and rotating media off site.

Normal Backups

A Normal backup, as its name suggests, is the action to use in most situations. It is a Progressive
Backup, which saves media space by avoiding redundant files in a Backup Set. A Normal backup
copies only files which are new or newly modified.

During a Normal backup, Retrospect compares the list of files selected to be backed up against the
list of files in the Backup Set’s Catalog File, then copies only those files which are not already
present on the media. When a Normal backup is done to a new Backup Set, there are no files in the
Backup Set, so everything selected from the source is backed up.

Normal Backup Example

The backup administrator creates a new Backup Set and does a Normal backup to it with a new or
erased medium in the backup device. Because no files exist in the new, empty Backup Set,
Retrospect copies all the selected files to it. The next day the administrator does another Normal
backup to the Backup Set. Retrospect compares the selected source files to the Catalog File, then
marks several new files and a few files which have changed since the previous day’s backup. Only
these new and changed files are added to the medium previously used with this Backup Set (or a
new medium if the other fills to capacity).

New Member Backups

When Retrospect performs a New Member backup, it skips to a new member of the current
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Backup Set. Retrospect first looks for a member with the correct name and uses that member if it
can find it. If Retrospect cannot find the named member, it automatically adds any available new or
erased media (of the correct type) as a new member. Finally, if Retrospect cannot find either the
named member or new or erased media, it displays the media request window and the operation
stops until the media request is fulfilled.

Since New Member backups use an existing Backup Set, they only copy new and changed files
since the last backup.

New Member Backup Example

The backup administrator wants to set up a specific workflow that involves backing up to a different
tape each day of the week, regardless of whether or not the tape fills up. Furthermore, the
administrator wants to save time and media space by backing up only new and changed files each
day (rather than doing a new, full backup each day).

So, he creates a script that runs New Member backups to his Backup Set every Monday, Tuesday,
Wednesday, and Thursday. On Friday, he runs a Recycle backup, which resets the Backup Set,
allowing the process to start over again on Monday.

This is an example of how the New Member backup feature could be used. Retrospect, Inc. does
not generally recommend recycling a Backup Set each week, unless you are sure that you won’t
need to restore any older data, or older data is also protected in a different Backup Set.

Recycle Backups

When Retrospect performs a Recycle backup, it clears the Catalog File contents (if any) of the
Backup Set so it appears that no files are backed up. Then it looks for the first media member of
the Backup Set and erases it if it is available. If the first member is not available, Retrospect uses
any available new or erased tape, disk, or CD/DVD. Everything selected from the source is backed
up to the Backup Set.

Recycle Backup Example

The backup administrator decides the Catalog File is getting too large after a month of Normal
backups to the Backup Set. She starts a Recycle backup with the first media member in the
backup device and Retrospect resets the Catalog File, erases the files on the media, and copies all
the selected files.

New Backup Set Backups

When Retrospect performs a New Backup Set backup, it makes a new Backup Set (with a name
similar to the old one) using a new or erased tape, disk, or CD/DVD. This allows the original Backup
Set and its Catalog File to remain intact for long-term storage in a safe place. The new Backup Set
Catalog File and the new media member are each named with a number in sequence, such as
“Office Net [001]” and “1-Office Net [001]”. Retrospect replaces references to the old Backup Set in
scripts and schedules with the new Backup Set name.

Since New Backup Set backups create a new Backup Set with a new Catalog File, Retrospect
copies all selected files during the backup.
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New Backup Set Backup Example

The backup administrator wants to rotate a Backup Set off-site, so she starts a New Backup Set
backup with a new or erased medium in the backup device. Retrospect creates a new Backup Set
with a new Catalog File, and copies all the selected files to the media. The previous Backup Set
remains intact and the administrator takes its media to a secure location off site.

New Backup Set backups are ideally used for rotating disks, tapes, or CD/DVDs for off-site storage.

Catalog Files

Retrospect uses a separate Catalog File (usually stored on your hard disk) to keep track of the all
the files in a Backup Set. The Catalog File lets you quickly search for files (including older versions
of backed up files) without having to actually search the backup media itself.

The Catalog File is an index or table of contents of the files on the backup media of a Backup Set.
The Catalog File lets you view the contents of a Backup Set without any of its media on hand. A
Catalog File is required for all operations which copy files to and from a Backup Set. If a Catalog
File is lost or damaged, Retrospect can rebuild a Catalog File from the media. Catalog Files
typically use four megabytes of disk space for every ten thousand files.

Catalog Files cannot be viewed or opened without Retrospect.

Snapshots

Because Retrospect does Progressive Backups, it may have several versions of a file scattered
among several backup sessions within a Backup Set. For example, you may update your “Weekly
Status Report” document every week, and because each update modifies the file, Retrospect
backs up each one to your Backup Set. A flat list of all versions of all the files in the Backup Set
would be very confusing. For this reason, among others, every time you back up, Retrospect places
a Snapshot of the source volume in the Backup Set.

A Snapshot is a list—you can think of it as a picture—of all files and folders on a volume when it is
backed up. For each volume, one Snapshot is stored in the Catalog File and a copy of the same
Snapshot stored on the backup medium (tape, disk, cartridge, or CD). Following each successful
backup or archive operation, the old Catalog File Snapshot is replaced but old media Snapshots
remain untouched and Retrospect adds new Snapshots to the medium.

When you want to restore from a backup, you can tell Retrospect to use a Snapshot to restore the
entire contents of a disk. Or, you can use a Snapshot as a guide to see the volume as it was at a
given point in time when it was backed up, picking and choosing individual files to restore.
Snapshots allow you to perfectly restore each volume to its exact state at the time of any
completed backup.

Snapshots help Retrospect keep track of the volumes to which a file belongs. When Retrospect first
backs up a volume to a new Backup Set, it copies the selected files and saves a Snapshot. When it
subsequently backs up other volumes, it does not copy files that exactly match files already in the
Backup Set. However, they are still noted in each volume’s Snapshot. This efficient storage saves
backup media by not redundantly copying exactly matching files.

You can retrieve Snapshots from media if you want to restore a volume, folder, or file as it was at
any given backup.

Because a Snapshot represents a volume at a specific point in time, you cannot use a Snapshot to
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find multiple versions of a file throughout different backup sessions on different dates. However,
Retrospect does provide an easy way of doing this, which is explained in Restoring by Search.

Retrospect and Clients

The Retrospect application can back up any volume that can be accessed from the Windows
Explorer or can be assigned a drive letter, whether it is a volume shared over a network or a drive
connected directly to your computer.

Retrospect Clients can extend the backup and restore capabilities of Retrospect to other
computers on your network. A computer equipped with Retrospect Client software is known as a
Retrospect client computer, or simply a client. Retrospect can back up clients on the network
without the need for installing file servers, starting file sharing, or mounting volumes.

You could back up other computers on your network using Microsoft Networking, but this requires
careful configuration of sharing, users, and permissions. Using Retrospect Client software to back
up the same computers is much simpler: you install the client software once, then if that computer
is turned on (even if no one is logged in) you can back it up over the network.

Retrospect Dashboard

Retrospect Dashboard gives you a detailed monitoring view for your entire Retrospect Backup
engine. Let’s walk through each section of the dashboard to discuss how you can use it to
understand the current status of your business’s data protection strategy.

Activities
Running activities are displayed here.

ProactiveAl

You can see which sources are protected or not protected with ProactiveAl and their respective
statuses. It should be all green, unless you have a subset of sources protected by scheduled
scripts.

Backup Report

You can see all of the sources within the scope of your search and their statuses:
« Green: This is a source with a successful backup.

« Orange: This is a source with a failed backup.

+ Black: This is a source with a stopped backup.

+ Gray: This is an unprotected source.

This coloring gives you an at-a-glance check for how your backups are doing. If they are not all
green, you should drill into which ones are not fully protected.

Backups

This is a list of the backups within the last 14 days and how much data they backed up.
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Most Recent

This is a list of the most recently protected sources and the date they were last protected.

No Backups in 7 Days

This is a list of sources that have had no backup in 7 days.

Storage Map

You can see how much data each backup set takes up and the total amount used.

Storage

This is a list of the backup sets and their usage.

Storage Predictions

Storage Predictions takes the current analytics for each set and predicts how much data will likely

be used in the next week and the next month. You can use this to estimate when to add more
storage or when Retrospect grooming will occur to free up space.
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Chapter 5

Hardware

This chapter explains the device communication technologies used by Retrospect and describes
how to use Retrospect with your backup device. If you are already familiar with SCSI, Fibre
Channel, iSCSI, FireWire, and USB, you can skip the explanations and read the sections that apply
to your particular hardware setup and backup device.

Hardware Overview

Retrospect uses hardware intensively. Its purpose is to transfer large amounts of data between a
source volume, such as a hard disk, and a backup device, such as a tape drive, as efficiently as
possible. If these hardware systems do not work correctly, Retrospect cannot properly back up
your data. For this reason you should understand how your hardware functions and how it relates
to Retrospect.

Retrospect, Inc. maintains an extensive laboratory devoted to testing Retrospect with different
backup devices. Nothing taxes storage devices more than backups, so if there is a problem,
Retrospect, Inc.’s intensive testing will most likely find it. Device manufacturers supply Retrospect,
Inc. with pre-release versions of their devices so Retrospect, Inc. can identify problems before the
devices are made available to the public. Refer to the Retrospect web site for the latest
compatibility information and more specific details on supported devices.

If you have problems with Retrospect and your backup devices after you have confirmed you have
a valid hardware and software installation, refer to Problems and Solutions.

Communication Technologies

Retrospect communicates with hardware devices using a number of different methods. This section
describes the most common methods and how they interact with Retrospect.

SCSI

SCSI (Small Computer System Interface) is a specification of mechanical, electrical, and functional
standards that lets a computer connect and communicate with peripheral devices such as hard
drives, tape drives and libraries, and scanners. You can add SCSI capability to your computer with
a SCSI host adapter.

SCSI connects a computer with peripherals by linking one or more devices with SCSI cables
plugged into SCSI ports. The devices are connected serially—one after the other—in a simple
layout known as a daisy chain. Each device must have its own unique identifying SCSI address, or
ID. (You set a device’s ID number on the device itself.)

Both ends of a SCSI chain must be “terminated” to maintain the integrity of communication signals
on the chain. This is done with a terminator, a device that attaches to an open SCSI port and acts
as a plug or stopper. Most SCSI cards have built-in termination, so you only need to worry about
terminating the other end of your SCSI chain. If you have an internally terminated or self-terminating
SCSI device, it should be the last device of the SCSI chain (that is, at the end and the furthest
device from the computer). To find out the termination requirements for your specific hardware
setup, refer to your SCSI card’s documentation and the documentation that came with each
peripheral device.

The IDs on your chain do not have to be sequential or in a particular order; the SCSI chain is not
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affected by the order as long as no devices share the same number.

To ensure proper operation of your SCSI devices, always turn on each SCSI device in your chain
before you turn on your computer, and do not turn them off until after you shut down your
computer.

iISCSI

iISCSI is a storage networking standard that allows SCSI commands to be sent over Internet
Protocol (IP) networks. Retrospect supports iSCSI tape drives and libraries, as well as iSCSI disk
arrays.

Retrospect, Inc. recommends using the latest version of the Microsoft iISCSI Software Initiator.

Fibre Channel

Fibre Channel is a serial data transfer architecture designed for storage devices that require very
high data transfer rates. Fibre Channel combines the best features from SCSI and IP network
transfer protocols.

Retrospect supports fibre channel tape drives and tape libraries using three different topologies:

+ Point-to-point: Connects the backup computer directly to the Fibre Channel tape library using a
dedicated cable.

+ Arbitrated loop (FC_AL): Connects up to 126 devices or nodes in a single, continuous loop or
ring.

+ Switched fabric: The most complex topology, switched fabric can be used to connect up to 16
million nodes.

+ For FC_AL and switched fabric, Retrospect does not lock the device from other applications or
share the device properly. It is the responsibility of the network administrator to ensure that only
one copy of Retrospect has full access to the fibre channel storage device.

Retrospect is not designed to share a fibre channel library. To share a fibre channel library between
multiple copies of Retrospect, choose a library that can be partitioned into multiple smaller virtual
libraries and assign a partition to each Retrospect backup server.

FireWire

FireWire is a specification of mechanical, electrical, and functional standards which lets a computer
connect and communicate with storage devices, such as hard disks and removable disk drives,
and other peripheral devices, such as scanners and video camcorders. FireWire is also known as
i.LINK or 1394, from its official IEEE 1394 specification.

FireWire connects a computer with peripheral devices by linking as many as 63 devices with special
FireWire cables plugged into FireWire ports. FireWire is hot-pluggable, so, in most cases, you do
not have to shut down devices to add or remove them, nor do you have to restart your computer.
FireWire is capable of extremely fast transfer rates.

Retrospect needs special software drivers to support some FireWire devices. For installation and
configuration information and to determine which software is required for your FireWire device, refer
to the documentation that came with your device.

CHAPTER 5 - HARDWARE 59



USB/USB 2.0/USB 3.0

USB (Universal Serial Bus) is a specification of mechanical, electrical, and functional standards
which lets a computer connect and communicate with input devices, such as keyboards and
joysticks, and peripheral devices, such as storage devices and scanners.

USB/USB 2.0/USB 3.0 connects a computer with peripheral devices by linking up to 128 devices
with special USB cables plugged into USB ports.

Retrospect needs special software drivers to support some USB devices. For installation and
configuration information and to determine which software is required for your USB device, refer to
the documentation that came with your device.

Seeing Your Backup Devices

To see a list of the backup devices available to Retrospect, click Configure>Devices from the
navigation bar, then click the Environment tab in the Storage Devices window. Retrospect displays
all ID numbers and their connected devices, if any.

&5 Storage Devices ! E
Status Environment | ginding
= & IE,J ‘ (=2} Devices visible using MT Passthrough,.,
D Wendor Product Wersion Driver
HTS54504 OM3ATO0 MG

Lo MATSHITA JIDAZE0 1.02 Panasonic CD-RW (1.55)
20 Generic STEALTH DWD

T:0 SOMY S-S50y 0100 Sony AIT-2 DC (1.40)

For each address, Retrospect lists the device ID, vendor ID, product ID, firmware version, and
Retrospect driver.

If the device has been qualified by Retrospect, Inc. for use with Retrospect or the device is
“recognized”, the driver is identified in boldface. Recognized devices that are not listed as
“qualified” on the Retrospect web site will work fine with the listed driver under most
circumstances.

To determine if your device is qualified, refer to the Support & Hardware section of
www.retrospect.com . You can also check the web site to see if Retrospect, Inc. has released a
Retrospect Driver Update (RDU) for your device.

Retrospect does not have its own drivers for removable disk drives because it can already
communicate with them through the operating system.

Certain drives require specific versions of firmware. To determine your drive’s firmware version,
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click Configure > Devices, and click the Environment tab. If your firmware is an earlier version than
is required, contact your drive vendor.

When You Can’t See Your Backup Device

All backup devices that are properly connected to the backup computer should also appear in the
Windows Device Manager. If you cannot see the device, refer to its documentation for information
on setting it up properly.

Also make sure your computer’s BIOS is set to correctly enable all devices connected to the IDE
bus. Refer to the documentation that came with your computer for more details.

For SCSI devices, make sure each device is turned on, the cables are securely connected, each
device has a unique ID, and the SCSI chain is properly terminated. Do not rearrange devices on a
SCSI chain unless each device and the computer itself are all turned off.

If your SCSI chain is not properly connected and terminated, or if there is an ID conflict, many
different problems can result. The most harmless problem would be a device that does not appear
in the device status list. A more serious—yet subtle —problem could be a communication failure
between the backup computer and the backup device, leading to data loss. The most serious
problem would be damage to your computer or SCSI devices on the chain.

Toolbar Commands for Seeing Devices

The Environment tab’s toolbar has the following commands for seeing devices:

Ignore ID: If you select a device and click Ignore ID, Retrospect will not scan that ID when
Retrospect is next opened after you quit. This may be useful if you are not backing up to your CD/
DVD drive and want to use it to play music while you are backing up. It is also a good way to ignore
devices on a Fibre Channel or iSCSI network that you don’t want the backup computer to see.

Don’t Ignore ID: To make Retrospect recognize a previously ignored ID, select the ID and click
Don’t Ignore ID. Retrospect will scan that ID when Retrospect is next opened after you quit.

Refresh: Clicking this button forces Retrospect to scan for devices and display any changes since
the window was initially opened.

Configure CD/DVD Drive: If you select a CD/DVD drive and click this button, you can create (or
delete) a custom configuration for your CD/DVD drive. See Configuring CD/DVD Drives for more
information.

CD/DVD Drives

With Retrospect, you can back up to and restore from CD/DVD drives. Retrospect, Inc.’s hardware
lab qualifies many, but not all, CD/DVD drives. For a list of qualified drives, see
www.retrospect.com .

The list of qualified drives includes a number of double layer DVD drives for use with DVD+R DL
and DVD-R DL media.

If your drive is not qualified, Retrospect may still be able to support it. See Configuring CD/DVD
Drives for more information.

When Retrospect is executing a script unattended and requires a new disc, it will automatically use
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any disc in the drive that is erased or has the correct name.

New, blank CD-R, CD-RW, DVD-R, DVD-RW, DVD+R, or DVD+R DL media is considered erased
and will be used. New DVD+RW media will be prepared by Retrospect and then used. Previously
recorded CD-R, DVD-R, DVD-R DL, or DVD+R media cannot be erased and thus cannot be used by
Retrospect.

Because a disc with any recorded data will not be used by Retrospect in unattended operations, it
is a good idea to prepare rewritable media ahead of time by erasing CD-RW, DVD-RW, or DVD+RW
discs containing unwanted data. See Toolbar Commands for Discs.

* You cannot restore data for CD/DVD discs unless you have a writable disc drive.
Recordable and Rewritable Media

CD-R, DVD-R, DVD+R, and DVD+R DL discs are write-once media which cannot be erased. Use
care when choosing your CD/DVD Backup Set names and when deciding which files to back up.

CD-RW, DVD-RW, and DVD+RW discs are rewritable and can be recorded over and over like
removable disks. There is a limit to the number of rewrites, but you are not likely to encounter it with
Retrospect.

Retrospect, Inc. uses the term “disc” to refer to a recordable disc used in a CD-R, CD-RW, DVD-R,
DVD-R DL, DVD+R, DVD+R DL, DVD-RW, or DVD+RW drive. These drives all work nearly the same
with Retrospect, though they may use different media. The difference is that data on “R” discs
cannot be erased, while “RW” discs can be erased in rewritable drives and reused by Retrospect.
Rewritable discs are, of course, also recordable.

Retrospect can use any media supported by a given drive. Different brands, speeds, and types of
media vary greatly. For best results, use high-quality media. Some drive manufacturers recommend
or require particular brands of media with their drives, while some do not support using high-speed
media. Check with your drive manufacturer for media recommendations.

For maximum performance and reliability, use DVD+R, DVD+R DL, or DVD+RW media if your drive
supports it.

Formatting discs with other programs prior to backup is neither necessary nor recommended. Use
only unformatted or erased discs.

Backup discs created by Retrospect are accessible only by Retrospect or other Retrospect Backup
products, and only with supported CD/DVD devices. The discs do not mount on the desktop for
use with the Windows Explorer or other software.

Viewing Disc Status

You can use Retrospect to view information about CD/DVD discs that you want to use, or have
used, for backups.

Before viewing disc information, make sure the device you want to use is listed in the Storage
Devices window. If the device you want does not appear in the window, see Seeing Your Backup
Devices.

Retrospect requires the exclusive use of the CD/DVD drive and it will first eject any loaded,
previously recorded (finalized) CD-ROM or audio disc from the drive. The drive is then reserved for
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Retrospect’s exclusive use until Retrospect quits.
To view disc status:
1. Insert the disc in the drive.

2. When you insert a disc in a CD/DVD drive, the operating system or other software may ask
how you wish to prepare or format the disc. Always ignore formatting prompts and exit these
windows, as you should not prepare backup discs with anything but Retrospect.

3. Click Configure>Devices.

The Storage Devices window displays.

&= Storage Devices ! E
| Status Ervvirommnent Binding
= @ =
Device Status L-ocation
= &8 Panasonic CD-RW Ready 1394 COu0

& m 1-Backup Set &
# =5 removable Disk Mo media E:

Once a disc is loaded, its status appears:

Ready indicates the disc contains Retrospect data.

Erased indicates an empty disc, ready for use by Retrospect.
Write Protected means the disc is locked or full.

Content Unrecognized means the disc is not empty, but does not contain valid Retrospect data.
(see Content Unrecognized).

Wrong Version may mean the drive’s firmware is not supported. Or, it may mean the inserted disc
was written to by Retrospect for Macintosh. Retrospect for Windows cannot read such discs.

Incompatible indicates that the drive does not support the media that is inserted, or that media type
was not used when creating a custom configuration for the drive.

Hardware Error indicates a device error has occurred.

Damaged Disc indicates that the disc was damaged during the previous backup. You may not be
able to append to this disc.

Running and Busy indicates the drive is busy.
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No Media indicates there is no disc in the drive.

Toolbar Commands for Discs
The Storage Devices window toolbar includes a number of commands for use with discs:

Properties displays information about the disc drive. If a disc is inserted, the Properties window
also displays information about it, including whether or not it is a member of a Retrospect Backup
Set and its format.

Eject unloads the selected disc from its drive.

Erase erases the contents of the selected rewritable disc. This command is not available with
recordable-only discs.

When you erase a DVD+RW disc, retrospect asks if you want to do a short or long erase. Short
erase performs a fast rewrite of the disc’s header. Long erase performs a multi-hour erase and
conditioning cycle.

Configuring CD/DVD Drives

Retrospect includes built-in recognition for many CD/DVD drives. For drives that are not
recognized, you can create a custom configuration.

Custom configurations are not qualified through Retrospect, Inc.’s rigorous Hardware Certification
process, but successful configurations are supported.

During the custom configuration process, Retrospect asks you to insert a blank disc. This disc is
used to run a series of tests. Make sure to insert the type of disc (e.g., DVD+RW) that you want to
use for backups. After Retrospect finishes configuring the drive for one type of disc, you will have
the opportunity to run the tests again with additional media types.

It is only necessary to configure the drive with the type of media that will be used for backup.

After creating a custom configuration, you should perform a backup with verification turned on to
ensure that Retrospect works properly with the device.

When custom configuration is run using write-once media, that media cannot be used for other
operations.

Automatic configuration

If the backup computer is not connected to a supported tape or CD/DVD drive, but is connected to
an unrecognized CD/DVD drive, the CD/DVD configuration dialog automatically appears when you
click Configure>Devices or perform another operation that requires a backup device.

To create a custom configuration for the drive click Configure and follow the on-screen prompts. To
skip configuration and prevent the dialog from appearing again, click Ignore. To skip configuration
now, but allow the dialog to appear again next time, click Cancel.

Manual configuration

In some rare cases, you may want to create a custom configuration that overrides Retrospect’s
built-in recognition. You should use this procedure only if you are experiencing difficulty backing up
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to a CD/DVD drive, or if you are directed to do so by Retrospect Technical Support. While
customization may improve communication between Retrospect and the drive, it may not.

In the navigation bar, click Configure>Devices. Click the Environment tab, select the CD/DVD drive
you want to reconfigure, then click the Configure CD/DVD button in the toolbar. In the dialog that
appears, click Configure, then follow the on-screen prompts to create a custom configuration for
the drive.

Deleting a custom configuration

If you created a custom configuration for a CD/DVD drive and you continue to have problems, or
your problems get worse, delete the custom configuration.

In the navigation bar, click Configure>Devices. Click the Environment tab and select the CD/DVD
drive you want to reconfigure. Right-click it and choose “Configure CD/DVD Drive”. In the dialog
that appears, click Delete to remove the selected device’s custom configuration and use
Retrospect’s built-in support, if available. Click OK to confirm deletion.

+ Retrospect cannot back up to a CD/DVD drive for which it is has no configuration (custom or
built-in).

Removable Disk Drives

Removable disk drives use media that can be accessed from the Windows Explorer. This includes
Zip, REV, SuperDisk, DVD-RAM, and MO. You must be able to copy files to and from the disk in the
Windows Explorer to use a removable disk drive with Retrospect.

Before using Retrospect to back up to a removable disk you should be familiar with the procedures
to insert, format, erase, and eject disks.

Choosing the Backup Set Type

A removable disk drive can be the destination for both file Backup Sets and disk Backup Sets.
There are some important differences between these two types of Backup Set:

+ A disk Backup Set can grow continuously by spanning multiple removable cartridges or disks,
just as a CD/DVD Backup Set can span multiple discs. A file Backup Set cannot grow beyond the
available space of its single disk or cartridge.

+ Removable disks used as part of a disk Backup Set must be erased before you can use them.
Removable disks used as part of a file Backup Set do not have to be erased, and the disk can
store and access files other than the Backup Set data files.

Viewing Removable Disk Status

You can use Retrospect to view information about removable disks that you want to use, or have
used, for backups.

To view disk status:
1. Click Configure>Volumes.

The Volumes Database displays.
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2. Insert a disk into the drive.

Once the disk is loaded, it appears in the Volumes Database with its drive letter next to it.
Preparing Removable Disks for Use

It is a good idea to prepare removable disks for use ahead of time by erasing or reformatting them,
then adding them as members of a Backup Set. When Retrospect is executing a script unattended
and requires additional storage for the disk Backup Set, it will automatically use a disk that was
previously added to the Backup Set.

After formatting or erasing disks as described in Formatting and Erasing Removable Disks, you can
add them to disk Backup Sets as described in Adding a Disk to a Backup Set.

Formatting and Erasing Removable Disks

Before you use an unformatted removable cartridge or similar disk with Retrospect, you must first
format the disk from the Windows Explorer or a formatting utility.

For removable cartridges such as Zip, REV, SuperDisk, DVD-RAM, or MO, format with the software
that came with your drive.

It is a good idea to format all of your cartridges using the same formatting method.

For Windows, to avoid long delays while Retrospect erases disks, format your cartridges as NTFS
volumes.

To erase removable disks, click Configure>Volumes from the Retrospect navigation bar. Select the
disk to erase and click the Erase button on the toolbar.

Toolbar Commands for Removable Disks

Properties displays information about the removable disk drive. If a disk is inserted, the properties
window also displays information about it, including whether or not it is a member of a Retrospect
Backup Set and its format.

Eject unloads the selected medium from its drive.

Erase erases the contents of the selected disk.

Hard Disk Drives

Retrospect supports hard disk drives as a backup destination. This includes internal and external
hard disks directly connected to the backup computer, and hard disks served over the network. To
use a hard disk with Retrospect, it must be accessible through the Windows Explorer, since
Retrospect uses the file system, not custom drivers, to communicate with hard disk drives.

To see the hard disks available for use with Retrospect, click Configure>Volumes.

The main drawback of using a fixed hard disk as a backup device is that it does not have
removable media for off-site storage and media rotation. (Backup Strategies describes these
important aspects of safe and secure backups.) “Hot-swapable” and removable drives are more
flexible in these respects.
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Choosing the Backup Set Type

A hard disk drive can be the destination for both file Backup Sets and disk Backup Sets. There are
major differences between these two types of Backup Set. Disk Backup Sets provide the maximum
flexibility and performance because they can:

+ Span multiple disks, including network volumes
+ Include the option to automatically groom disks to reclaim disk space
+ Provide the best support for backing up to NAS devices and servers

+ Use the same Backup Set as the destination in one operation while, at the same time, as the
source for one or more additional operations.

In addition, disk Backup Sets do not have the file size limitations inherent in a file Backup Set.

When saved on hard disks, both file Backup Sets and disk Backup Sets can store and access files
other than the Backup Set data files.

Preparing Hard Disks for Use

It is a good idea to prepare disks for use ahead of time by adding them as members of a Backup
Set. When Retrospect is executing a script unattended and requires additional storage for the disk
Backup Set, it will automatically use a disk that was previously added to the Backup Set.

To add a disk to a Backup Set, see Adding a Disk to a Backup Set.

Disk Grooming

By default, when a disk that is a member of a disk Backup Set becomes full (or uses all the disk
space you allotted), Retrospect asks for a new disk so it can continue to copy files and folders.

If you would rather continue to use the existing disk, you can use Retrospect’s grooming options to
reclaim disk space by deleting older files and folders to make room for new ones.

Once disk grooming is enabled and you specify a grooming policy (or use Retrospect’s policy),
Retrospect automatically deletes older files and folders (based on the policy) when it needs more
space. For more information on setting disk grooming options in the Backup Set Creation Wizard,
see Grooming Options for Disk Backup Sets.

Grooming deletes files and folders. These files and folders cannot be recovered. Before enabling
grooming, make sure you have a backup policy that protects your critical files and folders.

You can change or turn off a disk Backup Set’s grooming options at any time. If you want to
protect backups from specific points in time, you can “lock” them to prevent Retrospect from
grooming them. You can also select specific Snapshots not groomed by policy, to delete from the
Backup Set. See The Snapshots tab for more information.

Grooming is useful as part of a staged backup strategy. See Staged Backup Strategies for more
information.

Tape Drives

Retrospect supports most tape drives without requiring the installation of additional software. For a
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list of supported tape drives, see www.retrospect.com .

Unlike random access devices such as hard drives, removable disk drives, and CD/DVD drives,
tape drives are sequential access devices. Since the data reading mechanism cannot immediately
go to the correct data position on the media, a tape drive accesses data more slowly than a disk
drive (or similar random access device). It is just like fast-forwarding a music cassette to find your
favorite song.

Sequential access media is relatively inexpensive, has large capacity, and has a good sustained
data transfer rate. Thus, tapes are particularly well suited for backups.

When you use Retrospect to back up a volume to a tape, the data is written sequentially from the
beginning of the tape to the end. When you add backups to the tape, the data is appended where
the previous data ends, until the tape runs out.

Neither the backup computer nor Retrospect will mount a tape or map it to a drive letter when you
put it in the drive, so do not expect the tape to appear on your Windows desktop. Though the
technology exists to let you map a tape as a volume and use it like a disk, you probably would not
want to do this for regular backups because of the performance issues discussed previously.
Retrospect’s system for backing up and restoring files to and from tapes is far more powerful,
efficient, and reliable.

Tape Capacity

The actual amount of data that will fit on a given tape will vary due to many factors. A tape’s
capacity can be greatly influenced by the relative speeds of the backup computer and the tape
drive.

If you back up a slow source (for example, a slow computer, a slow hard drive, or a shared volume
on a network) to a fast tape drive, the tape capacity is reduced by the source’s inability to supply a
steady flow of data to the tape drive. (This is like dictating to an audio cassette recorder; you can
record more words if you speak quickly without pauses, but when you take a breath you are
wasting tape because the recorder is still going, recording silence.) When the tape drive runs out of
data while backing up, it must stop writing data, reposition the tape, and resume writing at the
correct section of the tape. Each reposition reduces the capacity of the tape, and excessive
repositioning can lead to accelerated device wear.

Do not be surprised if your tapes end up with less than their advertised capacities. Some tape
drives are represented as being capable of higher capacities than the drives normally achieve in
day to day use. The representations refer to the amount of data before it gets compressed by a
tape drive with hardware compression capability —and they often assume generous compression
rates.

Compression

Compression, which can be done by Retrospect or a capable tape drive, conserves space on
media by reducing the size of the data being stored. Compression does not actually increase the
media capacity —a given disk or tape can only hold a certain amount of data. Compression
squeezes the original data to a more compact size before the data is put on the tape, allowing you
to fit more of your files on a given tape.

Hardware data compression is extremely common on tape drives. Retrospect uses a drive’s
hardware compression whenever possible, automatically turning off Retrospect’s software
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compression option if necessary.
It is faster to let the hardware compress the data than to have Retrospect compress it.

The amount of compression achieved varies depending on the type of data being backed up. Text
files generally compress well, while applications and system files do not. Compression typically
reduces data to half its original size.

Retrospect disables hardware compression when you use encryption because encrypted data
compresses poorly. If you need to use encryption and compression together, use Retrospect’s
software compression option. Retrospect then compresses the data before encrypting it, which is
not possible when hardware compression is used.

Tape Drive Mechanisms

Though you may buy your tape drive from one of many companies, the drive is actually built around
a mechanism from one of several manufacturers. Typically, companies purchase bare mechanisms
from manufacturers, put them in their own cases and packaging, and support the products with
their own staffs.

Popular types of tape mechanisms available are AIT, DAT, DLT, LTO/Ultrium, S-AIT, Travan, and
VXA. Robotic tape libraries are available for several types of these drive mechanisms.

High speed, large capacity tape drives such as AIT, DLT, LTO/Ultrium and S-AIT require a high
performance environment. Best speed and capacity results are achieved with a fast computer
processor. The most important performance factor is the speed of the source volume. If the source
is too slow, the drive must frequently stop to reposition the tape while waiting for additional data. If
the drive repositions too often, copy performance will decrease dramatically.

A staged backup strategy that involves backing up to disk, then transferring the backup to tape can
help improve overall performance when backing up to tape. See Staged Backup Strategies.

AIT

Eight millimeter drives using Advanced Intelligent Tapes (AIT, AIT-2, AIT-3, and AIT-4) are among
the fastest tape drives available. Their mechanisms can store 12 to 200 GB of uncompressed data
at very high speed when used under optimal conditions.

DAT

DAT drives span the gap between entry-level tape drives such as Travan and higher-end products
such as DLT and AIT. Each compact DAT cartridge, containing a length of 4 mm wide tape, holds
about 2 GB (DDS-1), 4 GB (DDS-2), 12 GB (DDS-3), 20 GB (DDS-4), 36 GB (DAT 72), or more
depending on how much your files are compressed. Speeds range from 6 MB per minute with older
DDS-1 drives to 150 MB per minute with newer DAT 72 drives.

DLT
DLT and Super DLT drives are among the fastest tape drives available. Their mechanisms offer

exceptional performance and 2.6 GB to 300 GB uncompressed capacity when used under optimal
conditions.
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LTO Ultrium

Ultrium tape drives are among the fastest and largest capacity tape drives available. The Ultrium
format was created by the LTO (Linear Tape Open) consortium. Ultrium-1 tapes offer an
uncompressed capacity of 100 GB. Ultrium-2 tapes offer an uncompressed capacity of 200 GB.
Ultrium-3 tapes offer an uncompressed capacity of 400 GB.

S-AIT

Super AIT (S-AIT) drives are among the highest capacity tape drives available. S-AlT tapes offer an
uncompressed capacity of 500 GB.

Travan

These tape drives have uncompressed capacities of 1.5, 2, 4, 10, or 20 GB, depending on the tape
cartridge used. Travan “NS” (Network Series) drives include hardware compression.

VXA

VXA drives provide tape technology that is reliable and relatively inexpensive for small- to medium-
sized environments. VXA formats data in packets, operates at variable speed, and can read data
multiple times in a single pass of the tape. A VXA-1 tape can store 33 GB of uncompressed data. A
VXA-2 tape can store 80 GB of uncompressed data.

Tape Alert Support

Many tape drives and libraries support Tape Alert messages. These devices generate Tape Alert
messages to report hardware errors, There are three categories of alerts:

+ Information

» Warning

+ Critical

Retrospect supports Tape Alert in three ways. It:

+ Displays a dialog box describing the nature of the error.

+ Logs the error in the Activity Monitor’s Events tab. See Events Tab.

+ Logs the error in the Operations Log. See Viewing the Operations Log.

You can enable/disable this behavior for any tape drive or library that is accessible from the backup
computer and supports Tape Alert.

Retrospect does not automatically enable Tape Alert for most tape drives. You can enable it
manually as described below.

To enable/disable Tape Alert:
1. Click Configure>Devices from the navigation bar.

2. Click the Status tab.

70 WINDOWS USER'S GUIDE



3. Select a tape drive or library and click the Properties button =
window’s toolbar.

in the Storage Devices

4. Click the Tape Alert button @ to enable or disable Tape Alert.
If your tape drive does not support Tape Alert, the button is not available.

The Properties window updates to display your selection.

WORM Tape Support

As a result of new compliance regulations and other factors, many tape drives and libraries now
support WORM (Write Once, Read Many) tapes.

As the name suggests, WORM tapes cannot be erased or reused once data is written to them.
Retrospect supports the following types of WORM tapes:

« AIT

« S-AIT

« LTO

« SuperDLT

Retrospect also supports the creation of WORM tapes from normal blank or unused SuperDLT
tapes using Quantum’s DLTlIce feature.

WORM tapes are displayed in Retrospect with a special icon so they are easy to identify. While
normal tapes use the blue tape icon , WORM tapes have a yellow icon (=]

+ When using WORM tapes, make sure Retrospect’s “Automatically skip to blank media”
preference is turned off (which is the default setting). See Request Preferences.

+ Working with WORM Tapes
+ Creating SuperDLT WORM Tapes
Working with WORM Tapes

Since Retrospect treats WORM tapes differently than normal tapes, Retrospect, Inc. recommends
that you use WORM tapes exclusively with WORM tape Backup Sets.

When you create a new tape Backup Set using the Backup Set Creation Wizard, you can select a
check box to create a WORM tape Backup Set. See Creating Backup Sets.

You cannot create a WORM tape Backup Set using the Backup Wizard.

WORM tape Backup Sets are displayed in Retrospect with a special icon so they are easy to
identify. While normal tape Backup Sets use the blue tapes icon &  WORM tape Backup Sets
have a yellow icon .

WORM tape Backup Sets are treated differently than normal tape Backup Sets. During an
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automatic operation (i.e. a scripted operation) that uses a WORM tape Backup Set as the
destination, Retrospect will copy files to a WORM tape with the correct name. If it cannot find a
WORM tape with the correct name, it will automatically use a blank WORM tape only. Retrospect
will never automatically add a blank, normal tape to a WORM tape Backup Set.

Similarly, during an automatic operation that uses a normal tape Backup Set as the destination,
Retrospect will never automatically add a blank WORM tape (only a blank, normal tape) to the
normal tape Backup Set.

You can manually add normal tapes to WORM tape Backup Sets and WORM tapes to normal tape
Backup Sets from the Media Request window or using Retrospect’s Add Member to Tape Backup
Set feature.

WORM tapes can never be erased or reused, even when they are part of a normal tape Backup Set.
Normal tapes can be erased and reused even when they are added to a WORM Backup Set.

Creating SuperDLT WORM Tapes

Quantum tape drives with DLTIce have the ability to create WORM tapes from unused
SuperDLTtape Il tapes. Retrospect allows you to use this feature with SuperDLT 600 or later tape
drives.

To create a SuperDLT WORM tape:
1. Click Configure>Devices from Retrospect’s navigation bar.

2. Click the Status tab.

3. Select a tape and click the Format button ﬂ from the Storage Devices window’s toolbar.
4. Click OK.

5. Once tapes are formatted as WORM, they can never be erased or reused.
Cleaning Your Tape Drive

Regular cleaning of your tape drive is essential for reliable performance. Dirty drive heads are a
major cause of tape drive problems and reported media failures. Retrospect may report error —206
(drive reported a failure, dirty heads, bad media, etc.) in these cases.

Cleaning most tape drives is as simple as inserting a special tape cleaning cartridge and letting the
drive clean itself. Refer to your drive’s documentation for its manufacturer’s cleaning
recommendations.

Depending on the capabilities of your tape drive, a number of tape cleaning options are available.

For all tape drives, Retrospect has a Cleaning Interval option. To access this option, click
Configure>Devices, select your tape drive in the Status tab, and click the Properties button in the
toolbar.

Click the Cleaning Interval button @ on the Properties window’s toolbar and enter the number of
hours of drive use between cleanings.
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Retrospect

\:r) Clean drive after how many hours of use? (Enter O for never,)

1
Eo

[ o4 ] [ Cancel ]

By default, Retrospect enters 20 hours. Enter your drive vendor’s recommended cleaning interval
and click OK. For standard tape drives, Retrospect adds a note to the log and displays a
notification dialog the first time you quit after 20 hours (or whatever number you enter) of use. If you
never quit Retrospect, you will never get a reminder.

If you have a tape library that supports barcode reading, and a cleaning tape (with a cleaning
barcode label) is loaded in the cleaning slot, Retrospect automatically cleans the drive at the
specified interval. If you have a tape library that does not support barcode reading, Retrospect will
still automatically clean the drive, as long as you have designated a cleaning slot and inserted a
cleaning tape. For more information on tape libraries, see Tape Libraries.

For barcoded cleaning tapes, you can also have Retrospect keep track of how many times the
cleaning tape has been used and stop using it after a specified number of times.

To specify the Cleaning Count:

1. Make sure a barcoded cleaning tape is loaded in your tape library, then click
Configure>Devices.

The Storage Devices window displays.
2. Select the cleaning tape, then click the Properties button in the toolbar.
3. Click the Cleaning Count button.
4. Enter a number and click OK.

At any time you can see how many available cleanings remain, by checking the Properties of the
cleaning tape.

g&" Slot: 11 Properties |

{E M &5 Y G

Slot 11

Media: CLM149L1
Created:
Barcode: CLM149L1
Cleanings available: 9of 10
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Viewing Tape Status

You can use Retrospect to view information about tapes that you want to use, or have used, for
backups.

Before viewing tape information, make sure the device you want to use is listed in the Storage
Devices window. If the device you want does not appear in the window, see Seeing Your Backup
Devices.

To view tape status:
1. Click Configure>Devices.
The Storage Devices window displays.
2. Insert a tape into the drive.

Once a tape is loaded, its status appears on the Status tab:

&3 Storage Devices E E
| sStatus Environment Binding
= @ i
Device Status Location -
= &% Panasonic CD-RW Mo media ATAPI 1:0:0
(Empty)
= =F Sony AIT-2 DC Ready 1USE T:0

Ed nm 1-Backup Set Wweekly

Ready indicates the medium contains Retrospect data or is a member of a Backup Set that is ready
for use.

Erased indicates an empty medium.

Content Unrecognized means the tape is not empty, but does not contain valid Retrospect data.
Often, this happens when a compressed tape is inserted in a drive without hardware compression
abilities. It also happens when you insert a tape written to by other backup software. (see Content
Unrecognized.).

Wrong Version may mean the inserted tape was written to by Retrospect for Macintosh. Retrospect
for Windows cannot read such tapes. It can also mean the drive’s firmware version is not supported
by Retrospect.

Write Protected means the tape is locked.

Hardware Error indicates a device error has occurred.
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Unloaded usually means a tape is in the drive but is rewound and must be ejected and reinserted to
be used.

Running and Busy indicate the drive is busy.

No Media indicates there is no tape in the drive.

Preparing Tapes for Use

When Retrospect is executing a script unattended and requires a new tape, it will automatically use
any appropriate tape that is erased or has the correct name. It is a good idea to prepare media for
use ahead of time by erasing or formatting tapes.

You can also add tapes to a Backup Set in advance of Retrospect requesting them. For a single
tape drive, you can add one tape at a time. For tape libraries, you can select multiple tapes and add
them all as members of a Backup Set at once.

To add tapes to a Backup Set:

In the Storage Devices window, select the tape(s) to add.

=4 Storage Devices ! E
| Status Enviranment Einding
e @ S Hp (=)
Device Status Lacation
= &% Panasonic CD-RW Mo media ATAPI 1:0:0
(Empty)
= =¥ Sony AIT-2 DC Erased USE T:0

* You must select blank, erased, or “content unrecognized” tapes.You cannot add tapes that
already belong to an existing Backup Set.

Click the “Add to Backup Set” button E in the Storage Devices window toolbar.

Select a Backup Set from the list and click Add.
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== Add Member to Tape Backup Set Selection E E
Add ko which Tape Backup Set?
Select the Backup Set to add new rmembers ta,

B e8  abl| X | @

[a=l) Backup Set Compliance
By Backup Set Offsite

EC Backup Set Weekly

[ Add ] [Cancel]

Retrospect may need to erase tapes before adding them to the Backup Set. If a warning dialog
displays, click OK to erase the tape(s).

The Storage Devices window displays a name and member icon for each tape that you added.

You can also add tapes to a Backup Set from the Backup Set properties window. See Adding
Tapes to a Backup Set.

Toolbar Commands for Tape Drives
The following commands for working with tape drives are available on the toolbar.

Properties displays information about the tape drive. If a tape is inserted, the properties window
also displays information about it, including whether or not it is a member of a Retrospect Backup
Set, its format and the hardware compression setting. The Properties window includes two buttons:

+ The Cleaning Interval button @ . See Cleaning Your Tape Drive for more information.

+ The Tape Alert button @ . See Tape Alert Support for more information.
Eject unloads the selected tape from its drive.

Retension winds the selected tape forward to the end and back to even out the tension and
alignment. (Some types of tapes are retensioned automatically during execution, and cannot be
retensioned manually with this command.) You should retension tapes if they have not been used in
a long time or if the temperature or humidity of their storage environment has changed significantly.
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Clean is only available if you are using a tape library. When you select a drive and click Clean, the
library moves the cleaning tape from its storage slot to the drive and begins cleaning. When it’s
done, the tape is moved backed to its storage slot. See Cleaning Your Tape Drive for more
information.

Erase erases the contents of the selected tape, and—in the case of some tape drive
mechanisms —conditions media to be reused.

Format completely reformats the selected tape. This process can be more time-consuming than
Erase. It is only supported by certain tape drives. For tape drives with Quantum’s DLTIce features,
you can use the Format command to create WORM tapes from normal blank or unused SuperDLT
tapes. See Creating SuperDLT WORM Tapes.

Add to Backup Set lets you add the selected tape as a member of a tape Backup Set. See
Preparing Tapes for Use for more information.

Additional commands are available for tape libraries. See Toolbar Commands for Tape Libraries.

Tape Libraries

A tape library (sometimes called a loader, autochanger, or autoloader) is a hardware unit that
mechanically moves tapes in and out of its drive mechanism(s) from a magazine or fixed storage
slots holding several tape cartridges. Tapes can be arranged in any order and Retrospect will
determine which tape it needs to perform an unattended backup. Tape libraries are useful for large-
scale network backups because they automatically change tapes when one fills up, limiting
downtime. Many tape libraries are available, each using one or more of the many available tape
drive mechanisms. For more information, refer to the libraries’ manual and the Support & Hardware
section of www.retrospect.com .

Tape library support is only available if you have the appropriate license code. Generally,
Retrospect Single Server and Retrospect Multi Server support tape libraries, while Retrospect
Desktop does not.

Retrospect supports barcode-reading libraries and manages tape cartridges based on their
barcode identification. It displays a tape’s barcode in addition to its member name (if any) in media
requests, Backup Set properties, Operations Log events, and the Storage Devices window.
Retrospect recognizes CLN-coded cleaning cartridges.

Retrospect supports multiple import-export slots to move cartridges within and to and from the
library. Import-Export slots appear in the Storage Devices window. You can drag and drop tapes to
and from the import-export slots.

If you have a tape library with multiple drives and the Advanced Tape Support add-on, Retrospect
can perform multiple operations using different drives simultaneously. See Multiple Concurrent
Executions for more information.

How Retrospect Works with Tape Libraries

Retrospect works differently with tape libraries depending on whether or not the library supports
barcode reading.

Retrospect supports barcode-reading libraries and manages tape cartridges based on their
barcode identification. It displays a tape’s barcode in addition to its member name (if any) in media
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requests, Backup Set properties, Operations Log events, and the Storage Devices window. In
addition, Retrospect recognizes CLN-coded cleaning cartridges. Barcode support enables
Retrospect to quickly scan the storage slots in a library to determine their contents.

If your library does not support barcode reading, Retrospect must scan the library to get the name
of each tape. The library inserts each tape in the tape drive, and Retrospect keeps track of the tape
names and locations.

Each time Retrospect is launched, or the library’s door is opened, or the magazine is changed, the
library’s contents may change, so Retrospect must scan to keep current.

For libraries without barcode support, Retrospect uses a unique feature called “storage slot
memory” that speeds up subsequent scans of the library. Each time you exit Retrospect, it records
the state of each slot and drive in the library and saves this information as one of ten tables in its
configuration file. (The ten tables reflect the ten most recent library scans.)

You can think of saved library tables as a kind of educated guess in the hunt for the correct tape.
This method greatly increases the odds of finding a tape on the first attempt if the locations of the
tapes in the library’s magazine remain relatively constant. If Retrospect cannot find the correct tape
using this method, it rescans the library to update the current inventory.

Viewing Tape Library Status

To view a tape library’s status, insert a loaded magazine (if applicable) and click Configure>Devices
to display the Storage Devices window. Notice how the library, tape slots (including import-export
slots), and drives appear in the Status window.

&= Storage Devices ! E
Status Enviranment Einding
PIB 2 @
Device Skatus Location ~ -
= [ ADIC Scalar 100 SCSI2:1:0
= 2 IBM Ulkrium DC 4; Ready SCsl2:2:0
@ 2-Backup Set Weekly Barcode: 00013611
= 25 IBM Ulkriurn DC 2: Ready SCsl2:3:0

= M 1-Backup Set Weelkly Barcode: 00012501
+ [ Import-Export slots 1ta 12
[ Library slots 1 ta 15
1: 3-Backup Set B Barcode: 000047L1
21 (In drive)
B3 3: 1-test bape B Barcode: 000053501
4: (In drive)
5! Unkitled (Erased) Barcode: 00012301
6 (Cleaning tape) Barcode: CLM141L1
71 ([Empky)
3: (Empky)
2 (Empky)
10: (Emphy)
11: (Empty)
12: (Empty)
13 (Empty)
14 (Empty)
15 (Empty)
# (@ Library slots 16 ko 30
# (@ Library slots 31 ko 45
# (@ Library slots 46 ko 60

Retrospect displays information about the library, tape drives, and each of the storage slots,
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including status, location, and barcode. Icons and additional status information indicate the

contents of each slot.

Icon

Status or Tape Name

Comments

(Empty)

The slot has no tape.

(In drive)

The slot has no tape because
it was moved into the drive.
This is certain because the
library always knows from
which slot it has moved a tape
into the drive.

(Unknown)

The slot has never been
scanned by Retrospect.

=1

(green icon)

(Cleaning tape)

The slot has been designated
as a cleaning tape slot by
Retrospect. Cleaning tapes
use a green tape icon.

Name

The named tape was in the
slot when Retrospect last
scanned for tapes, but the
status is unverified because
the slot’s content may have
changed since then.

&=

(blue icon)

Name

[Barcode]

The named tape was in the
slot when Retrospect last
scanned for tapes, and is
verified because the slot’s
content could not have
changed since then.

ET|

(red icon)

Name

There was a media error
writing to the tape. Retrospect
will not use this tape for
automatic executions (scripts).
You must manually erase the
tape to reuse it.

Name

This tape is formatted as
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Icon Status or Tape Name Comments

WORM (Write Once, Read
(yellow icon) Many). See WORM Tape
Support.

Working with Tape Libraries

From the Storage Devices window, you can move tapes by dragging and dropping their icons.
Position the pointer over a tape icon. When the pointer turns into a hand, you can click and drag a
tape from slot to slot, slot to drive, drive to slot, or drive to drive. For slot to slot moves, you can
selected multiple tapes to move at one time.

Shift-click to select multiple contiguous tapes. Control-click to select multiple non-contiguous tape.
You can also select the library itself to select all tapes in the library or select one or magazines to
select all tapes they contain.

Many of the Toolbar Commands for Tape Libraries can also be applied to multiple tapes at one
time.

Toolbar Commands for Tape Libraries
The Storage Devices window’s Status tab toolbar has commands for tapes libraries.

If you select a tape drive that is part of a tape library, its toolbar commands are the same as those
for a standalone tape drive. See Toolbar Commands for Tape Drives.

Properties displays information about various attributes of the selected library, including the
number of slots the library has and whether barcode scanning is enabled or not. The properties
window also includes a toolbar with the Magazine View and Disable/Enable Barcode Scans
commands.

g ADIC Scalar 100 Properties

& 0F | @

@ ADIC Scalar 100

Yendor: ADIC
Produck: Scalar 100
Revision: 3.10

Location: EBusz, ID 1
Mumber of Slots: /0

Mumber of I/E Slots: 17
Barcode scanning: Disabled

The Magazine View command is most useful for libraries with many slots. It lets you group slots
together for easier viewing and slot management in the Storage Devices window. Click the

Magazine View button ﬂ to specify the maximum number of slots to include in a group and
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Retrospect organizes the library based on your selection. For example, if your library has 60 slots,
and you specify a maximum of 15 slots per magazine, Retrospect creates four magazine containers
with 15 slots each. The number you specify does not represent any actual physical grouping of
slots or magazines; it is for display purposes only.

If your tape library supports barcode reading, Retrospect automatically uses barcode data to
generate the information displayed in the Storage Devices window. You can disable barcode scans

by clicking the Disable/Enable Barcode Scans button M . You can also click the Clear Barcode

Information button @ to unlink barcode information from all known tapes. This feature should only
be used if Retrospect is incorrectly displaying barcode information or tape names, or if directed to
do so by Retrospect Technical Support.

Add to Backup Set lets you add tapes in the selected slots as members of a tape Backup Set. See
Preparing Tapes for Use for more information.

Scan Selected cycles through the selected storage slots in the library, moving each tape from slot
to drive to learn the name of the tape. You do not need to use this command if your tape drive
supports barcodes.

Erase Selected erases each tape in the selected storage slots of the library.
If your selection includes WORM tapes, Retrospect skips them when erasing.
Move Selected to Drive moves the selected tapes from their slots to the tape drive(s).

Unload All/Eject Magazine unloads tapes from the library’s drive(s) and returns them to their slots.
Then, for capable libraries, ejects the library’s magazines.

Cleaning Slot designates the selected slot as a cleaning slot. Retrospect will not scan the cleaning
slot when it searches for media. If your library supports barcode reading, Retrospect automatically
recognizes a CLN-coded cleaning tape and reserves its slot for cleaning purposes. You can specify
the number of cleanings per tape and how often to clean a tape drive from the Properties window
for the drive or tape. See Cleaning Your Tape Drive.

Initialize Elements sends the Initialize Element Status command to the library, which forces the
library to update the status of all elements. Use this command if you encounter a situation in which
the information reported in the Storage Devices window does not match the actual state of the
library.

Import-Export Support

Some libraries come with separate ports that are used to load single tapes into and from the library
without opening the door. Retrospect uses the term “import-export slot” for this feature, which is
also known as “Mail Slot,” “I/E element,” and “Call Slot.” If the import-export slots are present and
enabled in a library, Retrospect displays them as separate slots at the top of the list of slots. You
can drag and drop tapes from the source drive or any slot onto the import-export slot and the
library will move the selected tape to the port. When you place a tape into the port, Retrospect
displays “Media Available” next to the import-export slot and you can move it by dragging it to any
slot or drive in the library.

Retrospect does not scan import-export slots during unattended operation. Do not place a tape in
the import-export slot if you want to use the tape in an unattended operation such as a scripted
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backup.

Tape Library Media Requests

During immediate and automated operations, Retrospect scans the library, searching for the
appropriate media, and loads whichever tape is required. If a new or erased tape is required,
Retrospect will load and use the first one available.

If it cannot find an appropriate tape to use, Retrospect displays the media request window. The
operation cannot continue until you insert media.

Retrospect does not scan import-export slots during media requests.

Tape Library Media Failures
When Retrospect encounters a media failure, this is a fatal error that stops all operations.

With tape libraries, you can turn on Retrospect’s “Use new media automatically after write failure”
media handling preference to avoid stopping all operations. If this preference is enabled and
Retrospect encounters a media failure, it looks for the next available tape and uses it instead. See
Handling Preferences.

Removable Storage Manager

Windows Removable Storage Manager allows you to manage tape libraries and other storage
devices in conjunction with the operating system’s built-in backup utility.

Because this interferes with Retrospect’s access of those same devices, Retrospect stops the
service by default when it scans for devices. With the service stopped, you can no longer use
Removable Storage management. Use Retrospect’s Media Handling Preferences to control how
Retrospect works with Removable Storage Manager.

Using Retrospect and Removable Storage Simultaneously

If you need the Removable Storage service intact for managing devices other than those used by
Retrospect, you can configure Retrospect and Removable Storage in order use both
simultaneously.

First, you must prevent Retrospect from automatically stopping Removable Storage Manager.
Then, from Windows, you must disable Removable Storage Manager for the devices dedicated to
Retrospect.

To set Retrospect Preferences:
1. In the navigation bar, click Configure>Preferences.
2. Inthe Preferences list box, choose Media>Handling.
3. Deselect the Stop Removable Storage Manager check box.
4. Click OK.

To set Windows device properties:
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1. Open your Windows Removable Storage management console.

2. For each device you want to use exclusively with Retrospect, right-click the device and choose
Properties.

3. Click the General tab, then deselect the Enable Library or Enable Drive check box.
For a library, you may have to disable both the library itself and its drive or drives.

4. Click OK and close the management console.

Media Longevity and Storage

Media life depends largely upon how the media is stored and maintained. Proper storage avoids
moisture, heat, and particulate contamination, which cause media deterioration, leading to loss of
media integrity or loss of data itself.

Magnetic media’s worst enemy is moisture. Optical media’s worst enemy is heat, which causes
distortion, and particulate matter, which causes scratches. Keep media out of direct sunlight and
away from heaters. Avoid extreme temperature changes. Airborne particulates such as dust and
cigarette smoke can also harm media.

Tapes are unique in that they use lubricant. The tape media is lubricated, and after many passes
over the drive’s heads, tapes tend to fail because the lubricant has dissipated. You should be able
to get a few thousand passes from a tape, but remember that each tape operation involves several
passes.

A fire-proof safe in a climate-controlled building is an ideal media storage location. At the very least,
keep the media in its original containers inside a cabinet or desk.

Multiple Backup Drives

During an operation, Retrospect searches available backup devices for the appropriate medium. If
the medium fills or Retrospect needs another medium for any reason, it searches available drives.
Thus, you can have one drive with the tape Retrospect expects and another drive with an empty
tape for when the first tape fills during the night. The drives must use similar mechanisms, such as
two Travan drives.

With Advanced Tape Support add-on, Retrospect can work with multiple drives simultaneously. If
you have two tape drives, or a tape library with multiple drives, Retrospect can back up data to
both drives concurrently (provided the backups have unique sources). See Multiple Concurrent
Executions for more information.

Network Attached Storage (NAS) Devices

Retrospect works with Network Attached Storage (NAS) devices in a number of ways. You can run
the Retrospect application or Retrospect Client on the NAS device, or you can use the NAS device
as the destination to store data for disk Backup Sets.

Backing up to a NAS Device

Retrospect works with a NAS device the same way it works with any other network volume. If you
can access the device from Windows Explorer, Retrospect can use it as a destination.
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To use a NAS device as a backup storage destination, create a a disk Backup Set and select the
NAS volume as its media.

Backing up a Windows-based NAS Device

If you are storing a lot of data on a NAS device, it’s important to back it up. You can back up a NAS
device as a network volume (see Microsoft Networking Volumes), although that is not the best
method.

Retrospect, Inc. recommends that you install the Retrospect application or Retrospect Client on the
NAS device, then back it up locally or remotely using Retrospect.

In order to run the Retrospect application, the NAS device requires:
+ Windows Server

+ Retrospect Single Server or Retrospect Multi Server

In order to run Retrospect Client, the NAS device requires:

+ Windows Server

In addition, the backup computer requires Retrospect Multi Server, or Retrospect Single Server
with a server client license, in order to back up the NAS client.

Setting up a Windows-based NAS device to run Retrospect

In order to install and run Retrospect on a NAS device, you need to be able to control the device
remotely using Windows Terminal Services or Remote Desktop.

To install Retrospect:
1. Connect to the NAS device using Terminal Services or Remote Desktop.
2. Create a Backup Administrator account on the NAS device and assign it Administrator rights.
3. Switch to the Backup Administrator account from the current account.
4. Copy the Retrospect installer to the NAS device.
5. Install Retrospect.

To set up Retrospect:
1. Connect to the NAS device using Terminal Services or Remote Desktop.
2. Log in using the Backup Administrator account.
3. Launch Retrospect.

The first time you start Retrospect, the Getting Started Wizard runs.

4. In the user account screen, select “Always run Retrospect as the specified user” and enter
user, password and domain information. For Auto Launch support, see Auto Launching
Retrospect for more information.
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This user must have administrator privileges to all network resources, and SQL/Exchange
servers you want to access.

For more information about the Retrospect User Account and how to modify login information,
see Security Preferences.

5. Click OK.

In order for Retrospect to launch under the Backup Administrator account, even while that session
is disconnected, you need to modify Retrospect’s Security preferences.

To modify Retrospect’s Security preferences:
1. Launch Retrospect on the NAS device.
2. Click Configure>Preferences.

3. Select the Security preference under the Execution heading.
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4.

86

Preferences
Retrospect preferences...
Use the list box to select 3 preferences group.

= Execution Security preferences...
General
Schedule Protect...

The program password will be required to access Retrospect manuzlly. Setting

Startup a password does not interfere with automatic execution.
Cloud
Management Lock Retrospect after 15 minutes of user inactivity

= Clients
Adding (® Run Retrospect as the logged-in user
Allow dients to Retrospect will run in the local system account when automatically launched.

ow clien Unattended backups of databases and network resources may not work,

= Media
Erasure () Always run Retrospect as the spedified user
Handling To back up servers, inchuding SQL and Exchange, Retrospect must run under 2
Request user account with administrator access to all resources,
Verification User: | |

= Notification
Alerts Password: | |
Logging Log on to: | |
E-mail
Reporting Run Retrospect in the Terminal Services session
Updates When sutomatically lsunched Retrospect will run in the Terminal Services

session, if available, for the specified user,
Use Default Cancel

Make sure the “Run Retrospect in the Terminal Services session” check box is selected.
Exit and relaunch Retrospect to make this change take effect.

Now, whenever you need to access Retrospect on the NAS device, simply log into the Backup
Administrator account.

For Terminal Services/Remote Desktop, the server must also be configured so that a
disconnected session will never time out.

To configure the user account:
In the Computer Management control panel, select users.
Open the Properties for the Backup Administrator account.

Click the Sessions tab and select Never in the “End a disconnected session” list box.
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To configure the connection properties:
1. Open the Administrative Tools control panel folder.
2. Launch the Terminal Services Configuration Control Panel.
3. Highlight Connections, right-click RDP-Tcp and select Properties.
4. Click the Sessions tab and confirm that the Override User Settings box is unchecked.

If you log out of the Terminal Services session, all running applications will quit, including
Retrospect. If Retrospect is running and you want to close the control window, disconnect from the
Terminal Services session, but leave the session running. The next time you connect, the same
session will be running and Retrospect will be unaffected.

Setting up a Windows-based NAS device to run Retrospect Client

In order to install and run Retrospect Client on a NAS device, you need to be able to control the
device remotely using Windows Terminal Services or Remote Desktop.

To install Retrospect Client:
1. Connect to the NAS device using Terminal Services or Remote Desktop.
2. Create a Backup Administrator account on the NAS device and assign it Administrator rights.
3. Switch to the Backup Administrator account from the current account.
4. Copy the Retrospect Client installer to the NAS device.
5. Install Retrospect Client.
Make sure to remember your password, then restart the NAS device.

You can now access the NAS device from Retrospect as described in Working with Clients.

Binding a NAS Device

If Retrospect is running on a NAS device that has multiple network interfaces, you can bind
Retrospect to use a specific interface for some or all of its backup clients in order to better manage
network traffic.

See Interfaces for more information.

If Retrospect Client is running on a NAS device that has multiple network interfaces, you can bind
Retrospect Client to use a specific interface.
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Chapter 6
Immediate Operations

Immediate operations are ones that you initiate manually and that execute immediately. Types of
immediate operations are: backup, archive, restore, duplicate, and two types of transfer. This
section describes each of these operations in detail.

If you are a casual user needing only occasional backups, you will be satisfied with immediate
operations. However, if you are a network administrator who frequently backs up multiple volumes,
you are better off automating these tasks with scripts. Whether you plan to do immediate or
scripted operations, this section is a good introduction to Retrospect.

Backup

This section describes how to perform an immediate backup with Retrospect. The backup
procedures described here include all the information you need to know to effectively back up all of
your files.

Before you attempt to back up files with Retrospect, ensure that your backup device is properly
connected to the computer and that your backup medium (tape, disk, or disc) does not contain
valuable data that should not be overwritten.

There are two ways to set up an immediate backup. You can use Retrospect’s Backup Wizard,
which walks you through the process of setting up a backup, or you can set up the backup on your
own in Advanced Mode. Advanced Mode has options that are unavailable in the wizard. For more
information see:

» Backing Up in Wizard Mode

+ Switching from Wizard to Advanced Mode
+ Backing Up in Advanced Mode

+ Switching from Advanced to Wizard Mode

In both Wizard Mode and Advanced Mode, Retrospect backs up all selected files during the first
backup. In subsequent backups (unless you indicate otherwise), Retrospect backs up only those
files that do not already exist in the destination Backup Set (i.e., files that are new or have changed
since the last backup). Retrospect calls this Progressive Backup. This means that if you back up
frequently, fewer files need to be copied in each backup session and backups will require less time
and media.

Backing Up in Wizard Mode

The Backup Wizard provides an easy way to set up and edit immediate backup operations. To start
the Backup Wizard, click Backup from the navigation bar, then click the Backup button.

If you have never backed up before (or have previously set up an immediate backup using the
wizard), the Backup Wizard welcome screen displays.

+ If the Advanced Mode Backup Summary screen displays, click Switch to Wizard Mode.

* Welcome Screen
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+ Choosing What to Back Up

+ Adding Retrospect Clients

+ Choosing Specific Drives or Folders

+ Choosing File Types to Back Up

+ Choosing the Backup Destination Device
+ Choosing When to Back Up

* Naming the Backup Set

+ Setting the Compression Option

+ Setting Backup Set Security Options

* Recycling Options for Tape Drive Backups
* Reviewing the Backup Settings

* Monitoring the Backup

+ Editing the Backup Settings

Welcome Screen

If this is the first time you are setting up a backup, click Next to continue set up using the Backup
Wizard. To set up the backup in Advanced Mode, click Switch to Advanced Mode. See Backing Up
in Advanced Mode for more information.

If you have previously set up a backup, the welcome screen displays your current settings. See
Editing the Backup Settings for more information.

Backup vs. Duplicate (Replication)

Retrospect can perform both backups and duplicates/replications. Select “Progressive Backup” to
set up or modify your backup settings. Select “Duplicate” to set up or modify your duplicate
settings.

+ Progressive Backup: Backing up your computer on a regular basis is the best way to protect your
files. When you back up, Retrospect creates a restore point and saves it on your disk drive. A
restore point contains all the files and folders you selected to back up, as they existed at the time
of the backup.

Each time you back up, Retrospect adds a new restore point to the drive; thereby preserving copies
of backed up files and folders from multiple points in time. If there is not enough free disk space to
add a new restore point, Retrospect automatically deletes older restore points to make room for the
new one.

You can restore individual files and folders from any restore point back to your computer. You can
also restore your entire computer to its state at the time a restore point was created.

Once you set up a backup, you can initiate it at any time by pressing the button on your disk drive.

CHAPTER 6 « IMMEDIATE OPERATIONS 89



You can also schedule backups to run automatically on specified days of the week.

+ Duplicate/Replication: When you duplicate, Retrospect copies the selected files and folders from
your computer to the “Retrospect Duplicates” folder on your disk drive.

Each time you duplicate, Retrospect replaces the entire contents of “Retrospect Duplicates”. The
only files and folders available are those from the most recent duplicate. If you modified a file since
the last duplicate, the older version will be lost. If you deleted a file from your computer, it will be
deleted from your disk drive when you duplicate.

Duplicates are saved in the standard Windows file format, so you can view and interact with them
just like any other file (using Windows Explorer, for example).

Once you set up a duplicate, you can initiate it at any time by pressing the button on your disk
drive. You cannot schedule duplicates to run automatically.

Choosing What to Back Up

Click the option button that describes what you want to back up. The options vary slightly
depending on what edition of Retrospect you are running.

+ Documents and Settings, (only available for Retrospect Desktop) backs up the Documents and
Settings folder, which contains every users’ folders, including My Documents, Pictures, Music,
Favorites, and Desktop.

+ My Computer, backs up the local computer.

+ My Computer and computers on my network, backs up the local computer and all logged in
Retrospect Client computers.

+ Only computers on my network, (not available for Retrospect Desktop) backs up all logged in
Retrospect Client computers.

+ Let me choose, allows you to select the drives and folders you want to back up from the local
computer, logged in Retrospect Client computers, and network volumes.

Adding Retrospect Clients

If you chose to back up “My Computer and computers on my network” or “Only computers on my
network”, Retrospect will back up data from all Retrospect Client computers logged in at the time
of the backup.

To log in Retrospect Clients now, click Add Clients. For more information on installing, configuring,
and logging in clients, see Networked Clients.

Choosing Specific Drives or Folders

If you selected “Let me choose” in the “What do you want to back up?” screen, you can now select
one or more specific drives or folders to back up.

Click a drive or folder to select it. This deselects any other selected drive or folder. Press and hold
the Control key and click a drive or folder to select it without deselecting any current selections.
Press and hold the Shift key and click a drive or folder to select all drives and folders listed from the
current selection to the Shift-clicked selection.
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You can select drives and folders from any of the containers listed in this screen: My Computer, My
Network Places, Backup Clients, and Source Groups. You can also select one or more of the
containers themselves to back up everything inside.

+ To add Retrospect Clients to the Backup Clients container, click Add Clients.
+ To add network volumes to the My Network Places container, click Add Network Volumes.
+ To display the folders on a drive, select the drive and click Show Folders.

See Containers for more information.

Choosing File Types to Back Up

Select the check box for each type of file you want to back up. If you select all the check boxes, all
files (except cache files) will be backed up.

Some of these options function differently with Windows, Mac OS, and Linux computers. The
descriptions below focus on how these options interact with Windows computers. To learn how
these options work with other operating systems, see Built-in Selectors.

+ Documents and Settings backs up files in the Documents and Settings folder, which contains
every user’s My Documents, Favorites, Application Data, and Desktop folders.

+ Operating System and Applications backs up system files, including the Windows folder and the
System State. Also backs up application files, including everything in the Program Files folder, as
well as files with known application extensions (like .exe and .dll) anywhere on the source.

+ If you choose not to back up “Operating System and Applications”, Retrospect modifies some of
its default execution options. Retrospect turns off both the “Back Up System State” and “Back
up folder security information for workstations” options. See Windows System Options and
Windows Security Options for more information.

+ Pictures backs up all files in the My Documents\My Pictures folder for all users. It also backs up
files with common picture file extensions (.jpg, for example) anywhere on the source, except the
Windows and Program Files folders.

+ Music backs up all files in the My Documents\My Music folder for all users. It also backs up files
with common music file extensions (.wma and .mpg3, for example) anywhere on the source,
except the Windows and Program Files folders.

+ Movies backs up all files in the My Documents\My Videos folder for all users. It also backs up
files with common movie file extensions (.mov, for example) anywhere on the source, except the
Windows and Program Files folders.

+ Office Documents backs up Microsoft Office Documents, Microsoft Outlook data, and Adobe
PDF files anywhere on the source, except the Windows and Program Files folders.

+ All Other Files, backs up all files not selected by the other options.

« The Documents and Settings and Operating System and Applications options are not available if
you are backing up a folder.
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Choosing the Backup Destination Device

You can store your backup on any device supported by Retrospect, including tape drives, CD/DVD
drives, and hard drives. Select one of the following options:

+ Tape, CD, DVD
» Hard drives on the local computer or on the network

For Tape/CD/DVD, Retrospect displays the available devices. Select the device to which you want
to back up and click Next.

For hard drives, Retrospect displays local hard drives and any network volumes listed in the My
Network Places container.

To add a network volume, double-click My Network Places, then navigate to the volume you want
to add, select it, and click the Add button. If the volume requires it, enter a login and password and
click OK.

If you set up Retrospect to log in as a user with privileges to the network volume, you will not be
prompted to log in again. See Security Preferences for more information.

To specify a folder on a local drive or network volume, select it, then click the Browse button.
Navigate to the folder you want to back up to and click OK.

Choosing When to Back Up
For immediate backups, select Now.
If you want to set up a backup to run on a schedule, select Later.

The steps to set up a backup to run later are described in Creating a Backup Script in Wizard
Mode, starting with Choosing When to Back Up.

Naming the Backup Set

A Backup Set is a group of one or more disks, tapes, or CD/DVD discs on which your backed up
data is stored. When the first piece of media in a Backup Set fills up with data, Retrospect asks for
a new one and adds it as a new member of the Backup Set.

Enter a Backup Set name, or use the default name provided by Retrospect. If you have already
created any Backup Sets, you can select the “Use Existing” check box and choose a Backup Set
from the list box.

The “Use Existing” check box only appears if you have existing Backup Sets.
Setting the Compression Option
Click the “Yes” option button to turn on software data compression for this backup.

Data compression saves space in the Backup Set by compressing files before copying them into
the Backup Set. Files are automatically decompressed back to their original state when restored.

The amount of compression savings you can expect depends on the types of files you are
compressing. Text files compress substantially; application and system files do not.
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Backups (and restores) from Backup Sets using data compression are slower than those that do
not.

When copying to a tape device that has built-in hardware data compression, Retrospect
automatically turns off software compression and always uses hardware compression for best
performance.

Setting Backup Set Security Options

This screen allows you to specify a password to restrict access to the Backup Set. You can also
choose to encrypt the Backup Set data to provide additional security.

Using encryption increases backup time.
Choose an option from the Backup Set Security list box.

+ None: provides no password protection for the Backup Set and does not encrypt the Backup Set
data.

+ Password only: provides password protection for the Backup Set. Stored data is not encrypted.

+ SimpleCrypt: provides password protection and encrypts Backup Set data using Retrospect’s
proprietary encryption format.

+ DES: provides password protection and encrypts Backup Set data using the Data Encryption
Standard.

+ AES-128: provides password protection and encrypts Backup Set data using the Advanced
Encryption Standard (128 bit).

+ AES-256: provides password protection and encrypts Backup Set data using the Advanced
Encryption Standard (256 bit). AES-256 provides the best combination of security and
performance.

+ Once a Backup Set is password-protected or encrypted, you cannot change these settings. In
addition, if you forget your password, you will not be able access the Backup Set.

If you set a password and want Retrospect to remember it under certain circumstances, select an
option from the remember password list box.

+ Remember password for any access: saves the password for use with all immediate and
automated operations.

+ Remember password for scripted access (default): saves the password for use with automated
operations only. For example, if the Backup Set is the destination for an overnight backup script,
Retrospect will not require the password to be entered manually.

+ Do not remember password for any access: requires you to enter the password to access the
Backup Set in any way. For example, you cannot back up to it or view its properties without
entering the password. After you enter the password once, you do not have to enter it again until
you quit and restart Retrospect.

* You can change the remember password setting at a later time by modifying the Backup Set’s
properties. See Configuring Backup Sets for more information.
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Grooming Options for Hard Drive Backups

If you are backing up to a new disk Backup Set that uses a hard drive as its destination, you can tell
Retrospect what to do when the hard drive becomes full.

You can change or turn off a disk Backup Set’s grooming options at any time. See "The Options
tab" on page 256 for more information.

+ Ask for a new disk: When the backup drive fills up, Retrospect asks for another hard drive on
which to store additional backups. All of your backups on the original hard drive are preserved.

+ Keep only the last n backups: Specify the number of backups you want to preserve for each
source when the backup drive fills up. Retrospect then automatically “grooms” (i.e., deletes) all
the other, older backups on the hard drive to make room for new data.

+ Keep according to Retrospect’s defined policy: When the backup drive fills up, Retrospect uses
its own grooming policy to delete old backups. At a minimum, Retrospect’s policy retains two
backups for each source. Retrospect keeps the last backup of the day for each source from the
two most recent days on which each source was backed up. If the disk has enough space
available, Retrospect keeps a backup of each source for every day in the last week, a backup for
each week in the last month, and a backup for each previous month.

Grooming deletes files and folders. These files and folders cannot be recovered. Before enabling
grooming, make sure you have a backup policy that protects your critical files and folders.

Recycling Options for Tape Drive Backups

If you are backing up to a tape drive, you can tell Retrospect to “recycle” the destination tape
Backup Set before backing up to it. Recycling enables you to reuse the tapes in a Backup Set,
however all data on those tapes is lost.

Before recycling a tape Backup Set make sure the data on its tapes exists elsewhere or that you
can really afford to lose the data.

* No, | want to keep my existing backup data: Choose this option to preserve all existing backup
data in the tape Backup Set. Retrospect backs up only new and changed files since the last
backup to this Backup Set. If the current tape member fills up, Retrospect asks for a new tape.

+ Yes, OK to overwrite: Choose this option to recycle the tape Backup Set before backing up.
When Retrospect performs a recycle backup, it clears the Backup Set’s Catalog File contents (if
any), so it appears that no files are backed up. Then it looks for the first tape member in the
Backup Set and erases it if it is available. If the first member is not available, Retrospect uses any
available new or erased tape. All selected files are backed up.

+ In Advanced Mode, you can recycle a tape Backup Set by enabling the Recycle backup
execution option.

Each time you start an immediate backup to a tape Backup Set, Retrospect asks if you want to
recycle the Backup Set first.

Reviewing the Backup Settings
The Backup Summary screen displays the backup settings you specified in the wizard.

+ Source lists the drives/folders to back up
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+ Selecting lists the file types to back up
+ Destination lists the name of the Backup Set to which data will be copied

+ Some options specified in the wizard are not listed in the summary screen (e.g., compression),
but they are implemented during backup.

To change any of the backup settings, click Back.
To start the backup, click Start Now
Monitoring the Backup

Once you click Start Now, Retrospect exits the Backup Wizard and displays the Activity Monitor.
See Monitoring the Backup for more information.

Editing the Backup Settings

Retrospect automatically remembers the most recent settings you specified for an immediate
backup. To view and edit those settings choose Backup>Backup from the navigation bar.

If the Advanced Mode Backup Summary screen displays, click Switch to Wizard Mode.
To back up again with the same settings, click Start Now.

To edit the settings, select “Let me change these settings” and click Next. Editing the settings in
Wizard Mode is much the same as creating them the first time. See Backing Up in Wizard Mode for
more information.

To edit the settings in Advanced Mode, click “Switch to Advanced Mode”. See Switching from
Wizard to Advanced Mode for more information.

You can also get to this screen using shortcut keys that you specify from the Retrospect system
tray icon. See The System Tray Icon.

Switching from Wizard to Advanced Mode

To access to advanced options that are not available in Wizard Mode, click “Switch to Advanced
Mode” from the Welcome screen.

If you have not previously set up a backup, you can proceed as described in Backing Up in
Advanced Mode.

If you have previously set up a backup, Retrospect remembers your settings and displays them in
the Advanced Mode summary window.

+ All of the Wizard Mode options are available in Advanced Mode. If you switch from Wizard to
Advanced Mode, those options are mapped directly to equivalent options.

Backing Up in Advanced Mode

Backing up in Advanced Mode provides access to some powerful Retrospect options that are not
available in Wizard Mode. In Advanced Mode you can:
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» Access more built-in selectors

» Create and apply custom selectors

+ Preview and select specific files to back up

+ Set many additional options not available in Wizard Mode

To set up an Immediate Backup in Advanced Mode, click Backup from the navigation bar, then
click the Backup button.

If the Backup Wizard welcome screen displays, click Switch to Advanced Mode. The Immediate
Backup summary window displays.

Click the buttons on the summary screen to specify the source, destination, and other backup
options.

+ Choosing Source Volumes

+ Choosing the Backup Set

+ Setting Additional Options

» Executing the Backup

» Monitoring the Backup

+ Editing the Backup Settings
+ Scripting the Backup
Choosing Source Volumes

In the Immediate Backup summary window, click the Sources button to display the Source
Selection window.

It lists all volumes currently available to be backed up, including your internal hard disk, any
mounted removable disks or hard disks, any logged-in client volumes, and any connected network
volumes from file servers.

If you have the SQL Server Agent and/or Exchange Agent add-on, SQL and/or Exchange servers
and mailboxes are also listed. See SQL Server Agent and Exchange Server Agent for more
information.

In the volume list, click a volume to select it. To back up more than one volume, Shift-click or
Control-click other volumes.

When you have made your source selection, click OK to continue setting up the immediate backup.
The source selection window closes and Retrospect returns to the Immediate Backup window.

Choosing the Backup Set

In the Immediate Backup summary window, click the Destination button to display the Backup Set
selection window, which lists available Backup Sets.
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Select the destination Backup Set and click OK to continue setting up the backup. If no Backup
Sets are listed in the Backup Set selection window, or if you do not wish to use any of those listed,
click Create New to create a new Backup Set. See Creating Backup Sets for more information.

Setting Additional Options

After you have specified the source volume to back up and the destination Backup Set to which it
will be copied, use the Immediate Backup summary window to verify your choices and set
additional options.

To makes changes, click the appropriate button.
Sources lets you add or remove source volumes.
Destination lets you choose a different Backup Set as a destination.

Selecting lets you choose a selector, a kind of filter for selecting files and folders to be backed up.
(Selectors are explained in detail in Using Selectors.) The default selector is “All Files Except Cache
Files” which marks all files (except cache files) on the source for backup.

Preview scans the source volume (or volumes) and determines which files need to be backed up by
comparing the source files against the list of files in the Backup Set Catalog. When the scan is
complete, Retrospect opens a browser window to display a list of the files on the source volume
marked for backup. You can use it to mark and unmark individual files and folders to be backed up.

Browsers are explained in Browsing. When you close the browser, the summary window shows
figures for the selected files.

Options displays the basic options window in which you can specify the backup action (Normal or
Recycle), choose a verification method, and turn software data compression on or off.

Click the More Choices button to access many more options.

Backup actions are explained in Backup Actions, and options are explained in detail under Backup
Execution Options.

Executing the Backup

If Retrospect has the information it needs, it says “Ready to Execute” at the top of the Immediate
Backup summary window. If the information is incomplete, it says “Not Ready to Execute” and you
must change one or more parts of the information, as described at the top of the window.

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this operation (or choose “Any Execution unit’). Make your
selection in the summary window’s combo box. See Assigning Execution Units for more
information.

When you are ready, click Backup. Retrospect scans the source volume, then displays the Activity
Monitor window.

Monitoring the Backup

The Activity Monitor displays the progress of the operation and the names of files as they are
copied to the destination Backup Set. The Activity Monitor window also has Pause and Stop
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buttons for suspending or cancelling the backup.

If the destination Backup Set does not have any members, or if the backup device does not have
the correct media loaded, Retrospect displays a media request window. The window varies slightly
depending on the type of Backup Set you are using.

Insert a blank tape or CD/DVD, or one with unwanted data, because any files on it will be
permanently removed. Select the new media in the window, then click Proceed.

When the execution is complete, click the History tab to see performance data for the backup. If
any errors occurred you get more information by clicking the Errors button. To view the Operations
Log for this execution, click the Log button.

This log is described in Viewing the Operations Log.
Editing the Backup Settings

Retrospect automatically remembers the most recent settings you specified for an immediate
backup. To view and edit those settings choose Backup>Backup from the navigation bar.

If the Wizard Mode backup summary screen displays, click Switch to Advanced Mode.
To back up again with the same settings, click Backup

To edit the settings, click the buttons to change the sources, destination, file selection criteria, and
options. Editing the settings in Advanced Mode is the same as creating them the first time. See
Backing Up in Advanced Mode for more information.

To edit the settings in Wizard Mode, click “Switch to Wizard Mode”. See Switching from Advanced
to Wizard Mode for more information.

Scripting the Backup

If you want to automate your backups so they can be performed while your computer is unattended
(e.g., when you go home at night), you can use Retrospect’s scripting feature to set up and
schedule backups.

From the Immediate Backup summary window, click the Schedule button to save the immediate
backup information and settings as a script. You can then add a schedule to the script to
accomplish automatic, unattended backup operations.

See Scheduling Scripts.

Switching from Advanced to Wizard Mode

In general, Retrospect, Inc. recommends editing immediate backups in the same mode you created
them. Of course, you can switch between the modes and if you do, it’s important to know how
Retrospect handles advanced options that are not available in Wizard Mode.

To return to Wizard Mode at any time, click “Switch to Wizard Mode” from the Advanced Mode
summary window.

If you have made any changes to your backup settings, Retrospect asks if you want to save those
changes before switching modes.
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If you have not made any changes, Retrospect displays the Wizard Mode Welcome screen with a
summary of the current backup settings.

Since Advanced Mode includes options not available in Wizard Mode, Retrospect must either keep
those settings, or discard them. There are a few important options to consider:

+ Selectors

+ Execution Options

» Backup Sets

+ Manual File Selection

+ Execution Unit
Selectors

Advanced Mode includes a number of built-in selectors that are not available in Wizard Mode. In
addition, you can create and use custom selectors in Advanced Mode.

If you choose a selector that is not available in Wizard Mode, then click “Switch to Wizard Mode”,
Retrospect keeps the advanced selector and applies it when you run the backup.

In these situations, the Wizard Mode Welcome screen displays (Created in Advanced Mode) in the
Selecting field.

In addition, if you edit your backup settings, a new option appears in the “What type of files do you
want to back up?” screen.

+ Choose “Keep my advanced mode selection” to keep your advanced selector.

+ Choose “Select the following” and select a new option to discard the advanced selector and use
a new one.

Execution Options

Advanced Mode includes many execution options that are not available in Wizard Mode, such as
verification and backup action.

The compression execution option is available in both Wizard and Advanced Mode. If you change
the option in one mode, it will be reflected in the other.

If you choose an execution option that is not available in Wizard Mode, then click “Switch to Wizard
Mode”, Retrospect keeps the advanced execution option and applies it when you run the backup.

The Wizard Mode Welcome screen does not indicate whether the backup includes advanced
execution options or not. The only way to check is to switch to Advanced Mode and review the
Options settings.

Backup Sets

In Advanced Mode, you can choose a file Backup Set as the destination. File Backup Sets are not
available from Wizard Mode.
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File Backup Sets are most useful for backing up a single file, otherwise, disk Backup Sets offer
many more benefits.

If you choose a file Backup Set as the destination, then click “Switch to Wizard Mode”, Retrospect
discards the destination.

In these situations, the Wizard Mode Welcome screen displays (No destination selected) in the
Destination field.

If you click Next, the wizard discards the destination and forces you to select a new one. Click
“Switch to Advanced Mode” to continue using the file Backup Set as the destination.

Manual File Selection

In Advanced mode, you can click the Preview button and select specific files and folders to back
up. If you do this, the Advanced Mode summary window displays (Manual selection) in the
Selecting field.

If you apply a manual selection, then click “Switch to Wizard Mode”, Retrospect discards the
selection. There is no way to perform manual selection in Wizard Mode.

Execution Unit

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for a backup operation in Advanced Mode only.

If you choose a specific execution unit (not “Any Execution unit”), then click “Switch to Wizard
Mode”, Retrospect keeps the execution unit information and uses the specific execution unit when
you run the backup.

The Wizard Mode Welcome screen does not indicate whether the backup specifies an execution
unit or not. The only way to check is to switch to Advanced Mode and review the settings.

Archive

Archiving lets you copy files from a volume to a Backup Set for off-line storage. To set up an
archive operation, first click Tools from the navigation bar, then click Archive Files. The archive
summary window displays.

As with backups, there are three basic steps in archiving:

+ Choosing the source volumes to archive

+ Choosing the Backup Set in which to store the files (or creating a new Backup Set)
+ Executing the archive

+ Be sure to read Archiving Tips for important information about archiving.

Choosing the Source Volumes
In the archive summary window, click the Sources button to display the Source Selection window.

It lists all volumes currently available to be archived, including your internal hard disk, any mounted
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removable disks or hard disks, any logged-in client volumes, and any connected network volumes
from file servers.

You cannot archive SQL or Exchange databases, nor can you archive Exchange mailboxes or
Public Folders.

In the volume list, click a volume to select it. To archive more than one volume, Shift-click or
Control-click other volumes.

When you have made your source selection, click OK to continue setting up the immediate archive.
The Source Selection window closes and Retrospect returns to the archive summary window.

Choosing the Backup Set

In the archive summary window, click the Destination button to display the Backup Set selection
window, which lists available Backup Sets.

Select the destination Backup Set and click OK to continue setting up the archive. If no Backup
Sets are listed in the Backup Set Selection window, or if you do not wish to use any of those listed,
you can create a new Backup Set. See Creating Backup Sets for more information.

Do not archive files to a disk Backup Set that has grooming enabled. Since grooming deletes older
Snapshots to make room on the disk for new ones, it defeats the purpose of creating a permanent
archive.

Setting Additional Options

After you have specified the source volume to archive and the destination Backup Set to which it
will be copied, use the archive summary window to verify your choices and set additional options.

To makes changes, click the appropriate button.
Sources lets you add or remove source volumes.
Destination lets you choose a different Backup Set as a destination.

Selecting lets you choose a selector, a kind of filter for selecting files and folders to be archived.
(Selectors are explained in detail in Using Selectors.) The default selector is “All Files” which marks
all files on the source for archive.

Preview scans the source volume (or volumes) and opens a browser window to display a list of the
files on the source volume. You can mark and unmark individual files and folders to be archived.

Unlike backing up, archiving, by default, does not match source and destination. That is,
Retrospect does not compare source files to files in the destination Backup Set. Therefore, it is
possible that Retrospect will copy files that already exist in the destination Backup Set. In this case,
Retrospect is foregoing ultimate efficiency for the sake of archive integrity.

Browsers are explained in Browsing. When you close the browser, the summary window shows
figures for the selected files.

Options displays the basic options window in which you can set the verification, software data
compression, and move files options.
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If you enable the “Move files” option, Retrospect deletes the original files from the source after
copying them to the destination and verifying that they were copied correctly. This frees space on
the volume.

Before you use the Move files option, first archive to a different Backup Set by copying without
moving. This provides an extra measure of safety should one Backup Set become unusable.

The verification and software data compression options are explained in detail in Backup Execution
Options.

Click the More Choices button to access many more options. See Execution Options for more
information about these options.

See Archiving Tips for more information about using archiving options.

Executing the Archive

If Retrospect has the information it needs, it says “Ready to Execute” at the top of the archive
summary window. If the information is incomplete, it says “Not Ready to Execute” and you must
change one or more parts of the information, as described at the top of the window.

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this operation (or choose “Any Execution unit’). Make your
selection in the summary window’s combo box. See Assigning Execution Units for more
information.

When you are ready, click Archive. Retrospect scans the source volume, then displays the Activity
Monitor window.

At this point, the archive operation is just like a backup operation. See Executing the Backup for
more information.

Scripting an Archive

When an archive summary window is active, you can click the Schedule button to save the archive
information and settings as a script.

See Automated Operations.
Archiving Tips

Media: Plan for the long term. Archive to two or more Backup Sets and maintain an off-site copy of
your archived data. Always store media according to manufacturer’s guidelines. See Media
Longevity and Storage for further information.

Periodically transfer your data to new media to ensure storage integrity. Do not use device-specific
options such as hardware compression, because your next backup device may not support
features of an older model.

Planning: Define an archiving system and follow it every time. Only archive files in specific folders,
or modified within a specific date range. Force users to make a decision on what is to be archived
by moving data to a specific location. Never archive data without telling users what was removed.

Before you use the Move files (delete after copy) option, first archive to a different Backup Set by
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copying without moving. This provides an extra measure of safety should one Backup Set become
unusable. If you have only a single archive medium and it is lost or damaged, you will have lost all
of your data. Be sure not to recycle, groom, lose, or damage your archive media.

Verification: Always use verification. If you do not use verification and hardware problems occur
when archiving, your data may not be correctly copied to the media. When archiving with the
“Move files” option on, you should use Thorough verification (not Media verification).

On-line Archiving: To archive documents in place, compress them in a disk Backup Set that you
store on your hard disk. This way they take up less room, but are still on-line.

Grooming: Do not archive files to a Backup Set that has grooming enabled. Since grooming deletes
older Snapshots to make room on the disk for new ones, it defeats the purpose of creating a
permanent archive.

Restore

Retrospect allows you to restore an entire volume or restore selected files and folders from the
most recent backup or any previous backup. Retrospect can restore selected files and folders,
entire volumes, or just the System State and registry. You can restore either by selecting a
Snapshot from a Backup Set, or by searching through one or more Backup Sets for files that meet
specified criteria. This section focuses on those two methods of restoring files with Retrospect.

If you have experienced disastrous data loss in which the computing environment required to
restore data is not available, see Disaster Recovery, which includes an overview of different
situations and points you to restore instructions.

To restore files that were backed up with Open File Backup, make sure to close or stop the
application that uses the open files on the destination volume.

For information on how to restore a SQL database, or an Exchange mailbox or database, see SQL
Server Agent and Exchange Server Agent.

Restoring Databases
For information on restoring SQL databases, see Restoring a SQL Database.

For information on restoring Exchange databases, see Restoring an Exchange Storage Group or
Database.

Snapshots

Retrospect’s Snapshots make it easy to restore an entire volume or a selected file to its exact state
as of a given date and time. A Snapshot is like a picture of the contents of a volume at a point in
time. It contains a list of all of the files and folders on a volume and the sessions during which they
were backed up. Each time you back up a volume, its Snapshot is updated in the Backup Set
Catalog and the Snapshot is added to the backup medium.

To restore an entire volume, simply choose the Snapshot you want to restore and Retrospect will
automatically locate and retrieve the necessary files, even if they were backed up in different
sessions. A Snapshot allows Retrospect to restore the files from a Backup Set in a single pass
through the media, rather than having to restore each incremental session individually and in a
specific order.
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You can also restore individual files from a Snapshot. This is the easiest way to retrieve files that
you know were on a volume at a specific time. If you are not sure which Snapshot or even which
Backup Set contains the files you want to retrieve, you can define search criteria to help find the
files. See Restoring by Search for more information.

You can restore by Snapshot in either Wizard Mode or Advanced Mode.
Restoring In Wizard Mode

The Restore Wizard provides an easy way to set up and edit immediate restore operations. To start
the Restore Wizard, click Restore from the navigation bar, then click the Restore button.

The Restore Wizard welcome screen displays.
+ Welcome Screen

+ Selecting a Backup Set

+ Selecting a Snapshot

+ Choosing the Destination

+ Choosing the Type of Restore

+ Selecting the Files to Restore

+ Setting the Matching Option

+ Reviewing the Restore Settings
* Monitoring the Restore

+ Successful Restores

* Restores with Errors
Welcome Screen

When you choose Restore>Restore from the navigation bar, Retrospect always opens the Restore
Wizard. Click Next to continue set up using the Restore Wizard.

To set up the restore in Advanced Mode, click Switch to Advanced Mode. See Restoring in
Advanced Mode for more information.

Selecting a Backup Set
Select the Backup Set that contains the files you want to restore and click Next.

The Backup Set list displays all current Backup Sets by name and includes information on when
each Backup Set was last modified. The icons next to the Backup Set names indicate the Backup
Set type (e.g., disk, tape, etc.).

If the Backup Set containing your files is not displayed, click More Backup Sets, browse to the
location of the Backup Set’s Catalog File (by default, ..My Documents\Retrospect Catalog Files),
select a Backup Set, and click Open.
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If you cannot find the Backup Set’s Catalog File, click Recreate to recreate it from the backup
media. See Recreating a Catalog or Repairing a File Backup Set for more information.

Selecting a Snapshot
Select the Snapshot that contains the files you want to restore and click Next.

The Snapshot list displays all the active Snapshots for the selected Backup Set by name and
includes information on the date and time each Snapshot was made. The icons next to the
Snapshot names indicate what was backed up (e.g., a drive, a folder, etc.).

If the Snapshot you want to use is not listed, click the More Snapshots button to display a list of all
Snapshots in the Backup Set.

To restore files from a backup other than the most recent one you will most likely need to click
More Snapshots.

In the Snapshot Retrieval window, select a Snapshot and click Retrieve. Since Retrospect retrieves
older Snapshots from the Backup Set media, you may be required to insert the media into your
backup drive.

The Retrieve button is disabled when you select a Snapshot that is already available.
Choosing the Destination
You can restore files either to their original location or to a new location.

The Original location option is only available if the location still exists and is accessible to
Retrospect.

To restore to a new location, choose New location, then specify a destination. Click a drive or folder
to select it. This deselects any other selected drive or folder. You can select a drive or folder from
any of the containers listed in this screen: My Computer, My Network Places, or Backup Clients.

+ To add Retrospect Clients to the Backup Clients container, click Add Clients.
+ To add network volumes to the My Network Places container, click My Network.
+ To display the folders on a drive, select the drive and click Add Folders.

+ The My Network button and My Network Places container are not displayed if your Snapshot
contains a full system backup.

Choosing the Type of Restore

Depending on the selections you made earlier in the wizard, this screen offers some combination of
the following options:

+ Restore files and folders allows you to select specific files to restore to the destination.

* Restore everything...deleting all other contents deletes all the existing files on the destination,
then restores all the files in the Snapshot to the destination.

+ Rollback everything... deletes all the existing files on the destination, then restores all the files in
the Snapshot to the destination. This option also restores the registry and System State
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information from the source Snapshot.

+ Rollback just the registry and system state does not restore any files from the Snapshot or delete
any files from the destination. This option restores only the registry and System State information
from the source Snapshot.

Select an option and click Next.
Selecting the Files to Restore

This screen offers different options depending on the selection you made in the previous screen of
the wizard.

If you chose “Restore files and folders”, click Select Files to display a list of the files available to
restore from the Snapshot. Select the check box next to each file you want to restore (by default, all
files are selected). Selecting the check box for a folder selects all files in that folder.

If you chose “Restore everything...” or “Rollback everything...”, Retrospect selects all files. Click
Preview Files to display a list of the files that will be restored from the Snapshot. Clear the check
box next to files that you do not want to restore. Clearing the check box for a folder clears the
check boxes for all files in that folder.

Setting the Matching Option

When the restore destination already contains files you selected to restore, you can choose to
replace those “matching” files with the ones from the source Backup Set’s Snapshot.

* Never matching files on the destination are left untouched. This option restores all selected files
from the Snapshot that do not exist on the destination, but does not overwrite any files on the
destination. It is useful if you want to make sure you don’t restore an older version of a file you
have updated since the Snapshot was taken.

+ Only if Backup Set is newer, matching files on the destination are replaced by the selected files
from the Snapshot only if the Snapshot files are newer. This option restores all selected files from
the Snapshot that do not exist on the destination and overwrites matching files on the destination
if Snapshot file is newer than the destination file.

» Always, matching files on the destination are always replaced by the selected files from the
Snapshot. This option restores all selected files from the Snapshot that do not exist on the
destination and overwrites matching files on the destination. The Always option replaces
matching destination files with files from the Snapshot regardless of whether the Snapshot file is
newer or older than the destination file. This option is most useful if you want to restore an older
version of a file that has been corrupted since the Snapshot was taken.

Reviewing the Restore Settings
The Restore Summary screen displays the restore settings you specified in the wizard.
* Restore lists the number of files that will be restored

» From lists the volume name and date and time of the Snapshot, as well as the name of the
Backup Set that contains the Snapshot. If the Backup Set is stored on removable media, make
sure it is loaded in your backup device.
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* To lists the destination to which data will be restored.

+ Some options specified in the wizard are not listed in the summary screen (e.g., matching and
type of restore), but they are implemented during the restore.

To change any of the restore settings, click Back.
To start the restore, click Start.
Monitoring the Restore

This screen includes information on the restore destination and information about the progress of
the restore operation.

+ Remaining lists the number of files that need to be restored and their combined size.
+ Completed lists the number of files already restored and their combined size.
+ Time Remaining provides an estimate of the time remaining until the restore is complete.

Click Stop to halt the restore operation. Click Yes in the confirmation dialog to stop the operation
and exit the wizard.

Retrospect’s Activity Monitor runs in the background and includes more information about the
restore operation. See Activity Monitor for more information.

Successful Restores

If Retrospect restores the selected files without encountering any errors, it displays the
Congratulations screen. Browse to the destination to see the restored files.

Your selected files have been successfully restored to the destination. Browse to the destination to
see the restored files.

Click Close to exit the wizard.

If you performed a system restore (i.e. “rollback”) you must reboot the destination computer.
Restores with Errors

If Retrospect encounters errors during the restore, it displays a warning screen.

Retrospect encountered errors during the restore.

Click Open Log to display the Operations Log for the restore operation. The log includes
information on the errors Retrospect encountered, as well as information about the number of files
(if any) that were successfully restored before the errors.

Click Cancel to exit the wizard.
Restoring in Advanced Mode

Advanced Mode immediate restores include all of the options available in Wizard Mode, plus a few
additional options not available in the wizard. In Advanced Mode you can:
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+ Save your restore settings as a script
» Restore using the “Retrieve Just Files” method

+ Specify an execution unit to use for the restore operation (if your version of Retrospect supports
multiple execution units)

+ Set some additional options not available in Wizard Mode (e.g. update modify dates)

In general, you should restore using whichever mode is more comfortable for you, unless you need
to use Advanced Mode options not available in Wizard Mode.

To restore in Advanced Mode, click Restore from the navigation bar, then click the Restore button.
The Restore Wizard welcome screen displays.

Click Switch to Advanced Mode.
To restore in Wizard Mode, see Restoring In Wizard Mode
Choose the type of restore:

* Restore files and folders, allows you to select specific files and folders to restore to a new folder
on the destination, leaving the rest of the destination unchanged.

+ Restore an entire volume, selects and restores all files and folders from the source Snapshot to
the destination, deleting all other contents. Restores registry and System State information from
the Snapshot (if available).

+ The descriptions above describe the default behavior for the restore types. This behavior can be
modified later by changing the defaults.

The Immediate Restore summary window displays.

Click the buttons on the summary screen to specify the source, destination, and other restore
options.

+ Selecting the Source

+ Selecting the Destination

+ Choosing the Method to Restore Files
+ Summarizing the Restore Operation

+ Executing the Restore

* Monitoring the Restore

+ Scripting the Restore

Selecting the Source

In the source selection window’s top list, select the Backup Set from which to restore. You can use
the More button if your desired Backup Set is not listed.
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In the window’s bottom list, select a volume Snapshot. The date and time of the Snapshot are listed
to the right of the volume’s name. If the Snapshot you want to use is not listed, click the Add
Snapshot button to display a list of all Snapshots in the Backup Set.

To restore files from a backup other than the most recent one you will most likely need to use Add
Snapshot.

When you select a Snapshot and click Retrieve Retrospect obtains the older Snapshot from the
Backup Set media (which may require you to insert media) and adds it to the list in the restore
source window.

The Retrieve button is disabled when you select a Snapshot that is already available.

With your desired Snapshot selected in the source selection window, click OK.

Selecting the Destination

Select a volume on which you want Retrospect to place the restored files. This volume does not
have to be the original volume from which the files were backed up; it can be a folder defined as a
Subvolume (see Subvolumes) or any available volume, including one belonging to a client on the
network. (Navigate through My Computer, My Network Places, and Backup Clients as detailed in
Containers. )

Choosing the Method to Restore Files
Set the list box to determine how Retrospect restores the files to the destination.

Restore Entire Volume makes the destination volume exactly match the source Snapshot. It deletes
all files and folders on the destination that do not match those marked for restore in the Snapshot,
leaving files untouched if they are identical to files marked for restore. It then copies all remaining
files and folders from the Snapshot to the destination, preserving the folder hierarchy. This is the
default restore method if you chose “Restore an entire volume”. If you select this method,
Retrospect restores registry and System State information from the Snapshot (if both the Snapshot
and destination are system volumes) by default.

To prevent the operating system from crashing, the Restore Entire Volume method does not delete
the active Windows system, nor does it delete the “blessed” system folder of a Mac OS client.

Replace Corresponding Files restores all selected files from the Snapshot that do not exist on the
destination and overwrites files on the destination that also exist in the source Snapshot. These
“corresponding” or “matching” files on the destination are always overwritten with files from the
Snapshot regardless of whether the Snapshot file is newer or older than the destination file.
Retrospect leaves files untouched if they are identical to files marked for restore, if the file names
do not match those marked for restore, or if the path to those files is not identical. If you select this
method and choose the Restore System State execution option, Retrospect restores registry and
System State information from the Snapshot (if both the Snapshot and destination are system
volumes).

Replace if Backup is Newer restores all selected files from the Snapshot that do not exist on the
destination and overwrites matching files on the destination only if the Snapshot file is newer than
the destination file. If you select this method and choose the Restore System State execution
option, Retrospect restores registry and System State information from the Snapshot (if both the
Snapshot and destination are system volumes).
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Restore Missing Files Only restores all selected files from the Snapshot that do not exist on the
destination, but does not overwrite any files on the destination. Matching files on the destination are
left untouched. If you select this method and choose the Restore System State execution option,
Retrospect restores registry and System State information from the Snapshot (if both the Snapshot

and destination are system volumes).

+ To restore just the registry and System State, choose “Restore Missing Files Only”, then click
Files Chosen and make sure no files are selected, and finally click Options>More Choices and

select the Restore System State check box.

Retrieve Files & Folders creates a new folder on the destination volume (giving the folder the name
of the Backup Set), then copies all selected files from the Snapshot into this folder, preserving the
Snapshot folder hierarchy. Nothing is replaced or overwritten. This is the default restore method if
you chose “Restore files and folders”. This method never restores registry and System State

information.

Retrieve Just Files creates a new folder on the destination volume (giving the folder the name of the
Backup Set), then copies all selected files from the Snapshot into this folder. The Snapshot folder
hierarchy is not preserved. Nothing is replaced or overwritten. This method never restores registry

and System State information.

The following table summarizes the restore methods:

Files in the Snapshot

Files in both the

Files on the destination

Only

Restore Method but not on the Snapshot and but not in the
destination destination Snapshot

Restore Entire Volume | Restored A'W?ys (_)ver\_/vrltes the Deleted
destination files

Replace . . Restored Alwgys Qveryvr|tes the Left untouched

Corresponding Files destination files

Replace if Backup is Overwrites destination

NeSver P Restored files if Snapshot files Left untouched
are newer

Restore Missing Files Restored Never overwrites Left untouched

destination files

Restored to a new

Restore Files & Folders
folder

Never overwrites
destination files

Left untouched

Restored to a new

Restore Just Files folder

Never overwrites
destination files

Left untouched
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After setting the destination restore method with the list box, click OK to continue. Depending on
the restore type and method, Retrospect may scan the destination volume and match files from the
selected Snapshot. Then the restore summary window appears.

Summarizing the Restore Operation

Verify your choices for the Source, Destination, Files Chosen, and Options. To change information,
click the appropriate button.

Source is the Backup Set and volume Snapshot from which you want to restore files. Click this
button to use the source selection window to change the source.

Destination is the volume to which you want to restore files. Click to change the destination volume
or restore method.

Files Chosen are the files you want to restore from the Backup Set. If you chose “Restore entire
volume”, all files from the source Snapshot are selected by default. If you chose “Restore files and
folders”, no files are selected by default. Click this button to use a browser to mark and unmark
individual files and folders to be restored. Browsers are explained in detail in Browsing.

Options let you set various execution options, including restoring the System State and updating
the modification dates of restored files. Click this button, then click More Choices to set these
options. See Execution Options, for more information.

Executing the Restore

When Retrospect has the information it needs to do the restore, it says “Ready to Execute” at the
top of the restore summary window. If the information is incomplete, it says “Not Ready to Execute”
and you must change one or more parts of the information you gave it.

Restoring can destroy data on the destination. Make sure you chose the correct restore method.

Make sure the correct Backup Set media is in the backup device. If Retrospect cannot access the
required media, it asks you for it.

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this operation (or choose “Any Execution unit’). Make your
selection in the summary window’s combo box. See Assigning Execution Units for more
information.

When you are ready, click Restore. Retrospect displays the Activity Monitor window.
Monitoring the Restore

Retrospect performs the restore, displaying the progress of the operation in the Activity Monitor’s
Executing tab and listing the names of files as they are copied from the Backup Set media to the
destination. The Activity Monitor window also has Pause and Stop buttons for suspending or
cancelling the restore.

When the execution is complete, click the History tab to see performance data for the restore
operation. If any errors occurred you can get more information by clicking the Errors button. To
view the Operations Log for this execution, click the Log button.

This log is described in Viewing the Operations Log.
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When you leave Retrospect and go to the destination volume, you can see that it is changed to
reflect the restored files. The level of change can be anywhere from a new folder on the volume or a
completely restructured volume from an entire volume restore, depending on the destination restore
method and options.

A Mac OS client’s Desktop needs to be updated after a large restore, such as an entire volume.
Restart the Macintosh while holding down the Command and Option keys to rebuild the Desktop.

Scripting the Restore

When a restore summary window is active, you can click the Schedule button to save the
immediate restore information and settings as a script. You can then use the script to accomplish
restore operations.

See Automated Operations.
Restoring by Search

While restoring by Snapshot lets you restore files from a specific backup date and time, restoring
by search lets you retrieve one or more files regardless of when they were backed up. Restoring by
search lets you search multiple Backup Sets at once, which is useful if you’re not sure which
Backup Set contains the files you want to restore. Searching works best when you know specific
attributes of the files you want, for example it’s name or type. If you want to see all backed up
versions of a particular file, search on its name, and then restore exactly the version you want.

Restore by searching does not restore NTFS permissions, AppleShare or Mac OS file sharing
privileges, or registry and System State information. You must restore from a Snapshot to restore
these.

To begin setting up a restore by search, click Restore, from the navigation bar, then click Find Files.
The Backup Set Selection window displays.

+ Selecting the Backup Set(s) to Search

+ Selecting the Destination

+ Choosing the Restore Method

+ Specifying the Search Criteria

+ Choosing Files to Restore

* Modifying Search Criteria

* Executing the Restore

» Monitoring the Restore

Selecting the Backup Set(s) to Search

Select one or more Backup Sets to search. Click the More button if your desired Backup Set is not
listed. Click OK to continue. The Destination Selection window displays.
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Selecting the Destination

Select a volume on which you want Retrospect to place the restored files. This volume does not
have to be the original volume from which the files were backed up; it can be a folder defined as a
Subvolume (see Subvolumes) or any available volume, including one belonging to a client on the
network. (Navigate through My Computer, My Network Places, and Backup Clients as detailed in
Containers. )

Choosing the Restore Method

Set the list box to determine how Retrospect restores the files to the destination. The default setting
is “Retrieve Files & Folders”.

Restore Entire Volume replaces the destination volume with the selected files from the source
Backup Set(s) that meet your search criteria. It deletes all files and folders on the destination that
do not match those marked for restore in the Snapshot, leaving files untouched if they are identical
to files marked for restore. It then copies all remaining files and folders from the Snapshot to the
destination, preserving the folder hierarchy.

To prevent the operating system from crashing, the Restore Entire Volume method does not delete
the active Windows system, nor does it delete the “blessed” system folder of a Mac OS client.

Replace Corresponding Files restores all selected files from the source Backup Set(s) that meet
your search criteria and do not exist on the destination. Files that exist on the destination that are
also in the source Backup Set(s) and meet your search criteria are always overwritten. Retrospect
leaves files untouched if they are identical to files marked for restore, if the file names do not match
those marked for restore, or if the path to those files is not identical.

Replace if Backup is Newer restores all selected files from the source Backup Set(s) that meet your
search criteria and do not exist on the destination. Files that exist on the destination that are also in
the source Backup Set(s) and meet your search criteria are overwritten only if the Backup Set files
are newer.

Restore Missing Files Only restores all selected files from the source Backup Set(s) that meet your
search criteria and do not exist on the destination. Files that exist on the destination that are also in
the source Backup Set(s) and meet your search criteria are never overwritten only.

Retrieve Files & Folders creates a new folder on the destination volume (giving the folder the name
of the Backup Set), then copies all selected files from the source Backup Set(s) that meet your
search criteria into this folder, preserving the Snapshot folder hierarchy. Nothing is replaced or
overwritten.

Retrieve Just Files creates a new folder on the destination volume (giving the folder the name of the
Backup Set), then copies all selected files from the source Backup Set(s) that meet your search
criteria into this folder. The Snapshot folder hierarchy is not preserved. Nothing is replaced or
overwritten.

After setting the restore method with the combo box click OK. Retrospect displays the searching
and retrieval window.

Specifying the Search Criteria

If you want to restore all files from all sources, click OK.

CHAPTER 6 « IMMEDIATE OPERATIONS 113



Otherwise, use the controls and enter text to define the search criteria on file or folder names, or
click More Choices to make a custom selector with other search criteria. This window is described
in detail in Finding Files, and selectors are described in Using Selectors.

When you have defined the search criteria, click OK. Retrospect searches each source Backup Set
before displaying up the summary window.

Your file selection criteria are summarized next to Searching. Files Chosen displays the total
number of files from each source Backup Set that meet the search criteria.

Choosing Files to Restore

Click Files Chosen to open a browser that lists files meeting the search criteria. You can manually
unmark and mark these files for restore. See Marking Files and Folders for more information. Files
with check marks will be restored when the operation is executed.

Depending on your search criteria, your browser may list more than one version of a particular file.
For example, a given file may have been modified daily and backed up every day over a certain
period of time. Use the backed up or modified dates to determine which version you want to
restore.

Modifying Search Criteria

If the browser does not display the files you want, you can close it and return to the summary
window to redefine the search criteria by clicking the Searching button. If you change the search
criteria, Retrospect displays a dialog asking whether you want to do a new search, narrow the
existing search, or widen the existing search.

New replaces the results of the previous search with the results of the new search.
Narrow uses the new criteria to further restrict the selection.
Widen uses the new criteria to add files to the current selection.

Select a search type, then click OK to return to the summary window and repeat the process until
you are satisfied with the chosen files.

Executing the Restore

If Retrospect has the information it needs, it says “Ready to Execute” at the top of the searching
and retrieval summary window. If the information is incomplete, it says “Not Ready to Execute” and
you must change one or more parts of the information you gave it.

Restoring can destroy data on the destination. Make sure you chose the correct restore method.

Make sure the correct Backup Set media is in the backup device. If Retrospect does not see the
media it asks you for it in a window.

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this operation (or choose “Any Execution unit’). Make your
selection in the summary window’s combo box. See Assigning Execution Units for more
information.

When you are ready, click Retrieve.
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Monitoring the Restore

Retrospect performs the restore, displaying the progress of the operation in the Activity Monitor
window, which includes buttons to pause or stop its execution.

When the execution is complete, click the History tab to see performance data for the restore
operation. If any errors occurred you get more information by clicking the Errors button. To view the
Operations Log for this execution, click the Log button.

This log is described in Viewing the Operations Log.

When you leave Retrospect and go to the destination volume you can see it is changed to reflect
the restored files.

A Mac OS client’s Desktop needs to be updated after a large restore. Restart the Macintosh while
holding down the Command and Option keys to rebuild the Desktop.

Duplicate (Replication)

An immediate duplicate copies selected files in their native file format from one drive or folder to
another. After a duplicate operation, the destination drive contains an exact copy of every file and
folder that was duplicated. You can open, edit, and otherwise work with the files.

Files and folders are copied without compression and encrypted files remain encrypted.

Retrospect allows you to duplicate files from one drive to another, or duplicate files on the same
drive from one folder to another. Retrospect optimizes the duplication process by copying only
those files that do not already exist on the destination.

There are two ways to set up an immediate duplicate. You can use Retrospect’s Duplicate Wizard,
which walks you through the process of setting up a duplicate, or you can set up the duplicate on

your own in Advanced Mode. Advanced Mode has options that are unavailable in the Wizard. For

more information see:

* Duplicating in Wizard Mode
+ Switching from Wizard to Advanced Mode
» Duplicating in Advanced Mode

+ Switching from Advanced to Wizard Mode

Duplicating in Wizard Mode

The Duplicate Wizard provides an easy way to set up and edit immediate duplicate operations. To
start the Duplicate Wizard, click Backup from the navigation bar, then click the Duplicate button.

+ If the Advanced Mode Duplicate Summary screen displays, click Switch to Wizard Mode.
+ Welcome Screen
+ Choosing What to Duplicate

+ Choosing File Types to Duplicate
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+ Choosing the Destination

+ Choosing When to Duplicate

+ Reviewing the Duplicate Settings
* Monitoring the Duplicate

+ Editing the Duplicate Settings
Welcome Screen

If this is the first time you are setting up a duplicate, click Next to continue using the Duplicate
Wizard. To set up the duplicate in Advanced Mode, click Switch to Advanced Mode. See
Duplicating in Advanced Mode for more information.

If you have previously set up a duplicate, the welcome screen displays your current settings. See
Editing the Duplicate Settings for more information.

Choosing What to Duplicate
You can now select a specific drive or folder to duplicate.
Click a drive or folder to select it. This deselects any other selected drive or folder.

You can select a drive or folder from any of the containers listed in this screen: My Computer, My
Network Places, or Backup Clients.

+ To add Retrospect Clients to the Backup Clients container, click Add Clients.

» To add network volumes to the My Network Places container, click Add Network Volumes.
« To display the folders on a drive, select the drive and click Show Folders.

See Containers for more information.

Choosing File Types to Duplicate

Select the check box for each type of file you want to duplicate. If you select all the check boxes, all
files (except cache files) will be duplicated.

Some of these options function differently with Windows, Mac OS, and Linux computers. The
descriptions below focus on how these options interact with Windows computers. To learn how
these options work with other operating systems, see Built-in Selectors.

+ Documents and Settings duplicates files in the Documents and Settings folder, which contains
every user’s My Documents, Favorites, Application Data, and Desktop folders.

+ For Windows 9x systems, the “Documents and Settings” duplicates the “Profiles” folder.

+ Operating System and Applications duplicates system files, including the Windows folder and the
System State. Also duplicates application files, including everything in the Program Files folder,
as well as files with known application extensions (like .exe and .dll) anywhere on the source.

+ If you choose not to duplicate “Operating System and Applications”, Retrospect modifies some
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of its default execution options. Retrospect turns off both the “Duplicate System State” and
“Duplicate folder security information for workstations” options. See Windows System Options
and Windows Security Options for more information.

+ Pictures duplicates all files in the My Documents\My Pictures folder for all users. It also
duplicates files with common picture file extensions (.jpg, for example) anywhere on the source,
except the Windows and Program Files folders.

« Music duplicates all files in the My Documents\My Music folder for all users. It also duplicates
files with common music file extensions ((wma and .mp3, for example) anywhere on the source,
except the Windows and Program Files folders.

* Movies duplicates all files in the My Documents\My Videos folder for all users. It also duplicates
files with common movie file extensions (.mov, for example) anywhere on the source, except the
Windows and Program Files folders.

+ Office Documents duplicates Microsoft Office Documents, Microsoft Outlook data, and Adobe
PDF files anywhere on the source, except the Windows and Program Files folders.

+ All Other Files, duplicates all files not selected by the other options.

+ The Documents and Settings and Operating System and Applications options are not available if
you are duplicating a folder.

Choosing the Destination
Select a drive or folder to which you want files duplicated.

+ The destination cannot be the same drive or folder from which files are being duplicated. You can
duplicate to different folders on the same drive or folders with the same names on different
drives.

The Add Clients, Add Network Volumes, and Show Folders buttons on this screen function the
same way as in the “What do you want to duplicate?” screen. See Choosing What to Duplicate.

When you click Next, Retrospect displays a dialog warning that the destination folder or drive will
be completely replaced with the files you selected to duplicate.

Make sure that the destination does not contain any important files before duplicating. Any files
already on the destination will be lost and replaced with the files you selected to duplicate. To be
safe, create a new folder on the destination drive and duplicate to it.

Click Replace to dismiss the warning and continue setting up the duplicate.
Choosing When to Duplicate

For immediate duplicates, select Now.

If you want to set up a duplicate to run on a schedule, select Later.

The steps to set up a duplicate to run later are described in Creating a Duplicate Script in Wizard
Mode, starting with Choosing When to Duplicate.
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Reviewing the Duplicate Settings

The Duplicate Summary screen displays the duplicate settings you specified in the wizard.
+ Source lists the drive or folder to duplicate

+ Selecting lists the file types to duplicate

+ Destination lists the name of the drive or folder to which data will be copied

To change any of the duplicate settings, click Back.

To start the duplicate, click Start Now

Monitoring the Duplicate

Once you click Start Now, Retrospect exits the Duplicate Wizard and displays the Activity Monitor,
just as it would for an immediate duplicate executed from Advanced Mode. See Monitoring the
Duplicate for more information.

Editing the Duplicate Settings

Retrospect automatically remembers the most recent settings you specified for an immediate
duplicate. To view and edit those settings choose Backup>Duplicate from the navigation bar.

If the Advanced Mode Duplicate Summary screen displays, click Switch to Wizard Mode.
To duplicate again with the same settings, click Start Now.

To edit the settings, select “Let me change these settings” and click Next. Editing the settings in
Wizard Mode is much the same as creating them the first time. See Duplicating in Wizard Mode for
more information.

To edit the settings in Advanced Mode, click “Switch to Advanced Mode”. See Switching from
Wizard to Advanced Mode for more information.

Switching from Wizard to Advanced Mode

To access advanced options that are not available in Wizard Mode, click “Switch to Advanced
Mode” from the Welcome screen.

If you have not previously set up a duplicate, you can proceed as described in Duplicating in
Advanced Mode.

If you have previously set up a duplicate, Retrospect remembers your settings and displays them in
the Advanced Mode summary window.

+ All of the Wizard Mode options are available in Advanced Mode. If you switch from Wizard to
Advanced Mode, those options are mapped directly to equivalent options.

Duplicating in Advanced Mode

Duplicating in Advanced Mode provides access some powerful Retrospect options that are not
available in Wizard Mode. In Advanced Mode you can:
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* Access more built-in selectors

» Create and apply custom selectors

+ Preview and select specific files to duplicate

+ Choose a duplicate method

+ Set many additional options not available in Wizard Mode

To set up an Immediate Duplicate in Advanced Mode, click Backup from the navigation bar, then
click the Duplicate button.

If the Duplicate Wizard welcome screen displays, click Switch to Advanced Mode. The Immediate
Duplicate summary window displays.

Click the buttons on the summary screen to specify the source, destination, and other backup
options.

+ Choosing the Source Volume

+ Choosing the Destination

+ Setting Additional Options

» Executing the Duplicate

* Monitoring the Duplicate

+ Editing the Duplicate Settings

+ Scripting the Duplicate
Choosing the Source Volume

In the Immediate Duplicate summary window, click the Source button to display the Source
Selection window.

Select the source volume from which files will be copied and click OK. For details on using the
source selection window, see Working with Volumes.

Choosing the Destination

In the Immediate Duplicate summary window, click the Destination button to display the Source
Selection window again.

Select a destination volume and choose a duplicate method from the list box.

Replace Entire Volume replaces the entire contents of the destination volume with the selected files
and folders from the source volume. Identical files already present on the destination are not
duplicated.

Replace Corresponding Files copies the selected files and folders to the destination volume. When
Retrospect finds a file that exists on both the source and destination, the destination file is always
overwritten. Retrospect leaves files untouched if they are identical to files marked for duplication or
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if the file names and locations do not match those marked.

Replace if Source is Newer copies the selected files and folders to the destination volume. When
Retrospect finds a file that exists on both the source and destination, the destination file is
overwritten only if the source file is newer. Retrospect leaves files untouched if they are identical to
files marked for duplication or if the file names and locations do not match those marked.

Duplicate Missing Files Only, copies only the selected files and folders that don’t already exist on
the destination volume. Other files and folders on the destination are left untouched.

When you have selected the volume and set the list box click OK.

Setting Additional Options

After you have specified the source volume to duplicate and the destination volume to which files
will be copied, use the Immediate Duplicate summary window to verify your choices and set
additional options.

To makes changes, click the appropriate button.
Source lets you change the source volume or folder.
Destination lets you choose a different volume or folder as the destination.

Selecting lets you choose a selector, a kind of filter for selecting files and folders to be duplicated.
(Selectors are explained in detail in Using Selectors.) The default selector is “All Files Except Cache
Files” which duplicates all files on the source.

Files Chosen scans the source volume and determines which files need to be duplicated by
comparing the source files against the files that already exist on the destination. When the scan is
complete, Retrospect opens a browser window to display a list of the files on the source volume
marked for duplicate. You can use it to mark and unmark individual files and folders to be
duplicated.

Browsers are explained in Browsing. When you close the browser, the summary window displays
information about the selected files.

Options displays the basic options window in which you can turn verification on or off and choose
whether or not to update the backup report. See Duplicate Execution Options for more information.

Click the More Choices button to access many more options. See Execution Options for more
information.

Executing the Duplicate

If Retrospect has the information it needs, it says “Ready to Execute” at the top of the Immediate
Duplicate summary window. If the information is incomplete, it says “Not Ready to Execute” and
you must change one or more parts of the information you gave it.

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this operation (or choose “Any Execution unit’). Make your
selection in the summary window’s combo box. See Assigning Execution Units for more
information.
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When you are ready, click Duplicate.

Duplicating may destroy data on the destination. Be sure it is acceptable to erase or replace files on
the destination volume.

Monitoring the Duplicate

The Activity Monitor window shows the progress of the duplicate operation and includes buttons to
pause or stop its execution.

When the execution is complete, click the History tab to see performance data for the duplicate
operation. If any errors occurred you get more information by clicking the Errors button. To view the
Operations Log for this execution, click the Log button.

This log is described in Viewing the Operations Log.
Editing the Duplicate Settings

Retrospect automatically remembers the most recent settings you specified for an immediate
duplicate. To view and edit those settings choose Backup>Duplicate from the navigation bar.

If the Wizard Mode duplicate summary screen displays, click Switch to Wizard Mode.
To duplicate again with the same settings, click Duplicate.

To edit the settings, click the buttons to change the source, destination, file selection criteria, and
options. Editing the settings in Advanced Mode is the same as creating them the first time. See
Duplicating in Advanced Mode for more information.

To edit the settings in Wizard Mode, click “Switch to Wizard Mode”. See Switching from Advanced
to Wizard Mode for more information.

Scripting the Duplicate

If you want to automate your duplicates so they can be performed while your computer is
unattended (e.g., when you go home at night), you can use Retrospect’s scripting feature to set up
and schedule duplicates.

From the Immediate Duplicate summary window, click the Schedule button to save the immediate
duplicate information and settings as a script. You can then add a schedule to the script to
accomplish automatic, unattended duplicate operations.

See Scheduling Scripts.
Switching from Advanced to Wizard Mode

In general, Retrospect, Inc. recommends editing immediate duplicates in the same mode you
created them. Of course, you can switch between the modes and if you do, it’s important to know
how Retrospect handles advanced options that are not available in Wizard Mode.

To return to Wizard Mode at any time, click “Switch to Wizard Mode” from the Advanced Mode
summary window.

If you have made any changes to your duplicate settings, Retrospect asks if you want to save those
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changes before switching modes.

If you have not made any changes, Retrospect displays the Wizard Mode Welcome screen with a
summary of the current duplicate settings.

Since Advanced Mode includes options not available in Wizard Mode, Retrospect must either keep
those settings, or discard them. There are a few important options to consider:

» Duplicate Method

+ Selectors

+ Execution Options

+ Manual File Selection
» Execution Unit
Duplicate Method

When choosing the destination in Advanced Mode, Retrospect lets you specify the method by
which files are copied. You can choose:

* Replace Entire Volume

* Replace Corresponding Files
* Replace if Source is Newer

+ Duplicate Missing Files Only

You cannot specify a duplicate method in Wizard Mode; it always uses the Replace Entire Volume
method.

For more information on the difference between the duplicate methods, see Choosing the
Destination.

Selectors

Advanced Mode includes a number of built-in selectors that are not available in Wizard Mode. In
addition, you can create and use custom selectors in Advanced Mode.

If you choose a selector that is not available in Wizard Mode, then click “Switch to Wizard Mode”,
Retrospect keeps the advanced selector and applies it when you run the duplicate.

In these situations, the Wizard Mode Welcome screen displays (Created in Advanced Mode) in the
Selecting field.

In addition, if you edit your duplicate settings, a new option appears in the “What type of files do
you want to duplicate?” screen.

+ Choose “Keep my advanced mode selection” to keep your advanced selector.

+ Choose “Select the following” and select a new option to discard the advanced selector and use
a new one.
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Execution Options

Advanced Mode includes many execution options that are not available in Wizard Mode, such as
verification.

If you choose an execution option that is not available in Wizard Mode, then click “Switch to Wizard
Mode”, Retrospect keeps the advanced execution option and applies it when you run the duplicate.

The Wizard Mode Welcome screen does not indicate whether the duplicate includes advanced
execution options or not. The only way to check is to switch to Advanced Mode and review the
Options settings.

Manual File Selection

In Advanced mode, you can click the Files Chosen button and select specific files and folders to
duplicate. If you do this, the Advanced Mode summary window displays (Manual selection) in the
Selecting field.

If you apply a manual selection, then click “Switch to Wizard Mode”, Retrospect discards the
selection. There is no way to perform manual selection in Wizard Mode.

Execution Unit

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for a duplicate operation in Advanced Mode only.

If you choose a specific execution unit (not “Any Execution unit”), then click “Switch to Wizard
Mode”, Retrospect keeps the execution unit information and uses the specific execution unit when
you run the duplicate.

The Wizard Mode Welcome screen does not indicate whether the duplicate specifies an execution
unit or not. The only way to check is to switch to Advanced Mode and review the settings.

Transfer Backup Sets

Retrospect’s Transfer Backup Sets function copies all files and Snapshots from one or more
Backup Sets to a single new or existing Backup Set. It can be used to:

+ Clone a Backup Set
» Protect against media failure

+ Provide for offsite storage

Start a new cycle of backups
+ Consolidate multiple Backup Sets to a single Backup Set

As with backup operations, transferring Backup Sets by default matches files in the source to files
already in the destination and only copies the necessary files. Existing Snapshots and files on the
destination remain untouched.

The Transfer Backup Sets function does not have a preview feature. You must rely on selectors
instead of picking and choosing files by hand.
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To transfer files between Backup Sets, you must have a separate tape or CD/DVD drive for each
Backup Set, even if both Backup Sets are on the same type of media. In the case of disk and file
Backup Sets the need for separate backup devices does not apply.

If you do not have separate drives for each Backup Set, you can first transfer files temporarily to a
disk Backup Set and then transfer the disk Backup Set to the final destination Backup Set.

To transfer files between Backup Sets, click Tools>Transfer Backup Sets. The Backup Set Transfer
summary window displays.

The basic steps in transferring Backup Sets are:
+ Selecting the Source Backup Sets

+ Selecting the Destination Backup Set

+ Selecting Files to Transfer

+ Setting Additional Options

+ Executing the Backup Set Transfer

+ Scripting the Backup Set Transfer

Selecting the Source Backup Sets

In the Backup Set Transfer summary window, click Sources to display the Backup Set Selection
window.

Select one or more source Backup Sets, and click OK.

+ Backup Set Transfer copies all Snapshots and associated files in the source Backup Set(s) to the
destination Backup Set. This is different from Snapshot Transfer, which copies only active
Snapshots and associated files. See Transfer Snapshots for more information.

Selecting the Destination Backup Set
In the Backup Set Transfer summary window, click Destination.

Select the destination Backup Set and click OK. If the only Backup Sets listed in the window are
already specified as the source, or if you do not want to use any of the Backup Sets in the list as
the destination, click Create New to create a new Backup Set. See Creating Backup Sets for more
information.

Selecting Files to Transfer

By default, Retrospect transfers all files from the source Backup Sets to the destination Backup
Set. To transfer a subset of all files, click Selecting in the Backup Set Transfer summary window.

Choose a selector from the list or click More Choices to create a custom selector. Selectors are a
kind of filter for selecting files and folders to be transferred. Selectors are explained in detail in
Using Selectors.

Click OK when done.
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Setting Additional Options
Retrospect includes a number of execution options that are specific to Backup Set Transfers.

Click Options in the Backup Set Transfer summary window to change the default settings for the
Copy Snapshots, Media verification, Data compression, Recycle source Backup Set, and other
options.

See Transfer Execution Options for more information about these options.

Click the More Choices button to access additional execution options. See Execution Options for
more information.

Executing the Backup Set Transfer

If Retrospect has the information it needs, it says “Ready to Execute” at the top of the Backup Set
Transfer summary window. If the information is incomplete, it says “Not Ready to Execute” and you
must change one or more parts of the information you gave it.

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this operation (or choose “Any Execution unit’). Make your
selection in the summary window’s combo box. See Assigning Execution Units for more
information.

When you are ready, click Transfer. Retrospect performs the transfer operation, displaying its
progress in the Activity Monitor window.

Retrospect may ask you to insert media.

When the execution is complete, click the History tab to see performance data for the transfer
operation. If any errors occurred you get more information by clicking the Errors button. To view the
Operations Log for this execution, click the Log button.

This log is described in Viewing the Operations Log.

Scripting the Backup Set Transfer

When a Backup Set Transfer summary window is active, you can click the Schedule button to save
the transfer information and settings as a script. You can then use the script to accomplish Backup
Set Transfer operations.

See Automated Operations.

Transfer Snapshots

Retrospect’s Transfer Snapshots function copies Snapshots and their associated files from one
Backup Set to a new or existing Backup Set. It can be used to:

+ Start a new Backup Set with a synthetic full backup
+ Create an offsite disaster recovery Backup Set
+ Start a new cycle of backups with a full backup

Transfer Snapshots is different from Transfer Backup Sets in a number of ways. Transfer
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Snapshots:

« Can only have a single Backup Set as the source; Transfer Backup Sets can have multiple
sources.

+ Transfer only active Snapshots; Transfer Backup Sets transfers all Snapshots.

» Provides different methods for selecting which Snapshots get transferred; Transfer Backup Sets
always transfers all Snapshots.

By default, transferring Snapshots matches files in the source to files already in the destination and
only copies the necessary files. Existing Snapshots and files on the destination remain untouched.

The Transfer Snapshots function does not have a preview feature. You must rely on selectors
instead of picking and choosing files by hand.

To transfer Snapshots between Backup Sets, you must have a separate tape or CD/DVD drive for
each Backup Set, even if both Backup Sets are on the same type of media. In the case of disk and
file Backup Sets the need for separate backup devices does not apply.

If you do not have separate drives for each Backup Set, you can first transfer Snapshots
temporarily to a disk Backup Set and then transfer the disk Backup Set Snapshots to the final
destination Backup Set.

Snapshot Transfer and Synthetic Fulls

The Snapshot transfer feature allows you to create what Retrospect calls a “synthetic full” backup.
Retrospect creates synthetic fulls when transferring Snapshots to:

* A new Backup Set

+ An existing Backup Set when the “Match source Catalog File to destination Catalog File” option
is turned off

Synthetic fulls allow you to quickly seed a new Backup Set with only the most recent Snapshots
(for example) from an existing Backup Set. This allows you to start a fresh cycle of backups without
losing the time-saving benefits of Progressive Backup. Subsequent backups to the new Backup Set
will copy only new and changed files.

After the transfer, the destination Backup Set contains the same data it would after a full backup.
You get a full backup without having to perform the more time-consuming process of executing a
actual full backup.

+ A synthetic full backup is the equivalent of a full backup done at the time of the most recent
Snapshots. It does not include files that are new or changed since the date and time of those
Snapshots, nor does it include older versions of files contained in non-current Snapshots.

Synthetic fulls are also useful for creating a Backup Set that contains all its files in one contiguous
session. This allows Retrospect to restore entire volumes more quickly, since it does not have to
search through multiple sessions to find all the required files.

To transfer Snapshots between Backup Sets, click Tools>Transfer Snapshots. The Backup Set
Snapshot Transfer summary window displays.
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The basic steps in transferring Snapshots are:
+ Selecting the Source Backup Set

+ Selecting Snapshots

+ Selecting the Destination Backup Set

+ Selecting the Files to Transfer

+ Setting Additional Options

+ Executing the Snapshot Transfer

+ Scripting the Snapshot Transfer
Selecting the Source Backup Set

In the Backup Set Snapshot Transfer summary window, click Sources to display the Transfer
Snapshots source selection.

In the source selection window’s top list, select the Backup Set containing the Snapshot(s) you
want to transfer. Click the More button if your desired Backup Set is not listed.

If you want to transfer Snapshots from more than one Backup Set at one time, use Transfer Backup
Sets instead, or create a Transfer Snapshots script. See Transfer Backup Sets and Scripted
Snapshot Transfer.

Retrospect displays a list of the selected Backup Set’s active Snapshots in the window’s bottom
list, along with the date and time of the Snapshot and the name of the backed up volume.

The list of Snapshots is only displayed if you select one of the following options: “Selected
Snapshots” or “The most recent Snapshot for each source selected”. Only Backup Sets with a date
next to them contain Snapshots.

By default, Retrospect saves the most recent Snapshot for each volume (or subvolume) that was
backed up in its Catalog File. These Snapshots are considered active. All Snapshots, including
older ones, are saved on the backup media (tape, disk, or CD/DVD). Following each successful
backup or archive operation, the old Snapshot is replaced in the Catalog File with the new one. The
old Snapshot remains untouched on the backup media and can be retrieved when needed.

A disk Backup Set with grooming enabled saves all the Snapshots required by its grooming policy
in the Catalog File. For example, if you told Retrospect to save the last 10 backups, then up to ten
Snapshots for each volume will be active. In addition, any Snapshots that have been manually
locked are also active.

If the Snapshot you want to transfer is not listed, click the Add Snapshot button to display a list of
all Snapshots in the Backup Set.

When you select a Snapshot and click Retrieve Retrospect obtains the older Snapshot from the
Backup Set media (which may require you to insert media) and adds it to the list in the Transfer
Snapshots source window. That Snapshot is now active.

The Retrieve button is disabled when you select a Snapshot that is already available.
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Selecting Snapshots

Once you select a source Backup Set, there are a number of ways to select which Snapshots to
transfer.

+ The most recent Snapshot for each source transfers the most recent Snapshot for each volume
(or subvolume) in the active Snapshots list.

« The most recent Snapshot for each source selected transfers the most recent Snapshot for each
volume (or subvolume) you select in the active Snapshots list. You could manually select the
most current Snapshot for each volume to achieve the same effect.

+ All active Snapshots for each source transfers all active Snapshots and associated files. To see
the list of active Snapshots and their sources, temporarily choose the “Selected Snapshots”
option. Make sure to choose “All active Snapshots for each source” again before clicking OK. To
make an older Snapshot active, click Add Snapshot.

+ Selected Snapshots transfers only those Snapshots (and associated files) that you select from
the active Snapshots list. Control-click or Shift-click to select multiple Snapshots. To make an
older Snapshot active, click Add Snapshot.

“The most recent Snapshot...” options are most useful for Transfer Snapshots scripts (since the list
of active Snapshots changes each time you back up), but also have some application for immediate
operations.

+ Transfer Snapshots only copies active Snapshots. To copy all Snapshots, use Transfer Backup
Sets. See Transfer Backup Sets for more information.

When you have made your selections, click OK.
Selecting the Destination Backup Set
In the Backup Set Snapshot Transfer summary window, click Destination.

Select the destination Backup Set and click OK. If you do not want to use any of the Backup Sets in
the list as the destination, click Create New to create a new Backup Set. See Creating Backup Sets
for more information.

Selecting the Files to Transfer

By default, Retrospect transfers all files from the selected Snapshots to the destination Backup Set.
To transfer a subset of all files, click Selecting in the Backup Set Snapshot Transfer summary
window.

Choose a selector from the list or click More Choices to create a custom selector. Selectors are a
kind of filter for selecting files and folders to be transferred. Selectors are explained in detail in
Using Selectors.

Click OK when done.
Setting Additional Options
Retrospect includes a number of execution options that are specific to Snapshot transfers.

Click Options in the Backup Set Snapshot Transfer summary window to change the default settings
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for the Media Verification, Data compression, Recycle source Backup Set, and other options.
See Transfer Execution Options for more information about these options.

Click the More Choices button to access additional execution options. See Execution Options for
more information.

Executing the Snapshot Transfer

If Retrospect has the information it needs, it says “Ready to Execute” at the top of the Backup Set
Snapshot Transfer summary window. If the information is incomplete, it says “Not Ready to
Execute” and you must change one or more parts of the information you gave it.

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this operation (or choose “Any Execution unit’). Make your
selection in the summary window’s combo box. See Assigning Execution Units for more
information.

When you are ready, click Transfer. Retrospect performs the transfer operation, displaying its
progress in the Activity Monitor window.

Retrospect may ask you to insert media.

When the execution is complete, click the History tab to see performance data for the transfer
operation. If any errors occurred you get more information by clicking the Errors button. To view the
Operations Log for this execution, click the Log button.

This log is described in Viewing the Operations Log.
Scripting the Snapshot Transfer

When a Backup Set Snapshot Transfer summary window is active, you can click the Schedule
button to save the transfer information and settings as a script. You can then use the script to
accomplish Snapshot Transfer operations.

See Automated Operations.

Controlling Immediate Operations

Retrospect gives you a number of ways to control an immediate operation while it’s in progress.
See Controlling Operations for more information.

You can use the “Stay in Retrospect” combo box in Retrospect’s toolbar to determine what
Retrospect does when it is finished executing an immediate operation. By default, Retrospect does
nothing, but if you want to start an immediate operation and then go home, you can choose to have
Retrospect quit when the execution is complete. Unless ProactiveAl Backup is running, or another
script is scheduled to run in the application’s look ahead time, Retrospect will quit (or shut down)
when done. See Schedule Preferences for more information on specifying the look ahead time.
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Chapter 7

Automated Operations

You learned how to set up and execute Retrospect’s immediate backup, duplicate, archive, restore,
and transfer operations in Immediate Operations. This chapter shows you how to automate the
process by using scripts, including Retrospect’s unique ProactiveAl Backup scripts.

Overview of Scripts

One of the advantages of Retrospect is its ability to automate repetitive tasks. By creating scripts,
you can automate all of the operations described in Immediate Operations, namely:

» Backing up

+ Duplicating/Replication
+ Archiving

+ Restoring

+ Transferring Backup Sets
+ Transferring Snapshots

In addition, ProactiveAl Backup allows you to create intelligent scripts that continually reprioritize
which computers get backed up next based on criteria you specify. You can also create Groom
scripts and Verification scripts to automate these Backup Set management tasks.

Scripts are an important part of developing a backup strategy. For more information on developing
an effective backup strategy, see Backup Strategies.

Automated operations include all of the same information as immediate operations: a source,
destination, file selection criteria, and other options. Scripts also include a scheduling component
that controls when these automated operations are executed.

Retrospect allows you to schedule scripts to run automatically and unattended so you can choose
operating times that are most convenient for you and for other users. Scheduling scripted backups
ensures data is backed up consistently—all you have to do is make sure the backup computer is
turned on and the proper media is in the backup device. When it is time for a script to execute,
Retrospect automatically launches and executes the operation. If there are no other scripts
scheduled to run in Retrospect’s look ahead time, and you selected “shut down when done” in the
Startup Preferences, Retrospect shuts down when the operation is complete.

Automated Operations covers creating scripts, scheduling scripts, executing scripts, and working
with ProactiveAl Backup Scripts. For information on managing and maintaining scripts, see
Maintaining Scripts.

Creating Scripts
There are two ways to create scripts in Retrospect:
+ Scheduling an Immediate Operation

+ Using the Manage Scripts Command
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Using these methods you can create any type of script, including backup, duplicate, archive,
restore, and transfer.

ProactiveAl Backup Scripts are discussed separately. See ProactiveAl Backup Scripts for more
information.

Scheduling an Immediate Operation

All the immediate operation summary windows (Backup, Duplicate, Archive, Restore, and Transfer)
include a Schedule button that allows you to create a script based on that operation.

For backup, duplicate, and restore operations, you must be in Advanced Mode to access the
Schedule button.

To Schedule an Immediate Operation:
1. Click the Schedule button from an immediate operation summary window.
2. Enter a name for the script and click OK.
3. Verify or modify the information in the script summary window.
4. Click the Schedule button and schedule the script as described in Scheduling Scripts.
5. When all the information in the script summary window is correct, click the Save icon

You can also create backup scripts from the immediate Backup Wizard and duplicate scripts from
the immediate Duplicate Wizard. See Backing Up in Wizard Mode and Duplicating in Wizard Mode
for more information.

Using the Manage Scripts Command

You can use the Manage Scripts command to create a new script or to modify the settings of an
existing script.

For more information on how to modify existing scripts, see Maintaining Scripts. For information on
creating new scripts, see the following sections:

+ Scripted Backup

+ Scripted Duplicate

+ Scripted Archive

+ Scripted Restore

+ Scripted Backup Set Transfer
+ Scripted Snapshot Transfer

+ Scripted Grooming

+ Scripted Verification

For information about Restore Database and Restore Mailbox scripts, see SQL Server Agent and
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Exchange Server Agent.

Scripted Backup

There are two ways to set up a scripted backup using the Manage Scripts command. You can use
Retrospect’s Backup Wizard, which walks you through the process of setting up a scripted backup,
or you can set up the backup on your own in Advanced Mode. Advanced Mode has options that
are unavailable in the Wizard. For more information see:

+ Creating a Backup Script in Wizard Mode
+ Switching from Wizard to Advanced Mode
+ Creating a Backup Script in Advanced Mode

+ Switching from Advanced to Wizard Mode

Creating a Backup Script in Wizard Mode

The Backup Wizard provides an easy way to set up and edit scripted backup operations. To start
the Backup Wizard, click Automate from the navigation bar, then click the Manage Scripts button.
The script editing window displays.

Click the New button to create a new script. The script selection window displays.

Select Backup from the list and click OK. In the script naming window, enter a name and click OK.
The Backup Wizard welcome screen displays.

If the Advanced Mode Backup Script summary screen displays, click Switch to Wizard Mode.
Welcome Screen

If this is the first time you are setting up a scripted backup, click Next to continue set up using the
Backup Wizard. To set up the backup in Advanced Mode, click Switch to Advanced Mode. See
Creating a Backup Script in Advanced Mode for more information.

If you have previously set up a scripted backup, the welcome screen displays your current settings.
See Editing the Backup Script Settings for more information.

Choosing What to Back Up
Click the option button that describes what you want to back up.

+ Documents and Settings, (only available for Retrospect Desktop) backs up the Documents and
Settings folder, which contains every users’ folders, including My Documents, Pictures, Music,
Favorites, and Desktop.

« My Computer, backs up the local computer.

+ My Computer and computers on my network, backs up the local computer and all logged in
Retrospect Client computers.

+ Only computers on my network, (not available for Retrospect Desktop) backs up all logged in
Retrospect Client computers.
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+ Let me choose, allows you to select the drives and folders you want to back up from the local
computer, logged in Retrospect Client computers, and network volumes.

Adding Retrospect Clients

If you chose to back up “My Computer and computers on my network” or “Only computers on my
network”, Retrospect will back up data from all Retrospect Client computers logged in at the time
of the backup.

To log in Retrospect Clients now, click Add Clients. For more information on installing, configuring,
and logging in clients, see Networked Clients.

Choosing Specific Drives or Folders

If you selected “Let me choose” in the “What do you want to back up?” screen, you can now select
one or more specific drives or folders to back up.

Click a drive or folder to select it. This deselects any other selected drive or folder. Press and hold
the Control key and click a drive or folder to select it without deselecting any current selections.
Press and hold the Shift key and click a drive or folder to select all drives and folders listed from the
current selection to the Shift-clicked selection.

You can select drives and folders from any of the containers listed in this screen: My Computer, My
Network Places, Backup Clients, and Source Groups. You can also select one or more of the
containers themselves to back up everything inside.

+ To add Retrospect Clients to the Backup Clients container, click Add Clients.
» To add network volumes to the My Network Places container, click Add Network Volumes.
« To display the folders on a drive, select the drive and click Show Folders.

See Containers for more information.
Choosing File Types to Back Up

Select the check box for each type of file you want to back up. If you select all the check boxes, all
files (except cache files) will be backed up.

Some of these options function differently with Windows, Mac OS, and Linux computers. The
descriptions below focus on how these options interact with Windows computers. To learn how
these options work with other operating systems, see Built-in Selectors.

+ Documents and Settings backs up files in the Documents and Settings folder, which contains
every user’s My Documents, Favorites, Application Data, and Desktop folders.

+ For Windows 9x systems, the “Documents and Settings” backs up the “Profiles” folder.

+ Operating System and Applications backs up system files, including the Windows folder and the
System State. Also backs up application files, including everything in the Program Files folder, as
well as files with known application extensions (like .exe and .dll) anywhere on the source.

+ If you choose not to back up “Operating System and Applications”, Retrospect modifies some of
its default execution options. Retrospect turns off both the “Back Up System State” and “Back
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up folder security information for workstations” options. See Windows System Options and
Windows Security Options for more information.

+ Pictures backs up all files in the My Documents\My Pictures folder for all users. It also backs up
files with common picture file extensions (.jpg, for example) anywhere on the source, except the
Windows and Program Files folders.

+ Music backs up all files in the My Documents\My Music folder for all users. It also backs up files
with common music file extensions (.wma and .mpg3, for example) anywhere on the source,
except the Windows and Program Files folders.

» Movies backs up all files in the My Documents\My Videos folder for all users. It also backs up
files with common movie file extensions (.mov, for example) anywhere on the source, except the
Windows and Program Files folders.

+ Office Documents backs up Microsoft Office Documents, Microsoft Outlook data, and Adobe
PDF files anywhere on the source, except the Windows and Program Files folders.

+ All Other Files, backs up all files not selected by the other options.

+ The Documents and Settings and Operating System and Applications options are not available if
you are backing up a folder.

Choosing the Backup Destination Device

You can store your backup on any device supported by Retrospect, including tape drives, CD/DVD
drives, and hard drives. Select one of the following options:

+ Tape, CD, DVD
» Hard drives on the local computer or on the network

For Tape/CD/DVD, Retrospect displays the available devices. Select the device to which you want
to back up and click Next.

For hard drives, Retrospect displays local hard drives and any network volumes listed in the My
Network Places container.

To add a network volume, double-click My Network Places, then navigate to the volume you want
to add, select it, and click the Add button. If the volume requires it, enter a login and password and
click OK.

If you set up Retrospect to log in as a user with privileges to the network volume, you will not be
prompted to log in again. See Security Preferences for more information.

To specify a folder on a local drive or network volume, select it, then click the Browse button.
Navigate to the folder you want to back up to and click OK.

Choosing Whether to Create a Schedule
You can either create a script with a schedule or without a schedule.

If you choose not to create a schedule, you can still run the script manually at any time. See Manual
Script Execution for more information. You can also add a schedule to the script later.
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Make a selection and click Next.

If you are editing a script that already has a schedule, an additional option, “Keep the existing
schedule”, is also available.

Choosing When to Back Up

Select the check box for each day you want the backup script to run and specify a time for the
script to start.

Although Retrospect can back up computers while they are in use, it is a good idea to run scripts
after normal business hours when computers tend to be less busy.

Specifying One or Multiple Backup Sets

Choose whether you always want to back up to one Backup Set, or want to use multiple Backup
Sets.

Backing up to multiple Backup Sets increases the level of protection. Since each set contains a
complete backup of your data, you have a built-in safety net in case of media failure. In addition,
with multiple Backup Sets, you can move the media for a Backup Set that is not currently in use to
an offsite location for protection against theft, fire, or other disasters.

If you chose to back up on only one day of the week, this screens lets you choose to back up to
one Backup Set or two Backup Sets (alternating between Backup Sets each week).

Choosing the Number of Backup Sets

If you chose to back up to multiple Backup Sets, you can now specify how many Backup Sets you
want to use and how often you want to alternate between backing up to each of them.

The first option alternates between Backup Sets on each day you chose to back up. For example, if
you chose to back up every day of the week, Retrospect gives you the option to back up to seven
Backup Sets. In this case, Retrospect backs up to a different Backup Set each day of the week. If
you choose to back up Monday, Wednesday, and Friday, Retrospect gives you the option to back
up to three Backup Sets and uses a different one every Monday, Wednesday, and Friday.

The second option always uses two Backup Sets and alternates between them each week. For
example, if you choose to back up every day of the week, Retrospect backs up to one Backup Set
every day in the first week, then backs up to the other Backup Set every day in the next week. If
you select this option, use the list box to specify the day of the week on which you want to switch
between Backup Sets.

Naming the Backup Set(s)
This screen varies based on the number of Backup Sets you specified.

Enter as many Backup Set names as required, or use the default names provided by Retrospect. If
you have already created any Backup Sets, you can select the “Use Existing” check box and
choose a Backup Set from the list box.

+ If you are using multiple Backup Sets, it is especially important to give them meaningful names.
You will not be able to rename the Backup Sets later.
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The “Use Existing” check box only appears if you have existing Backup Sets.
Setting the Compression Option
Click the “Yes” option button to turn on software data compression for this backup script.

Data compression saves space in the Backup Set by compressing files before copying them into
the Backup Set. Files are automatically decompressed back to their original state when restored.

The amount of compression savings you can expect depends on the types of files you are
compressing. Text files compress substantially; application and system files do not.

Backups (and restores) from Backup Sets using data compression are slower than those that do
not.

When copying to a tape device that has built-in hardware data compression, Retrospect
automatically turns off software compression and always uses hardware compression for best
performance.

Setting Backup Set Security Options

This screen allows you to specify a password to restrict access to the Backup Set(s). You can also
choose to encrypt the Backup Set data to provide additional security.

Using encryption increases backup time.
Choose an option from the Backup Set Security list box.

* None: provides no password protection for the Backup Set(s) and does not encrypt the Backup
Set data.

« Password only: provides password protection for the Backup Set(s). Stored data is not
encrypted.

» SimpleCrypt: provides password protection and encrypts Backup Set data using Retrospect’s
proprietary encryption format.

+ DES: provides password protection and encrypts Backup Set data using the Data Encryption
Standard.

+ AES-128: provides password protection and encrypts Backup Set data using the Advanced
Encryption Standard (128 bit).

« AES-256: provides password protection and encrypts Backup Set data using the Advanced
Encryption Standard (256 bit). AES-256 provides the best combination of security and
performance.

+ Once a Backup Set is password-protected or encrypted, you cannot change these settings. In
addition, if you forget your password, you will not be able access the Backup Set.

If you set a password and want Retrospect to remember it under certain circumstances, select an
option from the remember password list box.

+ Remember password for any access: saves the password for use with all immediate and
automated operations.
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+ Remember password for scripted access (default): saves the password for use with automated
operations only. For example, if the Backup Set is the destination for an overnight backup script,
Retrospect will not require the password to be entered manually.

+ Do not remember password for any access: requires you to enter the password to access the
Backup Set in any way. For example, you cannot back up to it or view its properties without
entering the password. After you enter the password once, you do not have to enter it again until
you quit and restart Retrospect.

* You can change the remember password setting at a later time by modifying the Backup Set’s
properties. See Configuring Backup Sets for more information.

Recycling Options for Tape Drive Backups

If you are backing up to tape Backup Sets, you can tell Retrospect to “recycle” the destination
Backup Sets before backing up to them. Recycling enables you to reuse the tapes in a Backup Set,
however all data on those tapes is lost.

Before recycling tape Backup Sets make sure the data on its tapes exists elsewhere or that you can
really afford to lose the data.

* No, | want to keep my existing backup data: Choose this option to preserve all existing backup
data in the tape Backup Sets. Retrospect backs up only new and changed files since the last
backup to each Backup Set. If the a tape member fills up, Retrospect asks for a new tape.

* Yes, OK to overwrite: Choose this option to recycle the tape Backup Sets before backing up.
When Retrospect performs a recycle backup, it clears the Backup Sets’ Catalog File contents (if
any), so it appears that no files are backed up. Then it looks for the first tape member in the
Backup Set and erases it if it is available. If the first member is not available, Retrospect uses any
available new or erased tape. All selected files are backed up.

+ In Advanced Mode, you can recycle tape Backup Sets by setting the backup action for each
scheduler to Recycle. See Creating a Script Scheduler for more information.

Grooming Options for Hard Drive Backups

These options are only available when backing up to hard drives. The selection you make tells
Retrospect what to do when the hard drive to which you are backing up becomes full (or uses all
the disk space you allotted).

+ Ask for a new disk: When the backup drive fills up, Retrospect asks for another hard drive on
which to store additional backups. All of your backups on the original hard drive are preserved.

+ Keep only the last n backups: Specify the number of backups you want to preserve when the
backup drive fills up. Retrospect then automatically “grooms” (i.e., deletes) all the other, older
backups on the hard drive to make room for new data.

+ Keep according to Retrospect’s defined policy: When the backup drive fills up, Retrospect uses
its own grooming policy to delete old backups. At a minimum, Retrospect’s policy retains two
backups for each source. Retrospect keeps the last backup of the day for each source from the
two most recent days on which each source was backed up. If the disk has enough space
available, Retrospect keeps a backup of each source for every day in the last week, a backup for
each week in the last month, and a backup for each previous month.
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Reviewing the Backup Script Settings

The Backup Summary screen displays the backup script settings you specified in the wizard.
+ Source lists the drives/folders to back up

+ Selecting lists the file types to back up

+ Destination lists the names of the Backup Sets to which data will be copied

+ Schedule lists the days and time when the backup script will run

+ Some options specified in the wizard are not listed in the summary screen (e.g., compression),
but they are implemented during backup.

To change any of the backup script settings, click Back.

To save the script settings, click Finish. If you want to save the script settings and run the script
immediately, select the Backup now check box and click Finish.

If you select Backup now and the script includes multiple destination Backup Sets, use the drop-
down menu to specify which one to use.

Editing the Backup Script Settings

To edit a backup script, choose Automate>Manage Scripts from the navigation bar. In the Scripts
window, select the script you want to edit and click Edit.

If the Advanced Mode Backup Summary screen displays, click Switch to Wizard Mode.

To edit the settings, select “Let me change these settings” and click Next. Editing the settings in
Wizard Mode is much the same as creating them the first time. See Creating a Backup Script in
Wizard Mode for more information.

To back up now using the script settings, select “Backup now with these settings”, then click Start
Now.

If the script includes multiple destination Backup Sets, use the drop-down menu to specify which
one to use.

To edit the settings in Advanced Mode, click “Switch to Advanced Mode”. See Switching from
Wizard to Advanced Mode for more information.

Switching from Wizard to Advanced Mode

To access to advanced options that are not available in Wizard Mode, click “Switch to Advanced
Mode” from the Welcome screen.

If you have not previously set up a backup script, you can proceed as described in Creating a
Backup Script in Advanced Mode.

If you have previously set up a backup script, Retrospect remembers your settings and displays
them in the Advanced Mode summary window.

+ All of the Wizard Mode options are available in Advanced Mode. If you switch from Wizard to
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Advanced Mode, those options are mapped directly to equivalent options.

Creating a Backup Script in Advanced Mode

Creating a backup script in Advanced Mode provides access to some powerful Retrospect options
that are not available in Wizard Mode. In Advanced Mode you can:

+ Access more built-in selectors
+ Create and apply custom selectors
« Create multiple custom schedules that include different backup actions
+ Set many additional options not available in Wizard Mode
This section takes you through the steps of defining a backup script:
+ Creating a Backup Script
+ Setting the Backup Source
+ Setting the Backup Destination
+ Selecting Files to Back Up
+ Setting Backup Execution Options
+ Setting the Execution Unit
+ Editing the Backup Script Settings
The steps for scheduling and saving are the same for all scripts:
+ Scheduling Scripts
+ Saving Scripts
Creating a Backup Script
1. From the navigation bar, click Automate, then click the Manage Scripts button.
The script editing window displays.
2. Click the New button to create a new script.
The script selection window displays.
3. Select Backup from the list and click OK.
The script naming window displays.
4. Enter a name and click OK.
The script appears in its own window.

+ If the Retrospect Backup Wizard displays, click Switch to Advanced Mode.
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+ This script window is very similar to the immediate backup summary window, with
information for the source volumes, destination Backup Sets, file selection criteria, and options.
Since this is a script, it also includes schedule information.

5. To change information, click the appropriate button.

Sources lets you add or remove source volumes.

Destinations lets you choose one or more destination Backup Sets.

Selecting lets you choose a selector—a kind of filter for selecting files and folders to be backed up.

Options displays the options window in which you can toggle verification and data compression.

Schedule lets you set the script to run at a specific time or at regular intervals.

Setting the Backup Source

The first step in defining a script is setting the source.

1.

Click the Sources button.

The Source Selection window displays.

. Select a source volume (or volumes), then click OK.

Click Add to select additional sources, or select a source and click Remove to remove it from
the list. When the list of sources is complete, click OK.

If there are multiple sources, they are backed up in the order listed. Click and drag to rearrange
the list order.

Setting the Backup Destination

After specifying the source(s) to back up, you must specify the destination Backup Set(s) for the
data.

1.

Click the Destinations button.

If there are no Backup Sets defined, the Backup Set Creation Wizard launches. Create a new
Backup Set, as described in Creating Backup Sets. The new Backup Set appears in the
Backup Set Selection window.

If there are Backup Sets defined, the Backup Set Selection window displays.
+ You can click More or Create New to access additional Backup Sets or create new ones.
Select one or more Backup Sets, then click OK.

Click Add to select additional destinations, or select a Backup Set and click Remove to remove
it from the list. When the list of destinations is complete, click OK.

Selecting Files to Back Up

By default, Retrospect selects all files except cache files on the source(s). You can choose a
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different pre-defined selector or create a custom selector to select a subset of files.
1. Click the Selecting button.
2. Click a selector, then click OK.

You can also click More Choices to use Retrospect’s file selection criteria to create a custom
selector. Selectors are explained in detail in Using Selectors.

3. Selectors are used to determine which files are considered for backup, not which files actually
get copied. For example, if you choose All Files, Retrospect compares all the source files with
the files already in the destination Backup Set, then copies only those files that are new or
changed.

Setting Backup Execution Options

Click the Options button to display the options window in which you can toggle verification, data
compression, and other options which are explained in detail in Execution Options.

Setting the Execution Unit

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this operation (or choose “Any Execution unit’). Make your
selection in the summary window’s list box. See Assigning Execution Units for more information.

Editing the Backup Script Settings

To edit a backup script, choose Automate>Manage Scripts from the navigation bar. In the Scripts
window, select the script you want to edit and click Edit.

If Retrospect displays the script settings in Wizard Mode, click Switch to Advanced Mode to display
the settings in Advanced Mode.

To edit the settings, click the buttons to change the sources, destinations, file selection criteria,
options, and schedule. Editing the settings in Advanced Mode is the same as creating them the first
time. See Creating a Backup Script in Advanced Mode for more information.

To edit the settings in Wizard Mode, click “Switch to Wizard Mode”. See Switching from Advanced
to Wizard Mode for more information.

Switching from Advanced to Wizard Mode

In general, Retrospect, Inc. recommends editing backup scripts in the same mode you created
them. Of course, you can switch between the modes and if you do, it’s important to know how
Retrospect handles advanced options that are not available in Wizard Mode.

To return to Wizard Mode at any time, click “Switch to Wizard Mode” from the Advanced Mode
summary window.

If you have made any changes to your backup script settings, Retrospect asks if you want to save
those changes before switching modes.

If you have not made any changes, Retrospect displays the Wizard Mode Welcome screen with a
summary of the current settings.
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Since Advanced Mode includes options not available in Wizard Mode, Retrospect must either keep
those settings, or discard them. There are a few important options to consider:

+ Selectors

+ Execution Options
+ Backup Sets

+ Schedules

* Execution Unit
Selectors

Advanced Mode includes a number of built-in selectors that are not available in Wizard Mode. In
addition, you can create and use custom selectors in Advanced Mode.

If you choose a selector that is not available in Wizard Mode, then click “Switch to Wizard Mode”,
Retrospect keeps the advanced selector and applies it when the backup script runs.

In these situations, the Wizard Mode Welcome screen displays (Created in Advanced Mode) in the
Selecting field.

In addition, if you edit your backup settings, a new option appears in the “What type of files do you
want to back up?” screen.

+ Choose “Keep my advanced mode selection” to keep your advanced selector.

+ Choose “Select the following” and select a new option to discard the advanced selector and use
a new one.

Execution Options
Advanced Mode includes many execution options that are not available in Wizard Mode.

The compression execution option is available in both Wizard and Advanced Mode. If you change
the option in one mode, it will be reflected in the other.

If you choose an execution option that is not available in Wizard Mode, then click “Switch to Wizard
Mode”, Retrospect keeps the advanced execution option and applies it when the backup script
runs.

The Wizard Mode Welcome screen does not indicate whether the backup script includes advanced
execution options or not. The only way to check is to switch to Advanced Mode and review the
Options settings.

Backup Sets

In Advanced Mode, you can choose a file Backup Set as a destination. File Backup Sets are not
available from Wizard Mode.

File Backup Sets are most useful for backing up a single file, otherwise, disk Backup Sets offer
many more benefits.
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If you choose a file Backup Set as a destination, then click “Switch to Wizard Mode”, Retrospect
discards the entire destination selection.

In these situations, the Wizard Mode Welcome screen displays (No destination selected) in the
Destination field.

If you click Next, the wizard discards the destination and forces you to select a new one. Click
“Switch to Advanced Mode” to continue using a file Backup Set as the destination.

Advanced Mode also allows you to select destination Backup Sets of different types. For example,
the destination could be a tape Backup Set and a CD/DVD Backup Set. In Wizard Mode, all
destination Backup Sets must be of the same type.

If you choose Backup Sets of different types as the destination, then click “Switch to Wizard
Mode”, Retrospect discards all the destination backup Sets except the first one.

Schedules

Advanced mode includes scheduling options that are not available in Wizard mode. For example,
you can create different types of schedules, create multiple schedules for a single script, and
specify a backup action for a schedule. See Scheduling Scripts for more information.

If you specify scheduling options that are not available in Wizard Mode, then click “Switch to
Wizard Mode”, Retrospect keeps the advanced schedule.

In these situations, the Wizard Mode Welcome screen displays (Created in Advanced Mode) in the
Schedule field and includes a message saying the schedule cannot be edited in Wizard Mode.

In addition, if you edit your backup settings, a new option appears in the “When do you want to
back up?” screen.

+ Choose “Keep the existing schedule” to keep your advanced schedule.
+ Choose “No schedule” to discard the advanced schedule set up an unscheduled script.

+ Choose “Change the current schedule” to discard the advanced schedule and set up a new one.

Execution Unit

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for a backup script in Advanced Mode only.

If you choose a specific execution unit (not “Any Execution unit”), then click “Switch to Wizard
Mode”, Retrospect keeps the execution unit information and uses the specific execution unit when
the backup script runs.

The Wizard Mode Welcome screen does not indicate whether the script specifies an execution unit
or not. The only way to check is to switch to Advanced Mode and review the settings.

Scripted Duplicate (Replications)
Duplicate scripts are great for unattended copying of hard disks, folders, or files from one volume

to another. For example, you could use a duplicate script to automatically copy a local folder to a
shared file server at the end of every week.
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There are two ways to set up a scripted duplicate using the Manage Scripts command. You can

use Retrospect’s Duplicate Wizard, which walks you through the process of setting up a scripted
duplicate, or you can set up the duplicate on your own in Advanced Mode. Advanced Mode has

options that are unavailable in the Wizard. For more information see:

+ Creating a Duplicate Script in Wizard Mode
+ Switching from Wizard to Advanced Mode
+ Creating a Duplicate Script in Advanced Mode

+ Switching from Advanced to Wizard Mode

Creating a Duplicate Script in Wizard Mode

The Duplicate Wizard provides an easy way to set up and edit scripted duplicate operations. To
start the Duplicate Wizard, click Automate from the navigation bar, then click the Manage Scripts
button. The script editing window displays.

Click the New button to create a new script. The script selection window displays.

Select Duplicate from the list and click OK. In the script naming window, enter a name and click
OK. The Duplicate Wizard welcome screen displays.

If the Advanced Mode Duplicate Script summary screen displays, click Switch to Wizard Mode.
Welcome Screen

If this is the first time you are setting up a scripted duplicate, click Next to continue set up using the
Duplicate Wizard. To set up the duplicate in Advanced Mode, click Switch to Advanced Mode. See
Creating a Duplicate Script in Advanced Mode for more information.

If you have previously set up a scripted duplicate, the welcome screen displays your current
settings. See Editing the Duplicate Script Settings for more information.

Choosing What to Duplicate/Replicate
Select a specific drive or folder to duplicate.
Click a drive or folder to select it. This deselects any other selected drive or folder.

You can select a drive or folder from any of the containers listed in this screen: My Computer, My
Network Places, or Backup Clients.

+ To add Retrospect Clients to the Backup Clients container, click Add Clients.

» To add network volumes to the My Network Places container, click Add Network Volumes.
- To display the folders on a drive, select the drive and click Show Folders.

See Containers for more information.

Choosing File Types to Duplicate

Select the check box for each type of file you want to duplicate. If you select all the check boxes, all
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files (except cache files) will be duplicated.

Some of these options function differently with Windows, Mac OS, and Linux computers. The
descriptions below focus on how these options interact with Windows computers. To learn how
these options work with other operating systems, see Built-in Selectors.

+ Documents and Settings duplicates files in the Documents and Settings folder, which contains
every user’s My Documents, Favorites, Application Data, and Desktop folders.

+ For Windows 9x systems, the “Documents and Settings” duplicates the “Profiles” folder.

+ Operating System and Applications duplicates system files, including the Windows folder and the
System State. Also duplicates application files, including everything in the Program Files folder,
as well as files with known application extensions (like .exe and .dll) anywhere on the source.

+ If you choose not to duplicate “Operating System and Applications”, Retrospect modifies some
of its default execution options. Retrospect turns off both the “Duplicate System State” and
“Duplicate folder security information for workstations” options. See Windows System Options
and Windows Security Options for more information.

+ Pictures duplicates all files in the My Documents\My Pictures folder for all users. It also
duplicates files with common picture file extensions (.jpg, for example) anywhere on the source,
except the Windows and Program Files folders.

* Music duplicates all files in the My Documents\My Music folder for all users. It also duplicates
files with common music file extensions (wma and .mp3, for example) anywhere on the source,
except the Windows and Program Files folders.

+ Movies duplicates all files in the My Documents\My Videos folder for all users. It also duplicates
files with common movie file extensions (.mov, for example) anywhere on the source, except the
Windows and Program Files folders.

+ Office Documents duplicates Microsoft Office Documents, Microsoft Outlook data, and Adobe
PDF files anywhere on the source, except the Windows and Program Files folders.

+ All Other Files, duplicates all files not selected by the other options.

+ The Documents and Settings and Operating System and Applications options are not available if
you are duplicating a folder.

Choosing the Destination
Select a drive or folder to which you want files duplicated.

+ The destination cannot be the same drive or folder from which files are being duplicated. You can
duplicate to different folders on the same drive or folders with the same names on different
drives.

The Add Clients, Add Network Volumes, and Show Folders buttons on this screen function the
same way as in the “What do you want to duplicate?” screen. See Choosing What to Duplicate.

When you click Next, Retrospect displays a dialog warning that the destination folder or drive will
be completely replaced with the files you selected to duplicate.
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Make sure that the destination does not contain any important files before duplicating. Any files
already on the destination will be lost and replaced with the files you selected to duplicate. To be
safe, create a new folder on the destination drive and duplicate to it.

Click Replace to dismiss the warning and continue setting up the duplicate script.

Choosing Whether to Create A Schedule
You can either create a script with a schedule or without a schedule.

If you choose not to create a schedule, you can still run the script manually at any time. See Manual
Script Execution for more information. You can also add a schedule to the script later.

Make a selection and click Next.

If you are editing a script that already has a schedule, an additional option, “Keep the existing
schedule”, is also available.

Choosing When to Duplicate

Select the check box for each day you want the duplicate script to run and specify a time for the
script to start.

Although Retrospect can duplicate computers while they are in use, it is a good idea to run scripts
after normal business hours when computers tend to be less busy.

Reviewing the Duplicate Settings

The Duplicate Summary screen displays the duplicate script settings you specified in the wizard.
+ Source lists the drive or folder to duplicate

+ Selecting lists the file types to duplicate

+ Destination lists the name of the drive or folder to which data will be copied

+ Schedule lists the days and time when the duplicate script will run

To change any of the duplicate script settings, click Back.

To save the script settings, click Finish. If you want to save the script settings and run the script
immediately, select the Duplicate now check box and click Finish.

Duplicating can delete files on the destination. Any files already on the destination will be lost and
replaced with the files you selected to duplicate. Make sure the destination does not contain
important files before duplicating.

Editing the Duplicate Script Settings

To edit a duplicate script, choose Automate>Manage Scripts from the navigation bar. In the Scripts
window, select the script you want to edit and click Edit.

If Retrospect displays the script settings in Advanced Mode, click Switch to Wizard Mode to display
the settings in Wizard Mode.
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To edit the settings, select “Let me change these settings” and click Next. Editing the settings in
Wizard Mode is much the same as creating them the first time. See Creating a Duplicate Script in
Wizard Mode for more information.

To duplicate now using the script settings, select “Duplicate now with these settings”, then click
Start Now.

To edit the settings in Advanced Mode, click “Switch to Advanced Mode”. See Switching from
Wizard to Advanced Mode for more information.

Switching from Wizard to Advanced Mode

To access advanced options that are not available in Wizard Mode, click “Switch to Advanced
Mode” from the Welcome screen.

If you have not previously set up a duplicate script, you can proceed as described in Creating a
Duplicate Script in Advanced Mode.

If you have previously set up a duplicate script, Retrospect remembers your settings and displays
them in the Advanced Mode summary window.

+ All of the Wizard Mode options are available in Advanced Mode. If you switch from Wizard to
Advanced Mode, those options are mapped directly to equivalent options.

Creating a Duplicate Script in Advanced Mode

Creating a duplicate script in Advanced Mode provides access to some powerful Retrospect
options that are not available in Wizard Mode. In Advanced Mode you can:

* Access more built-in selectors

» Create and apply custom selectors

« Choose a duplicate method

+ Create multiple custom schedules

+ Set many additional options not available in Wizard Mode
This section takes you through the steps of defining a duplicate script:
+ Creating a Duplicate Script

+ Setting the Duplicate Source

+ Setting the Duplicate Destination

+ Selecting Files to Duplicate

+ Setting Duplicate Execution Options

+ Setting the Execution Unit

+ Editing the Duplicate Script Settings
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The steps for scheduling and saving are the same for all scripts:
+ Scheduling Scripts
+ Saving Scripts
Creating a Duplicate Script
1. From the navigation bar, click Automate then click the Manage Scripts button.
The script editing window displays.
2. Click the New button to create a new script.
The script selection window displays.
3. Select Duplicate from the list and click OK.
The script naming window displays.
4. Enter a name and click New.
The script appears in its own window.
+ If the Retrospect Duplicate Wizard displays, click Switch to Advanced Mode.

+ This script window is very similar to the immediate duplicate summary window, with
information for the source volume, destination volume, file selection criteria, and options. Since
this is a script, it also includes schedule information.

5. To change information, click the appropriate button.

Source lets you select a source volume.

Destination lets you select a destination volume.

Selecting lets you choose a selector, a kind of filter for selecting files and folders to be backed up.

Options displays the options window in which you can toggle verification, data compression, and
other options.

Schedule lets you set the script to run at a specific time or at regular intervals.
Setting the Duplicate Source
Because this is a new script, Retrospect says “No volume selected” for the source.
1. Click the Source button.
The Source Selection window displays.
2. Select the source volume and click OK.

For details on using the volume selection window, see Working with Volumes.
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Setting the Duplicate Destination

For duplicate operations, the destination is not a Backup Set, but a volume (other than the source
volume).

1. Click the Destination button.
The volume selection window displays.
2. Select the destination volume to which you want the files copied.

3. Make a selection from the list box to specify a duplicate method (i.e., what happens to the
existing contents of the destination drive).

Replace Entire Volume replaces the entire contents of the destination volume with the selected
files and folders from the source volume. Identical files already present on the destination are
not duplicated. This is the default option.

Replace Corresponding Files copies the selected files and folders to the destination volume.
When Retrospect finds a file that exists on both the source and destination, the destination file
is always overwritten. Retrospect leaves files untouched if they are identical to files marked for
duplication or if the file names and locations do not match those marked.

Replace if Source is Newer copies the selected files and folders to the destination volume.
When Retrospect finds a file that exists on both the source and destination, the destination file
is overwritten only if the source file is newer. Retrospect leaves files untouched if they are
identical to files marked for duplication or if the file names and locations do not match those
marked.

Duplicate Missing Files Only, copies only the selected files and folders that don’t already exist
on the destination volume. Other files and folders on the destination are left untouched.

4. Duplicate operations can replace or delete files on the destination volume Make sure you are
not overwriting or deleting important files before continuing.

5. Click OK to accept your destination choices.
Selecting Files to Duplicate

By default, Retrospect selects all files except cache files on the source. You can choose a different
pre-defined selector or create a custom selector to select a subset of files.

1. Click the Selecting button.
2. Click a selector, then click OK.

You can also click More Choices to use Retrospect’s file selection criteria to create a custom
selector. Selectors are explained in detail in Using Selectors.

3. Selectors are used to determine which files are considered for duplication, not which files
actually get copied. For example, if you choose All Files, Retrospect compares all the files on
the source volume with the files already on the destination volume. Matching files are not
copied from the source volume to the destination volume.
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Setting Duplicate Execution Options

Click the Options button to display the options window in which you can set the verification, update
backup report, and other options which are explained in detail in Execution Options. One such
option is to move—rather than just copy —files from the source to the destination.

Setting the Execution Unit

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this operation (or choose “Any Execution unit’). Make your
selection in the summary window’s list box. See Assigning Execution Units for more information.

Editing the Duplicate Script Settings

To edit a duplicate script, choose Automate>Manage Scripts from the navigation bar. In the Scripts
window, select the script you want to edit and click Edit.

If Retrospect displays the script settings in Wizard Mode, click Switch to Advanced Mode to display
the settings in Advanced Mode.

To edit the settings, click the buttons to change the source, destination, file selection criteria,
options, and schedule. Editing the settings in Advanced Mode is the same as creating them the first
time. See Creating a Duplicate Script in Advanced Mode for more information.

To edit the settings in Wizard Mode, click “Switch to Wizard Mode”. See Switching from Advanced
to Wizard Mode for more information.

Switching from Advanced to Wizard Mode

In general, Retrospect, Inc. recommends editing duplicate scripts in the same mode you created
them. Of course, you can switch between the modes and if you do, it’s important to know how
Retrospect handles advanced options that are not available in Wizard Mode.

To return to Wizard Mode at any time, click “Switch to Wizard Mode” from the Advanced Mode
summary window.

If you have made any changes to your duplicate script, Retrospect asks if you want to save those
changes before switching modes.

If you have not made any changes, Retrospect displays the Wizard Mode Welcome screen with a
summary of the current duplicate script settings.

Since Advanced Mode includes options not available in Wizard Mode, Retrospect must either keep
those settings, or discard them. There are a few important options to consider:

* Duplicate Method
+ Selectors

» Execution Options
+ Schedules

+ Execution Unit
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Duplicate Method

When choosing the destination in Advanced Mode, Retrospect lets you specify the method by
which files are copied. You can choose:

* Replace Entire Volume

* Replace Corresponding Files
* Replace if Source is Newer

+ Duplicate Missing Files Only

You cannot specify a duplicate method in Wizard Mode; it always uses the Replace Entire Volume
method.

For more information on the difference between the duplicate methods, see Setting the Duplicate
Destination.

Selectors

Advanced Mode includes a number of built-in selectors that are not available in Wizard Mode. In
addition, you can create and use custom selectors in Advanced Mode.

If you choose a selector that is not available in Wizard Mode, then click “Switch to Wizard Mode”,
Retrospect keeps the advanced selector and applies it when you run the duplicate.

In these situations, the Wizard Mode Welcome screen displays (Created in Advanced Mode) in the
Selecting field.

In addition, if you edit your duplicate settings, a new option appears in the “What types of files do
you want to duplicate?” screen.

+ Choose “Keep my advanced mode selection” to keep your advanced selector.

+ Choose “Select the following” and select a new option to discard the advanced selector and use
a new one.

Execution Options

Advanced Mode includes many execution options that are not available in Wizard Mode, such as
verification.

If you choose an execution option that is not available in Wizard Mode, then click “Switch to Wizard
Mode”, Retrospect keeps the advanced execution option and applies it when you run the duplicate.

The Wizard Mode Welcome screen does not indicate whether the duplicate includes advanced
execution options or not. The only way to check is to switch to Advanced Mode and review the
Options settings.

Schedules

Advanced mode includes scheduling options that are not available in Wizard mode. For example,
you can create different types of schedules and create multiple schedules for a single script. See
Scheduling Scripts for more information.
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If you specify scheduling options that are not available in Wizard Mode, then click “Switch to
Wizard Mode”, Retrospect keeps the advanced schedule.

In these situations, the Wizard Mode Welcome screen displays (Created in Advanced Mode) in the
Schedule field and includes a message saying the schedule cannot be edited in Wizard Mode.

In addition, if you edit your duplicate script settings, a new option appears in the “When do you
want to run the duplicate?” screen.

+ Choose “Keep the existing schedule” to keep your advanced schedule.
+ Choose “No schedule” to discard the advanced schedule set up an unscheduled script.

+ Choose “Change the current schedule” to discard the advanced schedule and set up a new one.

Execution Unit

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for a duplicate script in Advanced Mode only.

If you choose a specific execution unit (not “Any Execution unit”), then click “Switch to Wizard
Mode”, Retrospect keeps the execution unit information and uses the specific execution unit when
the duplicate script runs.

The Wizard Mode Welcome screen does not indicate whether the duplicate script specifies an
execution unit or not. The only way to check is to switch to Advanced Mode and review the
settings.

Scripted Archive

Archiving allows you to remove seldom-used files from a hard disk while maintaining a copy of
those files on your storage media.

The process of creating and using an archive script is almost identical to that of a backup script.
See Creating a Backup Script in Advanced Mode, for more information.

This section explains the differences between an archive script and a backup script.

An archive script is just like a backup script, with three main differences:

+ Backup scripts support multiple destination Backup Sets, while archive scripts support a single
destination Backup Set.

+ Archive scripts have an additional option not available for backup scripts. For archive scripts, you
can choose to move—rather than just copy—files from the source to the destination. See
Archiving Execution Options for details on the Move Files option.

+ Archive scripts, by default, copy (or move) all selected files from the source to the destination.
Backup scripts, by default, copy only those files which are not already present on the destination
or have been modified since the last time they were copied.

+ In both cases, the default can be modified by changing the matching options. See Matching
Execution Options for more information.
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Be sure to read Archiving Tips for other important information about archiving.

Scripted Restore

Usually, you don’t know in advance when you’re going to need to restore files, but there are some
situations in which restore scripts are useful. You might want to create a restore script for use in a
student computer lab environment, for example, in which the hard disks are restored from a
common source every night.

The steps to define a restore script are:

+ Creating a Restore Script

Setting the Restore Source
Setting the Restore Destination
Selecting Files to Restore

Setting Restore Execution Options

Setting the Execution Unit

The steps for scheduling and saving are the same for all scripts:

+ Scheduling Scripts

+ Saving Scripts

Creating a Restore Script

1.

5.

From the navigation bar, click Automate then click the Manage Scripts button.

The script editing window displays.

. Click the New button to create a new script.

The script selection window displays.
Select Restore from the list and click OK.
The script naming window displays.
Enter a name and click New.

The script appears in its own window.

+ This script window is very similar to the immediate restore summary window, with

information for the source Backup Set, destination volume, file selection criteria, and options.

Since this is a script, it also includes schedule information

To change information, click the appropriate button.

Source lets you specify a Backup Set and associated Snapshot from which to restore.
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Destination lets you choose the destination volume.
Selecting lets you choose a selector—a kind of filter for selecting files and folders to be restored.

Options Lets you specify various options. For example, you can have Retrospect update the Date
Modified information for all restored files to the current date and time.

Schedule lets you set the script to run at a specific time or at regular intervals.

Setting the Restore Source

Because this is a new script, Retrospect says “No Backup Set selected” in the script summary
window.

1. Click the Source button to display a window listing Backup Sets and their Snapshots.

2. In the top-half of the window, select the Backup Set containing the Snapshot from which you
want to restore.

3. If the Backup Set you are looking for is not listed, click the More button to access additional
Backup Sets by opening or recreating their Catalog Files.

4. In the bottom-half of the window, select the Snapshot.
The date and time of each Snapshot is listed.

5. If the Snapshot you are looking for is not listed, click the Add Snapshot button to retrieve
additional Snapshots from the storage media.

6. Click OK to continue.

The Backup Set and Snapshot date, time, and volume name are listed in the script window.

Setting the Restore Destination
Because this is a new script, Retrospect says “No volume selected” in the script window.
1. Click the Destination button.
The volume selection window displays.
2. Select the destination volume to which you want the files restored.
3. Make a selection from the list box to specify the restore method.

Restore Entire Volume makes the destination volume exactly match the source Snapshot. It
deletes all files and folders on the destination that do not match those marked for restore in the
Snapshot, leaving files untouched if they are identical to files marked for restore. It then copies
all remaining files and folders from the Snapshot to the destination, preserving the folder
hierarchy. This is the default restore method if you chose “Restore an entire volume”. If you
select this method, Retrospect restores registry and System State information from the
Snapshot (if both the Snapshot and destination are system volumes) by default.

To prevent the operating system from crashing, the Restore Entire Volume method does not
delete the active Windows system, nor does it delete the “blessed” system folder of a Mac OS
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client.

Replace Corresponding Files restores all selected files from the Snapshot that do not exist on
the destination and overwrites files on the destination that also exist in the source Snapshot.
These “corresponding” or “matching” files on the destination are always overwritten with files
from the Snapshot regardless of whether the Snapshot file is newer or older than the
destination file. Retrospect leaves files untouched if they are identical to files marked for
restore, if the file names do not match those marked for restore, or if the path to those files is
not identical. If you select this method and choose the Restore System State execution option,
Retrospect restores registry and System State information from the Snapshot (if both the
Snapshot and destination are system volumes).

Replace if Backup is Newer restores all selected files from the Snapshot that do not exist on
the destination and overwrites matching files on the destination only if the Snapshot file is
newer than the destination file. If you select this method and choose the Restore System State
execution option, Retrospect restores registry and System State information from the Snapshot
(if both the Snapshot and destination are system volumes).

Restore Missing Files Only restores all selected files from the Snapshot that do not exist on the
destination, but does not overwrite any files on the destination. Matching files on the
destination are left untouched. If you select this method and choose the Restore System State
execution option, Retrospect restores registry and System State information from the Snapshot
(if both the Snapshot and destination are system volumes).

4. To restore just the registry and System State, choose “Restore Missing Files Only”, then click
Files Chosen and make sure no files are selected, and finally click Options>More Choices and
select the Restore System State check box.

Retrieve Files & Folders creates a new folder on the destination volume (giving the folder the
name of the Backup Set), then copies all selected files from the Snapshot into this folder,
preserving the Snapshot folder hierarchy. Nothing is replaced or overwritten. This is the default
restore method if you chose “Restore files and folders”. This method never restores registry
and System State information.

Retrieve Just Files creates a new folder on the destination volume (giving the folder the name
of the Backup Set), then copies all selected files from the Snapshot into this folder. The
Snapshot folder hierarchy is not preserved. Nothing is replaced or overwritten. This method
never restores registry and System State information.

5. The Restore Entire Volume, Replace Corresponding Files, and Replace if Backup is Newer
methods may destroy data on the destination. If you choose one of these methods, be sure it
is acceptable to erase or replace files on the destination volume.

6. Click OK.
Selecting Files to Restore

By default, Retrospect selects all files from the source Backup Set. You can choose a different pre-
defined selector or create a custom selector to select a subset of all files.

1. Click the Selecting button.

2. Click a selector, then click OK.
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You can also click More Choices to use Retrospect’s file selection criteria to create a custom
selector. Selectors are explained in detail in Using Selectors.

3. Selectors are used to determine which files are considered for restoring, not which files actually
get restored. For example, if you choose All Files, Retrospect compares all the files in the
source Backup Set with the files already on the destination volume. Matching files are not
copied from the source to the destination.

Setting Restore Execution Options

Click the Options button to display the options window. Then, click More Choices to specify a
number of options that are explained in detail in Execution Options.

The Update modify dates option is only available for restore operations. See Files Execution
Options for more information.

Setting the Execution Unit

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this operation (or choose “Any Execution unit’). Make your
selection in the summary window’s list box. See Assigning Execution Units for more information.

Scripted Backup Set Transfer

If you need to copy all files and Snapshots from one or more Backup Sets to a single new or
existing Backup Set on a regular basis, you can create a Transfer Backup Sets script to automate
this process. These scripts can be used to:

+ Clone a Backup Set

+ Protect against media failure

+ Provide for offsite storage

+ Start a new cycle of backups

« Consolidate multiple Backup Sets to a single Backup Set

Transferring Backup Sets scripts, by default, match files in the source to files already in the
destination and only copy the necessary files. Existing Snapshots and files on the destination
remain untouched.

Transfer Backup Sets scripts do not have a preview feature. You must rely on selectors instead of
picking and choosing files by hand.

To transfer files between Backup Sets, you must have a separate tape or CD/DVD drive for each
Backup Set, even if both Backup Sets are on the same type of media. In the case of disk and file
Backup Sets the need for separate backup devices does not apply.

If you do not have separate drives for each Backup Set, you can first transfer files temporarily to a
disk Backup Set and then transfer the disk Backup Set to the final destination Backup Set.

The steps to create a Transfer Backup Sets script are:
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+ Creating a Transfer Backup Sets Script
+ Selecting the Transfer Backup Sets Source
+ Selecting the Transfer Backup Sets Destination
+ Selecting Files to Transfer
+ Setting Additional Options
+ Setting the Execution Unit
The steps for scheduling and saving are the same for all scripts:
+ Scheduling Scripts
+ Saving Scripts
Creating a Transfer Backup Sets Script
1. From the navigation bar, click Automate then click the Manage Scripts button.
The script editing window displays.
2. Click the New button to create a new script.
The script selection window displays.
3. Select Transfer Backup Sets from the list and click OK.
The script naming window displays.
4. Enter a name and click New.
The script appears in its own window.

+ This script window is very similar to the immediate Transfer Backup Sets summary window,
with information for the source Backup Set(s), destination Backup Set, file selection criteria,
and options. Since this is a script, it also includes schedule information.

5. To change information, click the appropriate button.
Sources lets you specify one or more Backup Sets.
Destination lets you choose the destination Backup Set.
Selecting lets you choose a selector, a kind of filter for selecting files and folders to be transferred.
Options Lets you specify various options, including verification and data compression.

Schedule lets you set the script to run at a specific time or at regular intervals.

Selecting the Transfer Backup Sets Source

Because this is a new script, Retrospect says “No Backup Set selected” in the Sources section of
the script summary window.
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1. Click the Sources button to display the Backup Set Selection window.
2. Select one or more Backup Sets containing the data you want to transfer.

If the Backup Set you are looking for is not listed, click the More button to access additional
Backup Sets by opening or recreating their Catalog Files.

3. Transfer Backup Sets scripts copy all Snapshots and associated files in the source Backup
Set(s) to the destination Backup Set. This is different from Transfer Snapshots scripts, which
copy only active Snapshots and associated files. See Scripted Snapshot Transfer for more
information.

4. Click OK.

The Backup Set(s) are listed in the script window.
Selecting the Transfer Backup Sets Destination

Because this is a new script, Retrospect says “No Backup Set selected” in the Destination section
of the script window.

1. Click the Destination button.
The Backup Set Selection window displays.
2. Select the destination Backup Set.

If the only Backup Sets listed in the window are already specified as the source, or if you do
not want to use any of the Backup Sets in the list as the destination, click Create New to create
a new Backup Set. See Creating Backup Sets for more information.

3. The destination Backup Set and the source Backup Set must be different.

4. Click OK.
Selecting Files to Transfer

By default, Retrospect selects all files from the source Backup Set(s). You can choose a different
pre-defined selector or create a custom selector to select a subset of all files.

1. Click the Selecting button.
2. Click a selector, then click OK.

You can also click More Choices to use Retrospect’s file selection criteria to create a custom
selector. Selectors are explained in detail in Using Selectors.

Setting Additional Options

Retrospect includes a number of execution options that are specific to Backup Set Transfers.

Click Options in the summary window to change the default settings for the Copy Snapshots,
Verification, Data compression, Recycle source Backup Set, and other options.

See Transfer Execution Options for more information about these options.
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Click the More Choices button to access additional execution options. See Execution Options for
more information.

Setting the Execution Unit

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this script (or choose “Any Execution unit’). Make your
selection in the summary window’s list box. See Assigning Execution Units for more information.

Scripted Snapshot Transfer

If you need to copy Snapshots and their associated files from their source Backup Sets to a new or
existing Backup Set on a regular basis, you can create a Transfer Snapshots script to automate this
process. These scripts can be used to:

+ Start a new Backup Set with a synthetic full backup
+ Create an offsite disaster recovery Backup Set
+ Start a new cycle of backups with a full backup

Transfer Snapshots scripts are different from Transfer Backup Sets scripts in a number of ways.
Transfer Snapshots scripts:

+ Transfer only active Snapshots; Transfer Backup Sets scripts transfer all Snapshots.

+ Provide different methods for selecting which Snapshots get transferred; Transfer Backup Sets
scripts always transfer all Snapshots.

By default, transferring Snapshots matches files in the source to files already in the destination and
only copies the necessary files. Existing Snapshots and files on the destination remain untouched.

Transfer Snapshots scripts do not have a preview feature. You must rely on selectors instead of
picking and choosing files by hand.

To transfer Snapshots between Backup Sets, you must have a separate tape or CD/DVD drive for
each Backup Set, even if both Backup Sets are on the same type of media. In the case of disk and
file Backup Sets the need for separate backup devices does not apply.

If you do not have separate drives for each Backup Set, you can first transfer Snapshots
temporarily to a disk Backup Set and then transfer the disk Backup Set Snapshots to the final
destination Backup Set.

Snapshot Transfer and Synthetic Fulls

Transfer Snapshots scripts allows you to create what Retrospect calls a “synthetic ful
Retrospect creates synthetic fulls when transferring Snapshots to:

backup.

* A new Backup Set

+ An existing Backup Set when the “Match source Catalog File to destination Catalog File” option
is turned off

Synthetic fulls allow you to quickly seed a new Backup Set with only the most recent Snapshots
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(for example) from an existing Backup Set. This allows you to start a fresh cycle of backups without
losing the time-saving benefits of Progressive Backup. Subsequent backups to the new Backup Set
will copy only new and changed files.

After the transfer, the destination Backup Set contains the same data it would after a full backup.
You get a full backup without having to perform the more time-consuming process of executing a
actual full backup.

+ A synthetic full backup is the equivalent of a full backup done at the time of the most recent
Snapshots. It does not include files that are new or changed since the date and time of those
Snapshots, nor does it include older versions of files contained in non-current Snapshots.

Synthetic fulls are also useful for creating a Backup Set that contains all its files in one contiguous
session. This allows Retrospect to restore entire volumes more quickly, since it does not have to
search through multiple sessions to find all the required files.

The steps to create a Transfer Snapshots script are:
» Creating a Transfer Snapshots Script
+ Selecting the Transfer Snapshots Source
+ Selecting the Transfer Snapshots Destination
+ Selecting the Files to Transfer
+ Setting Additional Options
+ Setting the Execution Unit
The steps for scheduling and saving are the same for all scripts:
+ Scheduling Scripts
+ Saving Scripts
Creating a Transfer Snapshots Script
1. From the navigation bar, click Automate then click the Manage Scripts button.
The script editing window displays.
2. Click the New button to create a new script.
The script selection window displays.
3. Select Transfer Snapshots from the list and click OK.
The script naming window displays.
4. Enter a name and click New.
The script appears in its own window.

+ This script window is very similar to the immediate Transfer Snapshots summary window,
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with information for the source Backup Set, destination Backup Set, file selection criteria, and
options. Since this is a script, it also includes schedule information.

5. To change information, click the appropriate button.

Source lets you specify source Backup Sets and Snapshots.

Destination lets you choose the destination Backup Set.

Selecting lets you choose a selector, a kind of filter for selecting files and folders to be transferred.

Options lets you specify various options, including verification and data compression.

Schedule lets you set the script to run at a specific time or at regular intervals.

Selecting the Transfer Snapshots Source

Because this is a new script, Retrospect says “No Backup Set selected” in the Source section of
the script summary window.

1.

2.

Click the Source button to display the source window.

In the source selection window’s top list, select the Backup Set containing the Snapshot(s) you
want to transfer.

If the Backup Set you are looking for is not listed, click the More button to access additional
Backup Sets by opening or recreating their Catalog Files.

Retrospect displays a list of the selected Backup Set’s active Snapshots in the window’s
bottom list, along with the date and time of the Snapshot and the name of the backed up
volume.

The list of Snapshots is only displayed if you select one of the following options: “Selected
Snapshots” or “The most recent Snapshot for each source selected”. Only Backup Sets with a
date next to them contain Snapshots.

By default, Retrospect saves the most recent Snapshot for each volume (or subvolume) that
was backed up in its Catalog File. These Snapshots are considered active. All Snapshots,
including older ones, are saved on the backup media (tape, disk, or CD/DVD). Following each
successful backup or archive operation, the old Snapshot is replaced in the Catalog File with
the new one. The old Snapshot remains untouched on the backup media and can be retrieved
when needed.

. A disk Backup Set with grooming enabled saves all the Snapshots required by its grooming

policy in the Catalog File. For example, if you told Retrospect to save the last 10 backups, then
up to ten Snapshots for each volume will be active. In addition, any Snapshots that have been
manually locked are also active.

Click Add Snapshot if the Snapshot you want to transfer is not listed.

Retrospect displays a list of all Snapshots in the Backup Set. Select a Snapshot and click
Retrieve to copy the older Snapshot from the Backup Set media (which may require you to
insert media) and add it to the list in the source selection window. That Snapshot is now active.

CHAPTER 7 - AUTOMATED OPERATIONS 161



10.

11.

12.

The Retrieve button is disabled when you select a Snapshot that is already available.
Select the Snapshot(s) to transfer.

Once you select a source Backup Set, there are a number of ways to select which Snapshots
to transfer.

The most recent Snapshot for each source transfers the most recent Snapshot and associated
files for each volume (or subvolume) in the active Snapshots list. Retrospect transfers whatever
the most recent Snapshots are at the time the script runs.

The most recent Snapshot for each source selected transfers the most recent Snapshot and
associated files for each volume (or subvolume) you select in the active Snapshots list.
Retrospect transfers whatever the most recent Snapshots are for the selected sources at the
time the script runs.

All active Snapshots for each source transfers all active Snapshots and associated files. To see
the list of active Snapshots and their sources, temporarily choose the “Selected Snapshots”
option. Make sure to choose “All active Snapshots for each source” again before clicking OK.
To make an older Snapshot active, click Add Snapshot.

Selected Snapshots transfers only those Snapshots (and associated files) that you select from
the active Snapshots list. Control-click or Shift-click to select multiple Snapshots. To make an
older Snapshot active, click Add Snapshot.

“The most recent Snapshot...” options are very useful for Transfer Snapshots scripts since the
list of a Backup Set’s active Snapshots changes each time you back up.

Transfer Snapshots scripts only copy active Snapshots. To copy all Snapshots, use a Transfer
Backup Sets script. See Scripted Backup Set Transfer for more information.

Click OK.

The Backup Set and Snapshot information is displayed in the source window.

To transfer additional Snapshots, click Add.

To remove a source, select it and click Remove.

When you are satisfied with your selections click OK.

Selecting the Transfer Snapshots Destination

Because this is a new script, Retrospect says “No Backup Set selected” in the Destination section
of the script window.

1.
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Click the Destination button.
The Backup Set Selection window displays.
Select the destination Backup Set.

If you do not want to use any of the Backup Sets in the list as the destination, click Create New
to create a new Backup Set. See Creating Backup Sets for more information.
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3. Click OK.

Selecting the Files to Transfer

By default, Retrospect transfers all files from the selected Snapshots to the destination Backup Set.
You can choose a different selector to transfer a subset of all files.

1. Click the Selecting button.
2. Click a selector, then click OK.

You can also click More Choices to use Retrospect’s file selection criteria to create a custom
selector. Selectors are explained in detail in Using Selectors.

Setting Additional Options
Retrospect includes a number of execution options that are specific to Snapshot transfers.

Click Options in the summary window to change the default settings for Media Verification, Data
compression, Recycle source Backup Set, and other options.

See Transfer Execution Options for more information about these options.

Click the More Choices button to access additional execution options. See Execution Options for
more information.

Setting the Execution Unit

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this script (or choose “Any Execution unit’). Make your
selection in the summary window’s list box. See Assigning Execution Units for more information.

Scripted Grooming

Groom scripts provide the ability to schedule a time to reclaim disk space. When a Groom script
runs, Retrospect deletes older files and folders from the source disk Backup Set(s) based on its
specified grooming policy. In the absence of a Groom script, Retrospect won’t delete older files and
folders until it requires more disk space.

See The Options tab for more information on enabling grooming for disk Backup Sets.
The steps to create a Groom script are:

+ Creating a Groom Script

+ Selecting the Source to Groom

+ Setting the Execution Unit

The steps for scheduling and saving are the same for all scripts:

+ Scheduling Scripts

+ Saving Scripts
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Creating a Groom Script
1. From the navigation bar, click Automate then click the Manage Scripts button.
The script editing window displays.
2. Click the New button to create a new script.
The script selection window displays.
3. Select Groom from the list and click OK.
The script naming window displays.
4. Enter a name and click New.
The script appears in its own window.
5. To add information to the script, click the appropriate button.
Source lets you specify one or more Backup Sets. See Selecting the Source to Groom.

Schedule lets you set the script to run at a specific time or at regular intervals. See Scheduling
Scripts.

When the information in the script window is correct, you can save the script. See Saving Scripts.

Selecting the Source to Groom

If this is a new script, Retrospect says “No Backup Set selected” in the Source section of the script
summary window.

Click the Source button to display the Backup Set Selection window.

+ Retrospect displays only disk Backup Sets, since grooming is not supported with other media
types.

Select one or more Backup Sets containing data you want to groom.

If the Backup Set you are looking for is not listed, click the More button to access additional
Backup Sets by opening or recreating their Catalog Files.

+ If you select a Backup Set that does not have grooming enabled, Retrospect will report an error
in the Operations Log when the script runs and then continue grooming any additional source
Backup Sets.

Click OK.

The Backup Set(s) are listed in the script window.

Setting the Execution Unit

If your edition of Retrospect is capable of running multiple simultaneous executions, you can

specify which execution unit to use for this script (or choose “Any Execution unit’). Make your
selection in the summary window’s list box. See Assigning Execution Units for more information.
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Scripted Verification

Verification scripts provide the ability to schedule Backup Set media verification. This “offline
verification” is a useful tool for maximizing your backup window. To manually verify media, choose
Tools>Verify Media from Retrospect’s navigation bar. See Verifying Backup Set Media for more
information.

For example, if your backup script is unable to complete during the evening when users are away
from their computers, you can choose “No verification” for the backup script, then schedule a
separate verification script to run in the morning. Since the backup script no longer includes a
verification phase, it will finish more quickly.

Whenever possible, verification scripts verify data on Backup Set media by comparing the files in
the source Backup Set to MD5 digests generated during the backup. This means that Retrospect
does not need to access the backed up source volumes, which prevents slowdowns on those
volumes.

In certain circumstances, Retrospect does not have access to MD5 digests generated during
backup. This is true for all backups created using versions of Retrospect prior to Retrospect 7.7, as
well as backups that took place when Retrospect’s “Generate MD5 digests during backup
operations” preference was disabled. See Verification Preferences for more information.

In these cases, Retrospect still checks all files on the Backup Set media to make sure that they are
readable.

 Verification scripts do require you to reinsert media when verifying backups that span media.
The steps to create a Verification script are:
+ Creating a Verification Script
+ Selecting the Verification Source
+ Setting Additional Options
+ Setting the Execution Unit
The steps for scheduling and saving are the same for all scripts:
+ Scheduling Scripts
+ Saving Scripts
Creating a Verification Script
1. From the navigation bar, click Automate then click the Manage Scripts button.
The script editing window displays.
2. Click the New button to create a new script.
The script selection window displays.

3. Select Verification from the list and click OK.
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The script naming window displays.
4. Enter a name and click New.
The script appears in its own window.
5. To add information to the script, click the appropriate button.
Source lets you specify one or more Backup Sets. See Selecting the Verification Source.
Options lets you specify the verification options. See Setting Additional Options.

Schedule lets you set the script to run at a specific time or at regular intervals. See Scheduling
Scripts.

When the information in the script window is correct, you can save the script. See Saving Scripts.

Selecting the Verification Source

If this is a new script, Retrospect says “No Backup Set selected” in the Source section of the script
summary window.

1. Click the Source button to display the Backup Set Selection window.
2. Select one or more Backup Sets containing data you want to verify.

If the Backup Set you are looking for is not listed, click the More button to access additional
Backup Sets by opening or recreating their Catalog Files.

3. Click OK.
The Backup Set(s) are listed in the script window.
Setting Additional Options
Retrospect includes an execution option that is specific to Verification scripts.

Click Options in the summary window to change the default setting for which backups you want to
verify.

See Verification Execution Options for more information about this option.

Click the More Choices button to access additional execution options. See Execution Options for
more information.

Setting the Execution Unit

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this script (or choose “Any Execution unit’). Make your
selection in the summary window’s list box. See Assigning Execution Units for more information.

Scheduling Scripts

Although you can manually execute a script at any time, scripts are designed to run unattended. In
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order to accomplish this, you need to create a schedule to specify when and how often to run the
script.

If you want to execute the script only upon your command and in your presence, see Manual Script
Execution.

You can schedule a script to run automatically on specified days or on a repeating schedule, such
as every two weeks. You can define multiple schedules for the same script and specify the kind of
backup you want for each scheduled execution.

For more information about using scripts as part of an overall backup strategy, see Backup
Strategies.

To schedule a script:
1. In the script summary window, click the Schedule button.
The Schedule window displays.
2. Click the Add button.
3. Specify the type of scheduler you'd like to add, then click OK.

Day of week lets you define a schedule for one or more days of the week and specify a weekly
repeating interval. For example, you could schedule a script to run on Monday and
Wednesday, every other week. Keep in mind that a week starts on the Sunday of the week of
the start date.

Repeating interval lets you define a schedule that is repeated after a specified interval. For
example, the last Friday of every month or every three hours.

Single date lets you define a schedule for a single date and time. For example, April 19, 2003 at
6:00 a.m.

4. A script can contain any combination of one or more of these schedulers.
5. Create the scheduler as described in Creating a Script Scheduler, then click OK.
The Schedule window displays.

6. Click Add to create additional schedulers; click Modify to change the selected scheduler; or
click Delete to remove the selected scheduler.

7. Click OK when you’re done scheduling the script.
The script summary window displays.
It lists the next six scheduled executions based on the scheduler(s) you created.
Creating a Script Scheduler
There are three types of schedulers available in Retrospect:

+ Day of week
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* Repeating interval
+ Single date

While these schedulers have some common elements, the process for creating each type is
somewhat unique.

Common Scheduler Elements
All scheduler types have a few common controls and settings. They are:

- Start Date and Time: This determines the earliest time at which the script is permitted to execute.
To change the start date and time, click on any individual part of the date or time. When the item
is selected, type the new information or click the arrows to change the information. (You can also
press the up and down arrows on your keyboard. Press the Tab key to move the selection among
the different elements.)

+ Backup Action Type and Destination: If you are creating a scheduler for a backup script, you can
also specify a backup action and destination. From the Action list box, choose Normal, New
Member, Recycle, or New Backup Set. (backup and transfer scripts only)

Start Date and Time This determines the earliest time at which the script is permitted to execute. To
change the start date and time, click on any individual part of the date or time. When the item is
selected, type the new information or click the arrows to change the information. (You can also
press the up and down arrows on your keyboard. Press the Tab key to move the selection among
the different elements.)

For Day of week schedulers, specifying a start date does not mean a script will execute on that
date, or even in the same week. Check the summary at the top of the window to see the actual date
the script will first execute.

Backup Action Type and Destination If you are creating a scheduler for a backup or transfer script,
you can also specify a backup action. From the Action list box, choose Normal, New Member,
Recycle, or New Backup Set.

* Normal is a typical Progressive Backup. It selects only files that are new, newly-modified, or new
to the Backup Set and appends them to existing members.

+ New Member skips to a new member of the specified Backup Set. Retrospect will use an existing
member with the correct name, or any new or erased media of the correct type. New Member is
just like Normal, except files are copied to the next member of the Backup Set.

+ Recycle clears the Catalog contents (if any) of a Backup Set so it appears no files are backed up.
Then it looks for the first media member of the Backup Set and erases it if it is available. If the
first member is not available, Retrospect uses any available new or erased medium. Everything
selected from the source is backed up to the Backup Set.

* New Backup Set makes a new Backup Set (with a name similar to the old one) using a new or
erased medium. The original Backup Set and its Catalog remain intact for long-term storage in a
safe place. The new Backup Set and its Catalog are named with a number in sequence.

Retrospect allows you to have more than one Backup Set for a script so you can rotate media as
part of your backup strategy. If the script has multiple Backup Set destinations, use the To list box
to choose the Backup Set to be used for the scheduled execution.
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The list box is not displayed if only one Backup Set is specified in the script.
Using the Day of Week Scheduler
If you want to run a script on specified days of the week, use a the Day of week scheduler.
To create a Day of week scheduler:
1. Select the Day of week radio button in the Scheduler dialog box.
2. Click OK.
The Day of Week scheduler window displays.

3. Set the start date and time as described in Common Scheduler Elements.

4. Retrospect’s Schedule preference (see Schedule Preferences) defines the time period during
which scripts are allowed to execute. Scripts scheduled to execute outside this period will not
run.

If necessary specify the backup action and destination Backup Set.

5. Click the checkboxes for the days of the week you want the script to execute.

6. Enter a number to use as the repeating interval for the weeks.

For example, if you enter two, the script executes every other week (or every two weeks).

7. When all of the settings in the scheduler window are correct, click OK.

Using the Repeating Interval Scheduler

If you want a script to run at a specified hourly, daily, weekly, or monthly interval, use a Repeating
interval scheduler.

To create a Repeating interval scheduler:

1. Select the Repeating interval radio button in the Scheduler dialog box.

2. Click OK.
The Repeating interval scheduler window displays.

3. Set the start date and time as described in Common Scheduler Elements.

4. Retrospect’s Schedule preference (see Schedule Preferences) defines the time period during
which scripts are allowed to execute. Scripts scheduled to execute outside this period will not
run.

If necessary specify the backup action and destination Backup Set.

5. From the Repeat list box, select the time unit (Hours, Days, Weeks, or Months) for the
repeating interval.

6. Type arepeat interval in the Hours, Days, Weeks, or Months field.
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The Repeat list box changes to reflect the Repeat Interval you enter.
7. When all of the settings in the scheduler window are correct, click OK.
Using the Single Date Scheduler
If you want a script to run once at a specified date and time, use the Single date scheduler.
To create a Single date scheduler:
1. Select the Single date radio button in the Scheduler dialog box.
2. Click OK.
The Single date scheduler window displays.
3. Set the start date and time as described in Common Scheduler Elements.

4. Retrospect’s Schedule preference (see Schedule Preferences) defines the time period during
which scripts are allowed to execute. Scripts scheduled to execute outside this period will not
run.

If necessary specify the backup action and destination Backup Set.

5. When all of the settings in the scheduler window are correct, click OK.

Saving Scripts

After you’ve specified all the script settings, you need to save the script. There are three options for
saving:

+ Save: Click the Save icon g to save the script using the name you created it with. You can also
just click the OK button in the script summary window.

+ Save As: Click the Save As icon % to save the script using a new name. You can save a script
once, modify the settings, then Save As to create a new script.

« Save and Run: Click the Save and Run icon

For more information on executing saved scripts, see Executing Scripts.
Scheduled Operations

Retrospect keeps track of all of your scheduled scripts and automatically executes them at the time
you specified. To view a list of scheduled scripts, click Activity Monitor from Retrospect’s
navigation bar, then click the Scheduled button.

Retrospect’s Schedule preference (see Schedule Preferences) defines the time period during which
scripts are allowed to execute. Scripts scheduled to execute outside this period will not run.

Retrospect checks the computer’s clock and compares it to the next time a script is scheduled to
run.

Retrospect is ever-vigilant about scheduled script executions. If a script is scheduled for automatic
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execution within the look ahead time (normally twelve hours), Retrospect will not automatically quit
(or shut down or restart, depending on a preference setting described in Startup Preferences). It
instead remains open and waits to execute the script.

For more information about the Activity Monitor’s Scheduled tab, see Scheduled Tab.

Testing Scripts

You can check the validity of a script from the script summary window at any time. Retrospect lets
you know if the script is missing any required information or if it’s ready to run. If the script requires
storage media, you can also check to make sure it’s ready and available.

To test a script:
1. From the Retrospect navigation bar, click Automate> Manage Scripts.
2. Double-click the script you want to test.

The script summary window displays.

3. Click the Check icon ﬂ in the toolbar.

Retrospect displays a dialog reporting on the validity of the script, as well as the next time the
script is scheduled to run.

If the script is invalid, Retrospect provides information on what is wrong with the script.

1. If the script is valid, and it requires media, you can click the Check Media button to make sure
the backup device is ready with the required media.

2. Click OK to return to the script summary window.

Executing Scripts

Retrospect provides several ways to execute scripts:

+ Automatic Script Execution

+ Manual Script Execution

For information on interacting with and controlling scripts, see Controlling Scripts.
Automatic Script Execution

Scheduling Scripts, describes how to schedule times for Retrospect to automatically execute a
script. Retrospect keeps track of all your scheduled scripts and automatically executes them at the
time you specified. The Activity Monitor window (described in Viewing Scheduled Scripts) shows
upcoming scheduled events.

Manual Script Execution
To initiate a script manually, you can:

+ Execute the script immediately from within Retrospect.
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+ Make a “run document” file that enables you to run the script at any time, upon your command,
from your desktop (or wherever the file is saved).

Use the Manual Script Execution dialog to specify the method you want. There are three ways to
access the Manual Script Execution dialog:

+ Click the Save and Run button
+ Choose the script from Retrospect’s Run menu.
+ Click the Run Script button
To execute the script immediately:
1. Select the Execute now radio button.

The execution unit list box (if available) lets you override the selection you saved with the
script. See Assigning Execution Units for more information on execution units.

If the script being run is a backup script, use the Action list box to set the backup type. See
Backup Actions.

If the backup script has multiple destinations, use the other list box to specify the destination
Backup Set.

2. Click Execute.
To make a run document:
1. Select the Make a “run document” radio button.

If the script being run is a backup script, use the Action list box to set the backup type. See
Backup Actions.

If the backup script has multiple destinations, use the other list box to specify the destination
Backup Set.

2. Click Save.

3. Browse to a location to save the run document, enter a file name, then click Save.

4. Do not change the file extension. All run documents must have the extension .rrr.

5. Double-click the run document from the desktop or Windows Explorer, to execute the script.

To run several scripts sequentially, select the run documents and choose Open from the File menu.
When you open several run documents at once, the scripts associated with them will run in
alphabetical order by script name, regardless of the run document file names.

You can create more than one run document for the same script, each specifying a different
backup action and destination Backup Set.

Controlling Scripts

You can control automated operations in much the same way that you control immediate
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operations. See Controlling Operations for more information.

There are a number of preferences that are specific to scripts that must be set correctly. Scripts are
designed to run unattended, even after you’ve quit Retrospect and gone home for the night. Make
sure that you have selected the Retrospect’s Startup preferences to enable the Retrospect
Launcher service and to allow the application to automatically launch to run scripts. See Startup
Preferences for more information.

The Startup preferences also determine what Retrospect does when it has auto-launched and is
finished executing the script. By default, Retrospect quits, unless ProactiveAl Backup is running or
another script is scheduled to run in the application’s look ahead time. See Schedule Preferences
for more information.

If you manually launch a script, you can use the “Stay in Retrospect” list box in Retrospect’s toolbar
to determine what Retrospect does when it is finished executing. By default, Retrospect does
nothing, but if you want to start script and then go home, you can choose to have Retrospect quit
when the execution is complete. Unless ProactiveAl Backup is running, or another script is
scheduled to run in the application’s look ahead time, Retrospect will quit (or shut down) when
done. See Schedule Preferences for more information on specifying the look ahead time.

ProactiveAl Backup

Backup scripts are powerful and versatile, but in backup environments that change regularly,
another kind of operation—ProactiveAl Backup—may be better suited to your needs. A regular
backup script copies specific volumes in a certain order to a designated Backup Set. If the backup
environment changes and volumes or media become unavailable, the backup will not happen until
its next scheduled time, if ever. This is why Retrospect offers a ProactiveAl Backup option.

ProactiveAl is the next generation of Retrospect’s Proactive scheduling engine. With ProactiveAl,
backup scripts will optimize the backup window for the entire environment to ensure every source
is protected as often as possible.

Algorithm
ProactiveAl walks through the following algorithm to prioritize what to back up next:

1. Verify backup window: ProactiveAl only runs when it’s allowed to. To restrict the backup
window, go to the script’s schedule.

2. Verify an execution unit is available: ProactiveAl only runs when an execution unit is available.

3. Ignore last backup time: Retrospect can back up every hour, every day, every Sunday, or any
other schedule. As soon as ProactiveAl sees a new backup window (i.e. a new day), it will
attempt to back up the sources. In contrast, previous versions of Retrospect would respect the
time at which the last backup occurred. See "Backup Window" for more details.

4. Ignore unavailable sources: If a source is unavailable, Retrospect will not attempt to reach it
again until every potentially available source has been contacted. This list includes Wake-on-
LAN sources. See "Wake-on-LAN" for more details.

5. Prioritize by next day: For all available or potentially available sources, Retrospect divides them
into buckets for what day they are scheduled to be backed up next.
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Using a future date might seem strange, but it can be in the past as well. This sorting algorithm
ensure Retrospect prioritizes initial backups and then overdue backups. Think of it as last
backup day combined with the script’s schedule. As an example, Script A with weekly backups
and Script B with daily backups would calculate the next backup date differently.

6. Prioritize by last time checked: When Retrospect reaches out to a source, it marks that time in
its configuration. ProactiveAl uses this time to ensure it doesn’t re-check sources that it
already checked but couldn’t find, so that the script can get through the entire list of sources
before circling back.

7. Prioritize by the last backup’s duration: Now that Retrospect is down to sources within the
same day of priority, ProactiveAl sorts them based on the last backup’s duration. Sources with
faster previous backups will be backed up sooner than sources with slower previous backups.

As a real-life example, incremental backups of email services are fast, so those would be
prioritized over a longer server backup. Because of this sorting, Retrospect will protect more
sources throughout the day, but if a long server backup does not happen on a given day, its
backup will be automatically given higher priority because its next backup was the day before.

Our Engineering team experimented with more data points, but the resulting sort order was too
prone to hysteresis. In other words, if Retrospect includes more past data, including backup
durations that were anomalies, the future prioritization continued to be affected for longer than
we thought was useful.

8. Default to prior order: If there is no duration, ProactiveAl uses the prior order. For instance, if
it’s the first set of backups, they will occur as sources are available.

9. Connect to the next source: Retrospect will attempt to back up the selected source. If it’s not
available, Retrospect marks that time and moves on. If Retrospect times out and the client and
script have Wake-on-LAN (WAL) set, Retrospect sends a WAL packet, waits three minutes,
then tries to connect again. If that connection times out, Retrospect marks the sources as
unavailable and moves on.

10. Record next backup date: After a successful backup, Retrospect marks the next backup date
for the source and moves on. As discussed earlier, this future date varies based on the script’s
schedule.

Backup Window

Retrospect begins a backup as soon as a source becomes available. If Alice’s laptop was backed
up at 2:30pm yesterday, ProactiveAl will attempt to back up her laptop as soon as it comes online
today, even if that’s before 2:30pm.

This change corrects a long-standing issue with drift, and for existing customers, this new schedule
represents a significant change from previous versions. In the past, Proactive used the "Last
Backup Time" to determine when to next back up a source. If Alice’s laptop was backed up at
2:30pm yesterday, an older version of Proactive would wait until 2:30pm today to attempt the next
backup, regardless of whether it was idle and Alice’s laptop was available.

Alice might have only opened her laptop at 2:30pm yesterday, but ever other day, she is online at
9am. Without this change, every future backup would have been at 2:30pm or later until she missed
a day. Instead, her laptop is protected as soon as it’s available for each backup window. For fine-
grain scheduling, customers can use multiple ProactiveAl scripts with different schedules.
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Wake-on-LAN

ProactiveAl is better optimized for handling Wake-on-LAN (WAL) sources. If the source has WAL
enabled or the script has WAL enabled, ProactiveAl will include WAL packets in its operation. For
each WAL source, Retrospect attempts a connection. If that times out after one minute, it sends a
WAL packet, waits three minutes, and then attempts another connection. If that times out after one
minute, ProactiveAl marks the source as unavailable, moves on, and will not attempt another
connection until it has contacted each subsequent source.

In previous versions, Proactive would continue to attempt to wake up unresponsive or absent
machines. For environments that had many laptops or otherwise unavailable machines, this
workflow meant that Retrospect would spend a disproportionate amount of time looking for
machines instead of backing up available machines.

Troubleshooting

ProactiveAl includes detailed logging to to understand the choices it’s making to optimize the
backup window:

+ Engine Log Level 4: What ProactiveAl is doing
* Engine Log Level 5: What ProactiveAl is considering

See Advanced Logging Options for details about enabling logging.

When to Use ProactiveAl Backup

The following table includes information comparing standard backup scripts to ProactiveAl Backup
Scripts

Feature Backup Script ProactiveAl Backup Script

Copies to a single Backup Set | Copies to the most ideal
as specified in the schedule or |available Backup Set in the

Destination Backup Sets at execution. Fails if media is destinations list. Automatic
unavailable. Media rotation is | media rotation among multiple
scripted. available Backup Sets.

Backs up volumes in the
priority order of their most
recent backup dates. After

Backs up volumes in the order
of the source list. If a backup

Source Volumes fails, the next backup does not )
. ; each backup, the queue is re-
occur until the next time the . . .
: evaluated, including previously
script runs.

unavailable volumes.

Starts backup at a specific time
and stops when the last source
is completed. Optionally ends
at a specific time.

Runs between start and stop
times. Backups of available
volumes occur as necessary.

Schedule
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Feature Backup Script ProactiveAl Backup Script

User Requested Backups No. Yes.

See Network Backup Strategies for descriptions of situations which are suited to ProactiveAl
Backup and for instructions on implementing a strategy based on ProactiveAl Backup.

Monitoring Progress

Periodically view the Backup Report (see Viewing the Backup Report) to see which volumes were
backed up by ProactiveAl Backup and their intervals between backups. Of particular interest is the
“Elapsed Days” column which shows how many days have passed since each volume’s previous
backup.

The interval between backups will tend to be smaller when Retrospect is performing Progressive
Backups after the first backup of each volume. Progressive Backups require far less time for most
volumes and thus can occur more often.

Deleting a backup event from the Backup Report causes Retrospect to not consider that backup
occurrence when it evaluates the priority of volumes to be queued for backup. Consequently, that
volume is given a backup priority higher than its previous priority.

Interaction with Other Scripts

You can use multiple ProactiveAl Backup scripts operating simultaneously to manage limited
backup resources. You can also use multiple scripts with different schedules to give some volumes
a higher backup priority.

For example, one script could run eighteen hours a day, backing up volumes from the sales
department. Another script could run six hours a day, backing up volumes from the accounting
department. The sales department would be more likely to get completely backed up, whereas the
accounting department script may not complete all its volumes in a single six hour period. Still,
these volumes would eventually get backed up because volumes in greatest need of backup are
backed up before volumes which have more recent backups.

As another example, consider volumes that are available intermittently, such as removable disks
and notebook computers. Another script could back them up twenty-four hours a day, because
they are available at random times during the day.

For further discussion of ProactiveAl Backup strategies, see Backup Strategies.

Other, non-ProactiveAl Backup scripts scheduled for execution during the active operating time of
ProactiveAl Backup scripts can run without conflict.

ProactiveAl Backup Tips and Techniques
To get the most out of ProactiveAl Backup, you should follow a few simple guidelines.
Use Containers as Sources

Use containers (see Containers) to specify sources in your ProactiveAl Backup scripts, not
individual volumes, especially when you back up clients. When you use containers, any new
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volumes added to a client are automatically included in backups.
Rotate Among Backup Sets

Create multiple Backup Sets and use them all as destinations in your ProactiveAl Backup script.
Rotate through the sets by inserting different media in the backup device each day. ProactiveAl
Backup uses whatever media you inserted.

Introduce New Media

Periodically do New Backup Set backups to introduce new media. Store old media off-site after
each New Backup Set backup. Between New Backup Set backups, periodically do Recycle
backups to prevent Catalogs from becoming cumbersome and to ensure fast restore operations.

When you want to rotate or introduce new media, do Recycle or New Backup Set backups by
executing regular backup scripts using the same Backup Sets used by your ProactiveAl Backup
scripts. You can schedule these, execute them from Retrospect’s Run menu, or save them as run
documents and execute them.

To manually set a Backup Set for a Recycle or New Backup Set backup, configure the Backup Set
and set the media action. (See The Options tab).

Monitor Media Availability

Because ProactiveAl Backup does not initially put up media request windows, you have to monitor
media from the Activity Monitor. Click Activity Monitor>Proactive to check on your ProactiveAl
Backup Scripts.

When Retrospect needs media it displays “media” in the status column of the Sources or Backup
Sets view. Choose Backup Sets from the list box to see which destination Backup Sets have media
available and which do not. Insert media as needed.

If a Backup Set needs a new or erased medium and you have to erase one, stop ProactiveAl
Backup, erase the medium from Configure> Devices, then start ProactiveAl Backup again.

Use Other Scripts to Complement ProactiveAl Backup

Retrospect can have multiple ProactiveAl Backup scripts running concurrently, and it will manage
the sources and destinations.

Other, non-ProactiveAl Backup scripts can execute while ProactiveAl Backup is running. You can
schedule them or run them at will using run documents. Other scripts can complement ProactiveAl
Backup scripts by starting Recycle and New Backup Set backups, and by forcibly backing up
volumes that do not get backed up by ProactiveAl Backup.

Use Tape Libraries

An automatic tape loading device with ProactiveAl Backup is a powerful combination. All tapes in
the library’s magazine are available for backup as Backup Set destinations. ProactiveAl Backup
rotates between Backup Sets with no additional effort from you. It uses blank or erased tapes when
a backup spans over two tapes, or when you set up a New Backup Set backup with Retrospect’s
media action options.
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Manage User Deferments

When a client user repeatedly defers his or her backups (as indicated in the Operations Log), you
should make future backups occur at a time that is more convenient for the user, such as when he
or she is not using the computer. Or, create a script with the countdown time option at zero to
prevent the user from deferring execution.

Creating ProactiveAl Backup Scripts

This section takes you through the steps of creating a ProactiveAl Backup script: The process is
very similar to creating a regular backup script, although ProactiveAl Backup scripts are scheduled
differently.

To create a ProactiveAl Backup script:
1. From the navigation bar, click Automate, then click the ProactiveAl Backup button.
The ProactiveAl Backup window displays.
2. Click the New button to create a new script, then enter a name and click New.
The script appears in its own window.

+ This script window is very similar to a regular backup script summary window, with
information for the source volumes, destination Backup Sets, file selection criteria, options, and
schedule information.

3. To change information, click the appropriate button.
Sources lets you add or remove source volumes.
Destinations lets you choose one or more destination Backup Sets.
Selecting lets you choose a selector—a kind of filter for selecting files and folders to be backed up.
Options displays the options window in which you can toggle verification and data compression.

Schedule lets you set the script to run all the time or only on specific days at specific times.The
execution unit list box (if available) lets you choose a specific execution unit (or use any execution
unit) for this ProactiveAl Backup script..

Setting the ProactiveAl Backup Sources
The first step in defining a ProactiveAl Backup script is setting the sources.
1. Click the Sources button.
The Source Selection window displays.
2. Select a source volume (or volumes), then click OK.

3. ProactiveAl Backup scripts are especially well-suited for backing up laptop client volumes, or
other volumes that appear irregularly on the network.

4. Click Add to select additional sources, or select a source and click Remove to remove it from
the list. When the list of sources is complete, click OK.
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5.

If your script includes multiple sources, they are backed up according to need and availability.

Setting the ProactiveAl Backup Destination

After specifying the source(s) to back up, you must specify the destination Backup Set(s) for the
data.

1.

Click the Destinations button.
If there are no Backup Sets defined, the Backup Set Creation Wizard launches.

Create a new Backup Set, as described in Creating Backup Sets. The new Backup Set
appears in the Backup Set Selection window.

If there are Backup Sets defined, the Backup Set Selection window displays.
+ You can click More or Create New to access additional Backup Sets or create new ones.

Select one or more Backup Sets, then click OK.

. Click Add to select additional destinations, or select a Backup Set and click Remove to remove

it from the list. When the list of destinations is complete, click OK.

Selecting Files for ProactiveAl Backup

By default, Retrospect selects all files on the source(s). You can choose a different pre-defined
selector or create a custom selector to select a subset of all files.

1.

Click the Selecting button.

2. Click a selector, then click OK.

You can also click More Choices to use Retrospect’s file selection criteria to create a custom
selector. Selectors are explained in detail in Using Selectors.

Selectors are used to determine which files are considered for backup, not which files actually
get copied. For example, if you choose All Files, Retrospect compares all the source files with
the files already in the destination Backup Set, then copies only those files that are new or
changed.

Setting ProactiveAl Backup Options

Click the Options button to display the options window in which you can specify how often to back
up source volumes and whether or not to allow early backup. Click More Choices to see all of the
available options categories and notice that many categories parallel those of regular backup
scripts. Categories specific to ProactiveAl Backup scripts are Interval, Countdown, and Polling.
These options are explained in detail in Execution Options.

Setting the Execution Unit

If your edition of Retrospect is capable of running multiple simultaneous executions, you can
specify which execution unit to use for this operation (or choose “Any Execution unit”). Make your
selection in the summary window’s list box. See Assigning Execution Units for more information.
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Scheduling ProactiveAl Backup Scripts

A ProactiveAl Backup script’s schedule is one of the major differences between it and a regular
backup script. From the script summary window, click the Schedule button.

Select a schedule:
+ Always active makes Retrospect run the script twenty-four hours a day, seven days a week.

+ Custom schedule brings up another window in which you can customize the script schedule. See
Customizing the Schedule.

+ Never active prevents Retrospect from running the script.

The Skip scheduled executions checkbox prevents ProactiveAl Backup from running until the time
you specify.

Customizing the Schedule

By default, ProactiveAl Backup scripts are active 24 hours a day, 7 days a week. If you want to
specify different hours or days for a script to be active, you can create a custom schedule.

When you select Custom schedule and click Custom, Retrospect displays the custom schedule
window. Though similar to the Schedule Preferences window, it is specific to this ProactiveAl
Backup script rather than global to all Retrospect executions.

If the schedule was previously Always Active, all twenty-four hours of each of the seven days of the
week are selected, as above.

To select a day of the week, click on it. Click and drag to select contiguous days of the week. Use
the Shift or Control key and click or drag to select days without de-selecting the previous selection.

To change a time, click on it and type or use the control.
Start is the time at which the script begins.

Wrap up is the period of time (in hours and minutes) before the stop time, during which Retrospect
should complete the current backup but not begin new backups.

Stop is the time at which Retrospect absolutely must halt this script’s backups (until the next start
time).

You can also set times by dragging the icons on the hourly schedule bar, but you should first
experiment by typing the times to see how these controls work.

When a time is changed, the hourly schedule bar changes accordingly to graphically represent the
start, wrap up, and stop times of the script.

Each selected day has a scaled-down hourly schedule bar, though it does not have controls.
You can revert a customized schedule with the Always and Never buttons.
Controlling ProactiveAl Backup

There are a number of ways to control ProactiveAl Backup and ProactiveAl Backup scripts, both
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from the Retrospect application and from Retrospect clients.

You can control ProactiveAl Backup from Retrospect’s Run Menu and the Activity Monitor’s
Proactive tab. You can control ProactiveAl Backup scripts from the Retrospect Client Control Panel
and the Activity Monitor’s Proactive tab

ProactiveAl Backup is not affected by the selection in the “Stay in Retrospect” list box in
Retrospect’s toolbar, or by Retrospect’s unattended Startup preference. For example, Retrospect
will not quit when a ProactiveAl Backup script is done.

Run Menu

From the Run menu, you can start/stop and enable/disable ProactiveAl Backup. When you save a
ProactiveAl Backup script, ProactiveAl Backup is enabled (unless the script schedule is “never
active”) after the backup computer is idle for ten minutes. Retrospect starts ProactiveAl Backup
when a script’s scheduled start time arrives. If Retrospect is not open at the start time, it will launch
automatically.

You can control ProactiveAl Backup manually by choosing commands from the Run menu:

+ Choose Start ProactiveAl Backup to manually enable ProactiveAl Backup. ProactiveAl Backup
scripts will then run at their scheduled times of execution. When ProactiveAl Backup is started,
you can choose Stop ProactiveAl Backup from the run menu to stop it.

+ You can also start/stop ProactiveAl Backup using the Start and Stop buttons on the Activity
Monitor’s Proactive tab.

When ProactiveAl Backup is stopped, no ProactiveAl Backup scripts will run for 10 minutes, or until
you start ProactiveAl Backup again.

+ If you exit Retrospect, then relaunch it (or it is auto launched) ProactiveAl Backup will start
automatically (after a short delay), unless it is disabled.

+ Choose Disable ProactiveAl Backup from the Run menu to prevent any scheduled ProactiveAl
Backup scripts from executing.

When ProactiveAl Backup is disabled, no ProactiveAl Backup scripts will run until you choose Start
ProactiveAl Backup or Enable ProactiveAl Backup.

Activity Monitor

The Proactive tab in the Activity Monitor provides information about ProactiveAl Backup and
ProactiveAl Backup scripts.

From the Proactive tab, you can pause ProactiveAl Backup scripts, start/stop ProactiveAl Backup,
override schedules, and view status. See Proactive Tab for more information.

Client Control Panel

You can use the client control panel to request ProactiveAl Backup as soon as possible, or at a
specific time. You can also defer a backup that is about to start until a later time.

See Controlling ProactiveAl Backups for more information.
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Chapter 8
Controlling Operations

You previously learned how to set up and initiate immediate and automated backup, duplicate/
replication, archive, restore, and transfer operations. This section describes how to monitor and
control scheduled and executing operations using the Activity Monitor. It also describes how to
take advantage of Retrospect’s ability to run multiple concurrent executions.

Controlling Operations Overview

Retrospect’s Activity Monitor allows you to control operations that are executing, as well as
scheduled and waiting operations. In addition, the Activity Monitor provides information about
operations that have finished executing. To learn more about the Activity Monitor, see Activity
Monitor.

If the media required to complete an operation is not available, Retrospect displays the media
request window (except for ProactiveAl Backup scripts). For more information about this window,
see Media Request Window.

Retrospect allows you to perform multiple simultaneous executions, provided that the backup
computer and backup devices can support this feature. For more information about multiple
executions, see Multiple Concurrent Executions.

If you specified password protection for Retrospect using its security preference you can choose
Lock Application from the File menu to prevent other users from stopping operations without
entering the password. See Security Preferences for more information.

Stop Button

The Retrospect toolbar includes a stop button that makes it easy to stop all currently executing
operations.

If Retrospect is set up with numerous scripts, including ProactiveAl Backup scripts, that run at all
times of the day and night, it can sometimes be difficult to manage your scripts and Backup Sets,
since Retrospect starts executing the scripts soon after it is launched.

When Retrospect launches and a script is about to run, a countdown dialog displays.

Click Stop, then confirm your selection to temporarily stop all execution activity. If you are unable
click Stop before the countdown expires, you can click the Stop all execution activity button in the
Retrospect toolbar to achieve the same effect.

ProactiveAl Backup is stopped and scripts are not allowed to start until you click the button in the
Retrospect toolbar again. When you click the button again, ProactiveAl Backup starts and
Retrospect allows scheduled and waiting scripts to execute.

Clicking Stop also turns off and disables the Automatically launch Retrospect preference until the
button is clicked again. See Startup Preferences for more information.

Once you click the Stop button it remains selected even if you exit and relaunch Retrospect. When
all execution activity is stopped, the Retrospect icon in the system tray of your Windows taskbar
will flash until you click the Stop all execution activity button in the Retrospect toolbar.
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Activity Monitor

The Activity Monitor provides an interface for viewing and interacting with immediate and scripted
operations, before, during, and after they execute. The Activity Monitor automatically displays (on
the Executing tab) when an operation is executing. To open it manually, click the Activity Monitor

button on the Retrospect toolbar.

The Activity Monitor contains the following tabs:
* ProactiveAl Tab

+ Scheduled Tab

+ Waiting Tab

» Executing Tab

+ History Tab

+ Events Tab

Each tab provides a unique set of commands and information about Retrospect activities. One item
that appears on all the tabs is the “Don’t allow scheduled and waiting executions to start”
checkbox. Select this checkbox to prevent any Proactive, scheduled, or waiting execution from
starting until the checkbox is deselected.

ProactiveAl Tab

Click Activity Monitor>ProactiveAl from Retrospect’s navigation bar to monitor ProactiveAl Backup
scripts.

You can start and stop all ProactiveAl Backups, pause and resume specific scripts, and modify the
script schedules.

For more information on controlling ProactiveAl Backup and ProactiveAl Backup scripts, see
Controlling ProactiveAl Backup.

Once a ProactiveAl Backup script starts, you can monitor the operation’s progress in the Executing
tab. However, unlike other types of operations, if the required media or execution unit for a
ProactiveAl Backup script is not available, the script will not move to the waiting tab or display a
media request dialog. ProactiveAl Backup waits until all the required resources are available before
beginning the operation.

If the required media is not available the Status column (visible when Sources or Backup Sets is
selected in the list box) in the ProactiveAl tab will say “Media”. The script will execute automatically
when the required media becomes available.

If the required execution unit is not available, the ProactiveAl Backup script will wait until it is.
For more information on execution units, see General Preferences,
ProactiveAl Backup Status

There are three ways to view ProactiveAl Backup script information. Choose one of the following
options from the list box:
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+ Sources shows the source volumes used by all running scripts, and indicates the status of each
source and the time of the next backup. From the Sources view, you set a specific schedule for
backing up any of the script’s sources.

+ Backup Sets shows the Backup Sets used by all running scripts and indicates the status of the
operation.

+ Scripts lists all ProactiveAl Backup scripts by name and indicates their status. From the Scripts
view, you can deactivate a script.

Retrospect lists the status of each item under the status heading.
Blank means ProactiveAl Backup has yet to connect with the item.
Active means the script is functioning.

ASAP means the source will be backed up as soon as possible. This may be either because the
client user initiated the backup or the client’s most recent backup is older than the script’s backup
interval.

Backed up means the source volume has been backed up within the specified interval.
Busy means that ProactiveAl Backup is waiting for a resource that is currently in use.

Deferred means the client user has intercepted and postponed the backup. Such user deferments
are entered in the Operations Log.

Device means that ProactiveAl Backup cannot find the tape drive to which the required Backup Set
is bound. See The Binding tab for more information.

Inactive means the script was deactivated or its schedule does not currently permit it to run.
Media means ProactiveAl Backup cannot find the proper media for the item’s Backup Set.

Password means that a Backup Set required by ProactiveAl Backup is password-protected and
requires the password for any access. To make the Backup Set accessible, go to
Configure>Backup Sets, select the protected Backup Set, and click Properties. Once you enter the
password, the Backup Set will be accessible until you relaunch Retrospect.

Ready means a source is currently being backed up or is about to be. It also means a Backup Set
is ready as a backup destination.

Retry means ProactiveAl Backup failed to back up the source and will try again.

Scheduled means the source has never been backed up, but the administrator has scheduled a
pending backup.

Source means ProactiveAl Backup cannot find the source volume.
Wrap up means a ProactiveAl Backup script is in its wrap up period.

Click on a source, Backup Set, or script to see more status information in the lower part of the
Activity Monitor window.
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ProactiveAl Backup Commands
The ProactiveAl tab includes the following commands:

+ Click the Schedule button to override a ProactiveAl Backup script’s execution schedule. If
Sources is selected in the list box, enter a date and time in the dialog box, then click OK. If
Scripts is selected in the list box, select a radio button option for when the script should be
active, then click OK.

+ Click the Pause button to pause all pending ProactiveAl Backup script executions.
+ Click the Continue button to continue all pending ProactiveAl Backup script executions.

+ Click the Start button to start ProactiveAl Backup. If you have created any ProactiveAl Backup
scripts, and ProactiveAl Backup is not disabled, it will start automatically after 10 minutes.

+ Click the Stop button to stop ProactiveAl Backup from running. When you click Stop, no
ProactiveAl Backup scripts will execute until you click Start. If you do not disable ProactiveAl
Backup, it will automatically start up again after 10 minutes. When you stop ProactiveAl Backup,
any schedule overrides you specified while ProactiveAl Backup was running will be lost.

+ Choose an item from the Sources list box to change the view. Choose Sources to view
ProactiveAl Backup scripts based on their source; choose Backup Sets to view ProactiveAl
Backup scripts based on their destination; or choose Scripts to view to view ProactiveAl Backup
scripts by script name.

+ Select the “Don’t allow scheduled and waiting executions to start” checkbox to prevent any
Proactive, scheduled, or waiting execution from starting until the checkbox is deselected.

Deactivating a ProactiveAl Backup Script

Retrospect allows you to temporarily deactivate a ProactiveAl Backup script so its sources are not
included in ProactiveAl Backup’s routine operations.

When ProactiveAl Backup is stopped and later started, the script will be active.

To prevent a specific ProactiveAl Backup script from executing, first click the Scripts tab. Then
select the script from the list and click Schedule from the toolbar and in the dialog that follows
select Never active and click OK.

Reactivating a Script: To allow a deactivated ProactiveAl Backup script to execute and include its
sources in ProactiveAl Backup’s routine operations, follow the same steps as deactivating but
select Always active.

Scheduling a Backup of a Source

Retrospect allows you to schedule a backup of a source from a running ProactiveAl Backup script.
This lets you set a definite time for ProactiveAl Backup to back up the source, rather than wait for
ProactiveAl Backup to back it up at its convenience. This is useful, for example, when the backup
administrator knows a salesperson will be leaving the office with her notebook computer. The
administrator can schedule that client for backup immediately.

To schedule a backup of a source, first click the Sources tab in the ProactiveAl Backup status
window. Then select the source from the list and click Schedule from the toolbar (or double-click on
the source).
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Use the controls to set the date and time to back up the source, then click OK. Retrospect changes
the priority of the source in the ProactiveAl Backup queue according to your scheduled time.

A backup scheduled this way is not remembered by Retrospect when ProactiveAl Backup is
stopped.

Scheduled Tab

Click Activity Monitor>Scheduled from Retrospect’s navigation bar to preview upcoming scripts
(excluding ProactiveAl Backup scripts).

You can edit and delete specific scripts from this window, and also prevent all scheduled
executions from starting.

The Scheduled tab includes the following commands:

+ Click the Edit Script button to display the script summary window. From this window, you can
modify the script sources, destinations, selected files, options, and schedule. Make your
changes, then click OK.

+ Click the Delete button to delete the script execution for the selected date and time, as well as all
other executions of the script scheduled prior to the selected date and time. Retrospect displays
a dialog asking you to confirm the request.

+ Select the “Don’t allow scheduled and waiting executions to start” checkbox to prevent any
Proactive, scheduled, or waiting execution from starting until the checkbox is deselected.

Once a script’s scheduled execution time arrives, it moves from the Scheduled tab to the Executing
tab, or, if the required resources are not available, to the Waiting tab.

Waiting Tab

Click Activity Monitor>Waiting from Retrospect’s navigation bar to view operations that are waiting
for resources (Backup Sets, sources, execution units.).

For example, if an operation requires a specific execution unit that is already in use, or if all
available execution units are currently in use, the operation will get put into the waiting queue. For
more information about execution units and multiple simultaneous executions, see Multiple
Concurrent Executions.

The Waiting tab includes the following commands:

+ Click the Suspend button to pause the selected operation. Suspended operations will not
execute until they are resumed (even if the required resources become available).

+ Click the Resume button to resume a selected suspended operation. When the resources
required to run the operation become available, it will execute.

+ Click the Delete button, then click OK to delete the selected operation.

+ Click the Defer button to defer execution until a specified a date and time. At that date and time
(provided you have not quit Retrospect in the meantime) the operation will try to execute. If the
required resources are available, it will execute. Otherwise, it will get placed in the waiting queue.
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+ Select the “Don’t allow scheduled and waiting executions to start” checkbox to prevent any
Proactive, scheduled, or waiting execution from starting until the checkbox is deselected.

Once an operation starts executing, you can monitor its progress in the Executing tab.

Executing Tab
Click Activity Monitor>Executing from Retrospect’s navigation bar to view executing operations.
When an operation begins executing, the Activity Monitor’s Executing tab displays automatically.

You can monitor the performance of currently executing operations, temporarily pause, or
permanently stop an operation, and view the log associated with an operation. If the operation
requires media that is not available or accessible, the Media Request window displays during
execution.

What Retrospect does after the operation is complete depends on whether it’s an immediate
operation or a scripted operation and the preferences you have specified. See Startup Preferences
and Schedule Preferences for more information.

While an operation is executing, it includes the following commands:

+ Click the Pause button, then click Yes to temporarily suspend the selected operation. If you want
to pause all executions and/or not allow scheduled and waiting executions to start, select the
appropriate checkbox(es), then click Yes.

+ Click the Continue button, then click Yes to resume the selected operation. If you want to
continue all executions and/or allow scheduled and waiting executions to start, select the
appropriate checkbox(es), then click Yes.

+ Click the Stop button, then click Yes to halt the selected operation, bringing it to a premature
end. If you want to stop all executions and/or not allow scheduled and waiting executions to
start, select the appropriate checkbox(es), then click Yes.

+ The Log button displays Operations Log information for the selected operation.

If the media required for the selected operation is not available, Retrospect displays a media
request dialog. See Media Request Window for more information.

Once an operation is complete, it is removed from the Executing tab. Click the History tab to view
details about the operation.

History Tab

Click Activity Monitor>History from Retrospect’s navigation bar to view operations that are finished
executing (successfully or unsuccessfully).

The History tab includes information about the date, time, and performance of the most recent
operations and has the following commands:

+ Click the Delete All button, then click OK to clear history information for all listed items. If you
don’t delete the operations history, Retrospect automatically removes the oldest operations to
display information about more recent operations. Use the Execution history limit to control the
maximum number of operations listed in the History tab. See General Preferences for more

CHAPTER 8 « CONTROLLING OPERATIONS 187



information.
+ Click the Delete button, then click OK to clear history information for the selected operation.

+ Click Errors to display a browser listing the file(s) that caused the error. The Error button is only
enabled if there is a file-related error. Other errors are explained in the Log.

+ Click the Log button to display the Operations Log information for the selected operation.
Events Tab

Click Activity Monitor>Events from Retrospect’s navigation bar to see special messages from
Retrospect concerning past and current operations.

For each event, Retrospect displays information about the event type, the date and time of the
event, the event category, and a brief description of the event. You should periodically review the
Events tab as part of your regular monitoring of the Retrospect backup computer.

Event types include Information, Warning, and Error. Information events are displayed for
operations that complete successfully or are stopped before completion. Warning events can be
more serious. For example, if a backup completes with errors, Retrospect displays a Warning
event. Finally, Error events are the most serious. Retrospect displays an Error event when it cannot
complete an operation, for example, if a script fails or a volume or device is not accessible.

Each event displayed by Retrospect falls into one of the following categories: Volume, Client,
Device, SCSI, Backup Set, Engine, or Script.

You can delete a selected event or delete all events using the following commands:

+ Click the Delete All button, then click OK to delete all events. If you don’t ever delete events,
Retrospect automatically removes the oldest events to display information about more recent
events. Use the Execution event limit to control the maximum number of events listed in the
Events tab. See General Preferences for more information.

» Click the Delete button, then click OK to delete the selected event.

+ All Retrospect events are also logged in the Windows Event Viewer’s Application log. See your
Windows documentation for information on accessing the Event Viewer. If you select
Retrospect’s “Enable notification for external applications” preference, certain applications, such
as EMC Legato Networker Management Console, can also display Retrospect events. See
Reporting Preferences for more information.

Media Request Window

When an operation moves into the Activity Monitor’s Executing tab and the required media is not
available, Retrospect prompts you to insert media with the correct name or blank or erased media,
by displaying a media request window.

You can avoid this prompt if you insert the correct medium before the operation executes. So it
does not overwrite valuable data, Retrospect is very particular about tapes, discs, and removable
disks—they must be blank or erased, or their names must exactly match the requested names in
order for Retrospect to proceed without prompting you. When performing new or Recycle backups,
consider erasing removable media or adding hard disks beforehand to be sure Retrospect will
proceed automatically without a media request.

188 WINDOWS USER'S GUIDE



The media request window looks different depending on whether your destination is a tape/CD/
DVD Backup Set or a disk Backup Set.

Tape/CD/DVD Media Request

When backing up to tapes or CD/DVDs, the media request window looks a lot like the Storage
Devices window.

Click Stop to halt the current operation. If Retrospect is looking for new media, insert blank/erased
media and click Proceed to continue the current operation. If Retrospect is looking for a specific
named member of a Backup Set insert it and click Proceed. If the named member is unavailable
click Choices (see Media Unavailable for more information).

The window has a toolbar with the same commands available from the Storage Devices window.
See:

+ Toolbar Commands for Discs

» Toolbar Commands for Tape Drives

+ Toolbar Commands for Tape Libraries

The most useful commands during a media request are:

Eject: unloads the selected medium from its drive so you can insert the correctly named medium or
a blank/erased tape/CD/DVD.

Erase: erases the contents of the selected tape or CD/DVD and then uses the erased medium for
the current operation.

Media Unavailable

If the requested media is unavailable, click the Choices button. The media choices dialog displays.
Choose one of the following options:

Missing: tells Retrospect to designate the requested member as permanently unavailable from the
Backup Set. Retrospect will ask for a new member and, if possible, copy the missing data to it
during the next backup or archive.

Select Missing only when you have permanently lost or damaged the requested member. It is not
appropriate for other situations.

Skip: tells Retrospect to skip the requested member and ask for a new member. Data on the
requested member remains intact. Effectively, you are saying, “Stop copying to this member and
start copying to a new one.” This is useful when a member is nearly full and you think it may not
make it through a complete unattended backup before Retrospect fills it and asks for a new
medium.

Do not select Skip when you have lost or damaged the requested medium, or you may lose your
data. Select Missing instead.

Disk Media Request

When backing up to disk, the media request window looks a lot like adding a disk to a new disk
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Backup Set. The window displays when the disk is full or unavailable to Retrospect.
Click Cancel to halt the current operation.

Click Show Members to show all members of the Backup Set and view details about each with the
Properties button. If any of the existing members has more disk space available, you can add it to
the Backup Set in the Properties window. If you are able to add enough space, Retrospect
continues the current operation.

Browse to and select a disk with available space and click Proceed to add it as a member of the
Backup Set. Retrospect displays a window that summarizes information about the disk you are
adding and lets you specify how much storage space to dedicate to the Backup Set.

Click the Advanced button, to specify additional options.

+ A location for the backup data folder. If you don’t specify a location, the folder is automatically
saved on the root level of the disk.

+ A password for a network volume so Retrospect can automatically log in during unattended
backups.

+ With non-system local volumes, you can also have Retrospect erase and rename the disk.
Click OK to add the disk and continue the current operation.

For disk Backup Sets with grooming enabled, Retrospect only displays the media request window
after it has already groomed the Backup Set and determined that it still needs more disk space to
complete the current operation. If the Backup Set is grooming to the Retrospect defined policy, you
must add another disk (or increase the space available to the current disk) to continue the current
operation.

If the grooming policy specifies the number of backups to keep, you can click Groom to decrease
this number and delete older Snapshots and their associated files to reclaim disk space on the
current Backup Set member. This frees up room for the current operation, but the groomed data
cannot be recovered.

Click Groom, then enter a new, reduced number of backups to keep and click OK. Retrospect
grooms the Backup Set and, if it now has enough available disk space, continues the current
operation.

Multiple Concurrent Executions

Retrospect allows you to: change configuration settings while and operation is executing; execute
independent operations in parallel; handle resource conflicts (including serializing conflicting
executions); have the ProactiveAl Backup system kick off multiple executions; and use multiple
drives in a tape library simultaneously.

Retrospect has both core multiple execution capabilities and additional capabilities (support for
simultaneous use of multiple tape drives) that are enabled through the Advanced Tape Support
add-on.

Retrospect Desktop does not support multiple concurrent executions.
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Multiple Executions

Retrospect comes pre-configured for multiple execution units, the exact number of which is based
on the backup computer’s total amount of memory.

The software allows up to 8 concurrent executions, provided the computer has enough memory
and backup devices to support such a configuration.

When you’re using multiple execution units, you can run multiple operations at the same time. If you
start more operations than there are available execution units, the additional operations are placed
in a “Waiting” queue until an execution unit becomes available. See Waiting Tab.

ProactiveAl Backup scripts operations do not go into the waiting queue. They only launch when an
execution unit (and other required resources) is available.

Generally, in order to execute operations concurrently, the operations must each have a unique
source and a unique destination. Disk Backup Sets are unique in that the same Backup Set can be
used as the destination in one operation while, at the same time, as the source for one or more
additional operations. This feature is discussed in Disk Backup Sets and Multiple Executions.

Subvolumes and mailboxes are not considered unique from the volume or Exchange Mailbox
container on which they are stored. Therefore, you cannot back up from or restore to a volume and
any of its subvolumes (or an Exchange Mailbox container and any of its mailboxes) concurrently.
Retrospect will run these executions consecutively.

If you have multiple disk Backup Sets stored on the same disk, Retrospect, Inc. recommends that
you not use those Backup Sets in concurrent operations.

Disk Backup Sets and Multiple Executions

Retrospect server-class editions are unique in that they support a single write operation and
multiple read operations simultaneously using the same disk Backup Set.

Write operations include:

+ Backing up to the Backup Set

+ Transferring to the Backup Set

+ Archiving to the Backup Set

Read operations include:

+ Restoring from the Backup Set

+ Transferring from the Backup Set

* Preparing for disaster recovery

+ Viewing the Backup Set Properties

« Browsing a Backup Set’s Snapshots or Sessions

As long as you have enough execution units available, you can perform one write operation at the
same time as one or more read operations. You can also perform multiple read operations at the
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same time.

For example, you can back up to a Backup Set, while simultaneously restoring a Retrospect Client
from the same Backup Set. You can also:

+ Perform multiple restores from the same Backup Set
« Transfer Snapshots from a Backup Set while backing up to that Backup Set

The only limitation, other than execution units, is that none of the concurrent operations can require
same volume/database/mailbox or the same non-disk Backup Set.

Certain operations require exclusive access to the Backup Set (e.g. updating a Catalog File,
grooming, recycling, verifying media). When one of these operations is using a disk Backup Set, no
other operations can use that Backup Set at the same time.

To take full advantage of these disk Backup Set capabilities, make sure your scripts specify that
Retrospect use “Any Execution Unit”. See Assigning Execution Units for more information.

Other than specifying “Any Execution Unit” in your scripts, there is nothing you have to do to use
this feature. Scripts that are unable to run simultaneously due to resource conflicts are placed in the
Waiting queue and execute as soon as the required resources become available. For immediate
operations and Backup Set management tasks, Retrospect either asks if you want to wait for the
required resource to become available or displays error -843 (resource in use by another operation),
in which case you’ll have to try again later.

Retrospect Desktop supports only one execution unit and therefore cannot take advantage of disk
Backup Sets’ single write/multiple read capabilities.

Configuring Multiple Execution Preferences
You must have more than one execution unit to perform concurrent executions.
See General Preferences for information on specifying the number of execution units.

Retrospect automatically determines the optimal number of execution units based on the backup
computer’s memory. Override this setting at your own risk.

Assigning Execution Units

You can decide whether you want an operation to use a specific execution unit or the first available
execution unit (“Any Execution Unit”). When you have two or more execution units and you create a
script or set up an immediate operation, its summary window includes an execution unit list box.

To take advantage of multiple executions, choose “Any Execution Unit”. In some cases, you may
want executions to run consecutively. For example, you may back up a volume to hard disk, then
back up the Catalog File to a CD. In this case, you should assign the same execution unit to both
operations and schedule the main backup to start before the Catalog backup. This guarantees that
the second operation will not execute until the first one is complete.

Multiple Drives

Concurrent executions to multiple tape drives requires Retrospect’s Advanced Tape Support add-
on. You can perform concurrent executions to multiple stand-alone tape drives, or to tape libraries
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with multiple built-in drives.

Advanced Tape Support is not available for Retrospect Desktop or Retrospect Single Server (Disk-
to-Disk).

Binding Tape Backup Sets to Tape Drives

When using multiple tape drives with Retrospect, you may want to “bind” a Backup Set to a
specific drive. For example, if you have two tape drives, a faster drive and a slower drive, you may
want to bind the Backup Set for your client computers to the slow drive, and the Backup Set for the
local server to the fast drive. That way the networking speed and drive speed will be more in sync
and the tape drives will have to spend less time repositioning the heads.

By default, Retrospect allows Backup Sets to use any available tape drive, but there are two ways
to change this setting:

* You can specify and modify the binding of a tape Backup Set through the Backup Set properties
window. Go to Configure>Backup Sets, select a tape Backup Set, and click Properties. In the
Properties window, click the Binding tab. Click “Selected tape drives” and select one or more
drives. You can also remove a binding by selecting “Any tape drive”.

+ You can also specify and modify the binding of a tape Backup Set through the Storage Devices
window. Click Configure>Devices. In the Storage Devices window, click the Binding tab. Select a
Backup Set, click “Selected tape drives,” and select one or more drives. You can also remove a
binding by selecting “Any tape drive”.

Multiple Tape Drive Strategies

Retrospect Advanced Tape Support (ATS) add-on allows Retrospect to write to multiple tape drives
or read and write to separate tape drives at the same time. This allows for more data to be backed
up in a given backup window.

The key strategy for maximizing the performance of ATS and meeting your backup window
demands is to set up your scripts to stream a unique source to a unique destination, so that
multiple operations can run concurrently.

If a specific source or destination is in use by one operation, Retrospect cannot use that source or
destination for another concurrent operation.

The following scenarios describe how to structure your scripts and Backup Sets to get the greatest
advantage from ATS:

+ Scenario 1- Four servers or server volumes to back up to a tape library with two drives

+ Scenario 2- A SQL server, Exchange server, file server, and 35 notebooks to back up to a tape
library with two drives

+ Scenario 3- 500 clients to back up to a tape library with four drives
* You must have at least two execution units available to run multiple concurrent operations.

Without Advanced Tape Support, you would most likely create one script to back up all the servers
to a single Backup Set. Since you cannot back up simultaneously to two tape drives without ATS,
this is a good option.
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With Advanced Tape Support however, you can create two scripts, each of which backs up two
servers to a different Backup Set. You can schedule the scripts to run at the same time and back
up all the volumes in less time.

Script 1
Scripts

Script 2

Script 1: Server A and Server B
Sources

Script 2: Server C and Server D

Script 1: Backup Set 1
Destinations

Script 2: Backup Set 2

In this example, the servers need to get backed up every night at 10 p.m. and the notebooks need
to get backed up as they’re available on the network.

Create two scripts, one regular script for the servers and a ProactiveAl Backup script for the
notebooks.

Server Backup
Scripts

Notebook Backup (ProactiveAl Backup script)

Server Backup: SQL, Exchange, file server
Sources

Notebook Backup: Notebooks

Server Backup: Backup Set 1
Destinations

Notebook Backup: Backup Set 2

Server Backup: 10 p.m., every night
Schedule

Notebook Backup: Always active

This arrangement makes it possible for Retrospect to back up the servers and the notebooks at the
same time to different tape drives (as long as the resources are available).

Organize the clients into four logical groups of a similar size, then create a source group (in the
Volumes Database) for each and add the clients.
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Create a Backup Set and ProactiveAl Backup script for each source group, then start ProactiveAl
Backup.
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Chapter 9
Networked Clients

This chapter provides instructions on installing, configuring, and otherwise administering the client
software that allows you to access networked Retrospect client computers from the backup
computer. It also describes the options and controls available to Retrospect clients. In addition, this
chapter explains how to back up these clients and includes information and worksheets for setting
up efficient workgroup backups.

Networked Clients Overview

Retrospect allows you to use a single computer with a storage device to back up networked
Windows, Macintosh, and UNIX computers equipped with Retrospect Client software.

The backup administrator—that’s you—installs the Retrospect Client software on each of the client
computers (also called clients). The backup administrator uses the Retrospect application to log in
clients for use by the backup computer. After configuring the clients, the administrator can create
and schedule scripts using client volumes as sources, as if the volumes were connected directly to
the backup computer.

Client Licenses

Retrospect will work with as many clients as you have licensed. Retrospect Single Server, and Multi
Server support unlimited desktop/notebook clients.You can add licenses to support more desktop/
notebook clients with Retrospect Desktop.

Retrospect Multi Server supports unlimited server clients. You can add licenses to support server
clients with Retrospect Single Server.

Retrospect’s License Manager keeps track of your client licenses with the license codes you enter.
Client license codes are included with Retrospect and are available separately in Retrospect
Clients. You get additional codes when you purchase additional licenses.

+ To view current licenses, click Configure>Licenses. The Backup Clients container summarizes
the quantities of used and available clients and lists client licenses you have added.

» To add a client license, click the Add button and enter your new license code in the dialog that
follows.

+ To purchase additional client licenses, click Purchase.

Client licenses are automatically added by the License Manager when you log in previously
licensed clients running Retrospect Client software version 4.1 and earlier.

Security
Clients connected to the Internet are at risk, however slight, of unauthorized access. The

Retrospect Client installer program requires you to assign passwords (see General Tab) to clients to
prevent access by Internet users who have Retrospect.

Installing Clients

All client computers that you want to back up must have Retrospect Client software installed.

196 WINDOWS USER'S GUIDE



Installing Retrospect Client Software on Windows Computers

There are a number of different ways to install Retrospect Client software on Windows computers.
The method you choose depends on how you will log in the clients to Retrospect’s Backup Client
Database. Depending on the number of clients you have and the edition of Retrospect you have,
you can either log in clients one by one, or log in multiple clients at one time.

Installing Windows Clients for Individual Log In

If you have a small number of clients, or if you have Retrospect Desktop, you can install Retrospect
Client for Windows using the Retrospect download or by copying the client installer files to a
network location accessible to the client computers. Individual clients are logged in to Retrospect’s
Backup Clients Database using the password specified during installation.

Use the following procedure to install the client software on each Windows computer you want to
back up over the network.

To Install Windows Clients for Individual Log in:
1. Under Windows, log in to the client computer so that you have Administrator privileges.
2. Save all unsaved documents in other running application programs.
3. Download the Retrospect Client software from the retrospect.com website.
4. Follow the wizard instructions to install the client software.

5. During the installation process, you must enter a password that is used to prevent
unauthorized access to the client; do not forget this password.

When the computer starts up it automatically loads the client software. The client is now ready to
be accessed from the backup computer, as described in Working with Clients.

Installing Windows Clients for Multiple Log In

In order to take advantage of Retrospect’s ability to log in multiple Retrospect for Windows clients
at once, including automatic discovery and log in of new clients, you must have Retrospect Single
Server (Disk-to-Disk), Small Business Sever, Single Server, or Multi Server. In addition, if you have
Microsoft Systems Management Server (SMS) or Group Policy, you can use these technologies to
deploy the client software.

Instead of relying on individual client passwords, multiple client log in uses a private key certificate
(on the Retrospect backup computer) and a public key certificate (on each Windows Retrospect
Client) to add clients to Retrospect’s Backup Client Database. You create these keys in Retrospect,
then distribute the public key to the clients using one of the procedures described below.

To Install Windows Clients for Multiple Log In:
1. Copy the client installer files to a network location.
2. Launch Retrospect on the backup computer.
3. Choose Configure>Preferences from Retrospect’s navigation bar.

4. Click Clients>Adding.
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5. Click Create keys.
6. Enter and confirm a password to protect the private key, then click OK.
Retrospect creates two files, privkey.dat and pubkey.dat at c: \ProgramData\Retrospect\.

7. For the greatest security, you should password protect Retrospect, as well as the private key.
See Security Preferences.

8. Copy pubkey.dat to the “public_key” folder in the client installer folder on the network.

9. Contact Retrospect Client for Windows users and tell them to launch setup.exe from the client
installer folder on the network.

Clients installed this way can be added to Retrospect’s Backup Clients Database all at once.
See Adding Clients for more information. Retrospect can even be set up to look for new clients
installed this way on a regular basis and add them to the Backup Clients Database
automatically. See Adding Preferences for more information.

To Deploy the Windows Client Installer Using SMS or Group Policy:
1. Launch Retrospect on the backup computer.
2. Choose Configure>Preferences from Retrospect’s navigation bar.
3. Click Clients>Adding.
4. Click Create keys.
5. Enter and confirm a password to protect the private key, then click OK.
Retrospect creates two files, privkey.dat and pubkey.dat at C: \ProgramData\Retrospect\.

6. Use Microsoft SMS or Group Policy to deploy the Retrospect Client 18.5.msi and pubkey.dat
files to multiple clients at once.

7. Client computers must have ISScript 9 and Windows Installer 2.0, both of which are included in
the client installer folder on the Retrospect CD, in order to use the .msi file.

Detailed instructions on the use of SMS and Group Policy are beyond the scope of this document.
Please refer to those products’ documentation for more information on deploying and running
installers.

Installing the Client Software on Mac OS Computers

Use the following procedures to install the client software on each Macintosh computer you want to
back up over the network.

For installing many clients on a network from a file server, or for installing on computers without
CD-ROM drives, you can make a shared folder on a server with the contents of the Retrospect
Clients Installer application. Run the installer program from that folder instead of from the CD.

To Install Retrospect Client Software on a Mac OS Computer:

1. Save all unsaved documents and quit other running application programs.
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2. Under Mac OS X, log in to the client computer so that you have administrator privileges.
3. Double-click the installer icon to launch the program.
4. Follow the instructions of the installer program to place the client software on the startup disk.

5. Create and enter a password to prevent unauthorized access to the client; do not forget this
password.

6. Use only basic alphanumeric characters (low-bit ASCII) in passwords for Macintosh clients.
Macintosh high-bit characters do not correspond to Windows high-bit characters. For
example, Luf$Luf00 is OK but Luf-Lifee will cause problems.

7. Restart the computer.

When the computer starts up, it automatically loads the client software. The client is now ready to
be accessed from the backup computer, as described in Working with Clients.

Installing the Client Software on UNIX Computers

Use the following procedures to install the client software on each UNIX computer you want to
back up over the network. Where the instructions say version, use your specific version/build
number of the Retrospect Client software.

To Install Retrospect Client Software on a UNIX Computer:
1. Save all unsaved documents in other running application programs.
2. Login to the client computer.

3. Enter the following commands, respective to your operating system and your preferred
installer.

$tar -xf retroclient-version.tar, $.Install.sh

4. Create and enter a password to prevent unauthorized access to the client; do not forget this
password.

The client software runs automatically upon completion of installation.

The client is now ready to be accessed from the backup computer, as described in Working with
Clients.

Working with Clients

Once a client computer is installed with Retrospect Client software, you can add it to the Backup
Clients Database from the backup computer and start using it in immediate and automated
operations.

Working with Firewalls

When backing up network clients, Retrospect needs certain network access that is not enabled by
default with most firewalls.
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Retrospect uses port 497 for both TCP and UCP communications. To successfully find and access
Retrospect clients, your firewall needs to be set to allow communication over port 497 for both TCP
and UDP on all Retrospect clients as well as on the Retrospect backup server.

If you are using the Windows XP SP2 Firewall, Retrospect automatically opens these ports if the
firewall is enabled when Retrospect is installed. Otherwise, you must open the ports manually. See
your Windows documentation for information on enabling firewall exceptions.

Adding Clients

Before you can back up a client computer, you need to add it to Retrospect’s Backup Clients
Database. In general, you can only add one client to the database at a time, however under certain
circumstances you can add multiple clients at once, and even set up Retrospect to automatically
discover and add new clients on your network.

Requirements for adding multiple clients at once:

+ Retrospect Single Server (Disk-to-Disk), Single Server or Multi Server

+ Retrospect Client for Windows

+ Clients installed with a public key certificate (see Installing Windows Clients for Multiple Log In)
» Multicast or subnet broadcast method of accessing clients

* When you add a client, Retrospect’s License Manager decrements the available pool of client
licenses (if applicable).

To Add a Single Client:
1. From the navigation bar, click Configure> Clients.

+ The Backup Clients Database displays a scrolling list of all the client computers currently
logged in for use with Retrospect, if any.

2. Click Add to bring up the Live Network window.

+ This window lists all the computers on a specific network that have Retrospect Client
software installed. By default, Retrospect uses its Piton multicast method of searching for
clients in the local subnet.

3. Asubnet is a group of local computers physically networked together without a router or
gateway, though they may use a gateway to connect to other networks.

4. Select a client and click Add.
5. Enter the client’s password, then click OK.

Once a client is logged in, the client properties window displays. See Configuring Clients for
information about client properties.

To Add Multiple Clients:

1. From the navigation bar, click Configure> Clients.
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+ The Backup Clients Database displays a scrolling list of all the client computers currently
logged in for use with Retrospect, if any.

2. Click Add to bring up the Live Network window.

+ This window lists all the computers on a specific network that have Retrospect Client
software installed. By default, Retrospect uses its Piton multicast method of searching for
clients in the local subnet.

3. Asubnet is a group of local computers physically networked together without a router or
gateway, though they may use a gateway to connect to other networks.

4. Select all the clients in the list.
Retrospect automatically deselects non-Windows clients.
5. Click Add.

Clients that have a public key certificate created by the Retrospect backup computer are added.
Clients that have a password are not added. Clients that have a public key certificate that was
created by a different Retrospect backup computer are not added.

To automatically discover and add clients with a public key certificate and add them to the Backup
Clients Database see Adding Preferences.

Testing Network Addresses

You can use the Test button in the Live Network window to test for a responding client at a known
IP, DNS, or WINS address.

To Test an Address:
1. From the navigation bar, click Configure> Clients.
2. Click Add to bring up the Live Network window.
3. Click Test.
4. Enter an IP, DNS, or WINS address and click OK.

If Retrospect Client software is found at the specified address, Retrospect reports its client name
and software version.

If a computer is found at the specified address, but it is not running Retrospect Client software,
Retrospect reports error —-541.

If there is no TCP/IP response from the specified address, Retrospect reports error —-530.

The Advanced button accesses Retrospect’s advanced networking features, which are described in
Advanced Networking.

Configuring Clients

After you have logged in a client, you need to configure it. If a client is already installed but not
logged in, you can select it in the Live Network window and click the Add button to log in and
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configure the client. If the client is already known but you need to reconfigure its settings, you can
select it in the Backup Clients Database window and click Properties from the toolbar.

The client properties window is arranged with four tabs:
+ General Tab

» Access Tab

+ Tools Tab

* Volumes Tab
General Tab

The General tab shows various information about the backup client and has an option to protect
data over the network.

Name is the given client name.
Type indicates the operating system used by the client computer.
Version is the version number of the client software installed on the client computer.

Priority is the priority setting the user has chosen from the client control panel. A 20% priority
means the user has set the slider all the way to “User,” giving other applications and tasks some of
the computer’s processing time that would otherwise be used for Retrospect tasks. A 100% priority
means the client’s priority slider is set all the way to “Backup,” giving client tasks (namely,
transferring files) all of the client software’s processing time allotted by its operating system.

Security is the data security specified for this client computer:

+ None means no password was installed and anyone using Retrospect on the network can log
into this client.

+ Password means a password must be entered in order to log in to this client.

+ Uses private/public key means the client does not require a password to be logged in. See
Installing Windows Clients for Multiple Log In for more information.

» Link Encryption appears if the client has a password and the Encrypt network link check box is
selected. This means data from the client is being encrypted before being sent over the network.
You cannot select the Link Encryption option unless you have a password or public/private key.

Status indicates the client’s availability for backups and other operations. Not connected means
Retrospect has not yet established communication with the client. In use means the client is
presently being accessed. Connected means the client is ready and available. Locked means the
user at this client workstation has checked the “Read Only” access preference in the client control
panel. The client can be backed up, but you cannot restore to it or delete files from it. Busy means
the client is currently being accessed by a different copy of Retrospect on the network. Turned Off
means the user at this client clicked the “Off” radio button in the client control panel. A client that is
turned off is unavailable for operations until it is turned on manually or the client computer is
restarted.
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Echo time is the time delay, in seconds, experienced in communicating with this client (usually 0.0
to 0.2). If the network or client is busy, or you are using routers, the echo time could easily be
higher without indicating a problem.

Speed is the transfer rate of the network connection between the backup computer and the client
computer. Click the Refresh button to update Speed information.

Clock offset is the difference in hours:minutes:seconds between the internal clocks of the client
computer and the backup computer.

Encrypt network link, which is off by default, is only available if this client uses a password. When
the check box is checked Retrospect protects against network eavesdropping by encrypting data
transferred over the network then decrypting it before writing it in the Backup Set. (Client link
encryption is distinctly different from Backup Set encryption.)

Access Tab
The Access tab summarizes the network access method for this client.

You can click the Change button to access the client in a special Live Network window. This may
be necessary if the client has moved on the network or was if it was reinstalled.

Tools Tab

The Tools tab lists the client name, whether it has a password, its clock offset (the time difference
between the client computer clock and the clock of the backup computer), and the version number
of the client software.

+ To change the client name, click Rename. A dialog then asks you to enter and confirm the new
name.

+ To add or change the password, click Set Password. A series of dialogs then ask you to enter
and confirm the new password.

+ To change the time of the client computer to match that of the backup computer, click Sync
Clock, which is not available when the client allows read access only (see Access Restrictions
Preferences).

+ To update the software version of the client, click Update. A file selection dialog then asks you to
locate the Retrospect Client software from which to update. See To Update an Individual Client
Computer for detailed instructions.

Volumes Tab

The Volumes tab lets you specify which volumes on the client computer are accessible to
Retrospect over the network.

Client sources: The setting of the list box affects how Retrospect resolves client containers during
operations. Usually you do not need to change it from its Client Desktop default.

+ Client Desktop resolves to all volumes local to the client computer, except for floppy disks,
shared volumes (such as file servers), read-only volumes (such as CD-ROMs), and empty
volumes.
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+ Startup Volume resolves to the volume from which the client computer booted.
+ Selected Volumes resolves to all volumes selected below in the list of remembered volumes.

Remembered volumes: lists the client’s volumes. Only the selected volumes will be available to
Retrospect during operations. The selection determines which volumes appear in Retrospect’s
Volumes Database window. It also determines the volumes to which the client container resolves
when the Client sources list box is set to Selected Volumes.

The following table uses the example of a client computer with several mounted volumes.It shows
the volumes to which the client container resolves, respective to the different Volumes to Access
settings.

These volumes on a client ...with this client sources
. . ...resolves to these volumes.
computer... configuration...
Alyosha
Client Desktop Beowulf
Cynics
Startup Volume Alyosha

Selected Volumes, with only
Beowulf selected in the list of | Beowulf
remembered volumes

Forgetting a Client

After a client has been logged in, there may come a time when you no longer need it and its
volumes. (For example, a computer is no longer on the network.) In this case, you can tell
Retrospect to forget it, which is the opposite of logging it in.

In the Backup Client Database window, select the client and click the Forget button ﬂ in the
toolbar. Retrospect asks you to confirm this. By clicking OK, you are removing the client volumes
from scripts and other lists in Retrospect. This only affects Retrospect on the backup computer in
use at the time. It does not affect other copies of Retrospect running on other computers on the
network, which remain logged in to the client as usual. Forgetting a client does not affect that
client’s existing backups.

You can use Shift+click and Ctrl+click to select and forget multiple clients at once.

Forgetting a client makes one more client license available in the License Manager (see Client
Licenses).

Updating Clients
There may come a time when you need to update older client software to take advantage of

improvements in a newer version. At that time, you can update clients either from the backup
computer, or from individual clients.
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Updating Clients from the Backup Computer

You can update individual clients as needed, or update all clients of a given type. When you update
a client, it retains all of its current settings.

It is a good idea to update all clients even if you know some of them are turned off. You can later
repeat this operation without affecting the clients that are already updated.

To Update All Clients of a Given Type

From Retrospect’s navigation bar, click Configure then click Clients. The Backup Clients Database
window appears, listing all client computers currently logged in for use with Retrospect.

Click the Update clients button % in the toolbar. Retrospect asks you to specify the location of the
Retrospect Client update (.rcu) file. There are different client update files for different operating
systems: Windows, Linux, and Mac OS X.

Select the appropriate client update file, wherever it may be, and click Open. After your
confirmation, Retrospect begins updating the client software on all client computers of the same
type as the selected .rcu file (e.g., Windows, etc.). If you have different types of clients, repeat these
steps for each type.

NOTE: You can find the RCU file on the Retrospect website under Downloads for a respective
platform’s client. You can also find it under c:\Program Files\Retrospect\Retrospect\Client
Updaters.

If a client computer has virus protection software installed, it may require confirmation at the client
computer before allowing the update to continue.

When the update is complete, Retrospect reports the results in a dialog and the Operations Log.
Click OK.

To confirm the status of each client update, open the Operations Log. (To do this click Reports
from the navigation bar then click Operations Log, or choose Operations Log from the Window
menu.)

To Update an Individual Client Computer

In the Retrospect navigation bar, click Configure>Clients. The Backup Clients Database window
appears, listing all client computers currently logged in for use with Retrospect.

Select the client you want to update then click the Properties button (or double-click the client). In
the client properties window that appears, click the Tools tab.

Click the Update button. A dialog appears, prompting you to specify the location of the Retrospect
Client update (.rcu) file.

Select the appropriate client update file, and click Open. When the update is complete, another
dialog appears, telling you the update completed. Click OK.

Updating Clients from the Client Computer

If you do not want to update clients from the backup computer as described above, you can
update clients directly from the individual client computers. This is done with the Setup application

CHAPTER 9 «- NETWORKED CLIENTS 205



(Windows), Client Installer application (Mac OS), and tar installers (Linux).

Follow the installation instructions (see Installing Clients) appropriate for the computer’s operating
system.

Uninstalling a Client and Its Software

If you want to remove the client software from a computer, forget the client as described in
Forgetting a Client, then see the following sections for each type of client:

+ Windows

+ UNIX

* Mac OS X

Windows
1. From the Start menu, choose Settings>Control Panel.
2. Double-click Add/Remove Programs.

3. Inthe window that appears, select the Retrospect Client software and click Change/Remove.

N

. Click OK to close the window.

5. You may have to log in with administrator privileges.
UNIX

The process for uninstalling the UNIX client varies depending on how the client software was
installed.

For tar, manually remove the client software files installed by tar.
Mac OS X

1. Open the client installer application.

2. Choose Uninstall from the pop-up menu and select the volume from which to uninstall
Retrospect Client software.

3. Click the Uninstall button to remove the client software from the computer, then exit when you
are done.

Advanced Networking

Retrospect normally uses its multicast access method to find backup clients directly connected to
the local network segment or local subnet, and display them in the Live Network window. You will
need to use Retrospect’s more sophisticated techniques of accessing clients if your network has
routers between the backup computer and its clients, or if your backup computer has multiple
network cards connected to different physical networks.

Retrospect has the ability to use several different methods of accessing clients. It also lets you
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control the use of adapter cards in the backup computer.
Access Methods

Retrospect can either use the standard DNS and WINS directory services, or its own Piton Name
Service based on TCP/IP.

Adding a client to the Retrospect client database also stores its access information for later use.
When Retrospect tries to connect to the client for a backup, it resolves the access information into
its current IP address using the original access method.

On each client computer, Retrospect Client software waits for queries from Retrospect on the
backup computer. Just exactly how Retrospect gets in touch with the clients depends on the
access method Retrospect is using.

Multicast

When you first open the live network window, the default access method is multicast. With this
method, Retrospect sends out a multicast request to the listening client computers, asking them to
respond with their identities. After you have added a client with this method, when Retrospect later
tries to connect to the client for a backup, it handles IP address changes automatically by sending
out another request to update its client database and connect with the proper client.

If you use a network analyzer to monitor the packets it sends with the multicast method, you will
see Retrospect uses well-known port 497 for its communications. The packet format conforms to
the proprietary Retrospect protocol Piton (for Plpelined TransactiONs), which gives Retrospect
much of its network speed and reliability. Multicast Piton Name Service uses the assigned address
224.1.0.38, which allows Piton to direct its queries only to those computers running Retrospect
Client software.

Multicast access is simple, requiring no configuration, but does not operate across routers. It works
only in the local subnet.

Subnet Broadcast

The subnet broadcast access method allows you to access clients through virtually any network
topology, including the Internet.

According to TCP/IP standards, every subnet has both a network address and a subnet mask, such
as 192.168.1.0 and 255.255.255.0. Routers use these to identify the physical network to which
computers are connected. Routers also support queries to all the computers on a particular subnet.
Retrospect takes advantage of this ability for its subnet broadcast access method, using the same
Piton protocol as for multicast access.

With Retrospect’s subnet access method, you must define the address and mask of each subnet
you wish to use, and update these configurations if your network changes.

Direct Access

You can use the direct client access method to add a specific backup client to Retrospect’s client
database. This method requires you to know the IP address or DNS or WINS name of each backup
client. Do not use a numeric IP address for computers which get a dynamic IP address from a
DHCP server, because Retrospect has no way to learn when the address changes.
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Adding clients by direct access is most useful for a few clients; adding many might be tedious. One
of the other methods would probably be better for adding numerous clients.

Configuring Access Methods

The first time you open the Live Network window Retrospect searches for clients in the local subnet
using its multicast access method. Click Advanced to access the advanced networking features.
The window expands with controls for the network interface and access method.

Subnet Broadcast Access Method
You can define other subnets in which Retrospect searches for clients.

Click Subnet Broadcast in the advanced Live Network window to configure a new subnet to search.
The first time you use this feature, no subnets are configured so no clients are listed. Click the
Subnets button. The first time you do this no subnets are configured, so none appear in the
configuration window.

Click Add, and in the dialog that appears, enter an IP address within the subnet and enter its
subnet mask. Click OK.

The IP subnet you defined appears in the subnet configuration window.
Later, you can add, modify, or remove subnets as needed.

Click OK to return to the Live Network window and view the backup clients Retrospect found using
the subnet broadcast access method.

When you add a client with the subnet broadcast access method, Retrospect knows to look for that
client in your defined subnets.

Each subnet you configure will be accessed by Retrospect when it searches for clients. This
includes not only when this window is open, but also when Retrospect searches for a client in an
operation.

You can define and use interfaces (see Interfaces) to limit the number of subnets to search for each
client.

Direct Access Method

In the advanced Live Network window, click the Direct access method button. The client list is
replaced with an entry box for you to enter the known IP address or DNS or WINS name of a client.

Enter the name or address and click Add. When a client is found at the specified address,
Retrospect asks you for its password before logging it into the client database.

If Retrospect fails to connect to a client at the specified IP address, see Client Configuration Issues.

After you enter the correct password, Retrospect displays the client’s properties window (described
in Configuring Clients).

Interfaces

Retrospect’s interface feature allows you to choose among multiple adapter cards and control
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networking options for groups of backup clients. For example, a custom interface lets you back up
clients on different subnets without requiring backup data to cross routers, conserving network
bandwidth.

Retrospect remembers the interface you used to add a client to the client database, and it will use
the interface’s settings for all access to that client. You can change the interface used for a client
from the client properties window’s Access tab.

To take advantage of a backup computer with multiple NICs when performing multiple concurrent
operations, make sure that clients using NIC #1 are backed up to one Backup Set and clients using
NIC #2 are backed up to a different Backup Set.

When a TCP/IP-based program such as a web browser initiates a TCP/IP connection, it uses the
“default” IP address of the computer to identify itself. Retrospect interfaces let you choose which
address to use when your computer has more than one.

Interfaces also allow you to group advanced options. For example, if you want one set of clients to
have different timeout values than another set, you can create two separate Retrospect interfaces
that both specify the same adapter, but have different timeout settings.

Configuring Interfaces

From the Retrospect navigation bar, click Configure>Clients to display the Backup Clients

Database window. Click the Interfaces button ﬂ on the window'’s toolbar to open the interfaces
window.

The interfaces window lists the Default interface and any other interfaces you have added.

Adding an Interface: Click the New button and enter a name for the interface and click New. From
this point, you are editing the interface as described below.

Editing an Interface: Select an interface in the list and click the Edit button.

Do not edit the Default interface until you are completely familiar with the options and their
ramifications.

You must first select a TCP/IP interface, usually a network adapter card. It can use a static IP
address or one dynamically assigned by a DHCP server. The Default interface always uses the
computer’s default TCP/IP address and you cannot change it.

Make sure that Windows is using the fastest network connection as the default for best
performance.

Configuring Advanced Options

From the interfaces window, click the Advanced button to open the Advanced Interface
Configuration window.

The General options category has options for Retrospect’s timeouts.

Network retry warning delay: Retrospect displays its network retry dialog when a client does not
respond in the specified time period.

Connection timeout: Retrospect terminates an established network connection with a client that
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does not respond in the specified time period. Retrospect ends the connection and reports error
-519 (network communication failed). The operating system’s TCP/IP itself might time out sooner,
causing error -519 in less time than specified by the general connection timeout. Consider this
value the maximum amount of time Retrospect will wait for a client to resume communication.

The TCP/IP options category has options for connecting, live listing, and multicasting.

Search poll interval: When a client is unavailable at its last known address, Retrospect sends
queries at this interval.

Search timeout: Retrospect terminates its search for a known client when it cannot find the client in
the specified time period.

This may be further restricted by the ProactiveAl Backup script polling options (see ProactiveAl
Backup Polling Options).

Live poll interval: Retrospect broadcasts to clients at this time interval when it polls for clients in the
live network window. If you configured multiple subnets for the interface, Retrospect divides the
poll interval by the number of defined subnets.

Forget counter: Retrospect removes a client from the live network window when it does not
respond to the specified number of sequential polls. This does not affect clients already added to
the backup clients database.

Multicast time-to-live: Retrospect assigns this “time to live” number to multicast UDP packets. It is
the maximum number of router hops a packet can make before it is discarded. An increase in the
time to live number lets Retrospect search for clients on more subnets connected by IGMP capable
routers. Routers which do not support IGMP will not forward the multicast UDP packets.

New Retrospect Client software

Retrospect Client software allows individual users to control aspects of the backup and restore
operations performed on their computers. The client software has been redesigned for Windows
and Mac OS. The changes include:

+ An updated user interface with Windows taskbar and Mac menu bar integration
» User-initiated backups and restores

+ Better-organized preference panels with enhanced options

+ Link encryption employs strong AES-256 encryption

Note: The Retrospect system administrator has the ability to restrict access to some of these
features. For more information, see Locking client features and preferences.

User-initiated backups and restores

Users now have the ability to restore files and request backups directly from their desktop. When
the Retrospect Client software is installed, a Retrospect icon is added to the Windows taskbar and
Mac OS menu bar. Click the icon to open a menu you can use to initiate a backup or restore
operation.
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Back Up Now
Restore Files...

Open Retrospect Client Preferences...

Back up now, ..
Restore Files. ..

Cpen Retrospect Client Preferences., .
| Hide
User-initiated backups

This backup method is best if you need to quickly protect a specific file or folder. It is not meant to
be a substitute for regular backups and cannot be used to perform a full system backup of your
computer.

To perform a user-initiated backup:
1. Click the Retrospect icon in the Windows taskbar or Mac OS menu bar.
2. Select Back Up Now.

3. Use the Backup Files and Folders dialog to select the items to back up.
4. Click Back Up.

Notes about user-initiated backups:

+ The Back Up Now and Restore Files menu items are inactive until the client computer has been
logged into a Retrospect server where these options are activated.

+ Mac: By default, backed up files and folders are stored in a Media Set chosen by the system
administrator in the Retrospect Client preferences. The Media Set is selected using the Back up
on demand to popup list.

+ Windows: By default, backed up files and folders are stored in a Backup Set chosen by the
system administrator in the Retrospect Client preferences. The Backup Set is selected using the
Back up on demand to popup list.

User-initiated restores

Restores can be initiated from the client computer’s taskbar or menu bar or by clicking the Restore
button on the Retrospect Client preference pane’s History tab.
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To perform a user-initiated restore:
1. Click the Retrospect icon on the client computer’s taskbar or menu bar.
2. Select Restore Files .

3. In the Restore Files and Folders window, select a backup from the menu that contains the files
you would like to restore.

4. Select the files to restore.
5. Click Restore .
6. To choose a different location, click Browse . To continue, click Restore .
Improved client preferences
To open the Retrospect Client preference pane on Mac:
+ Click on the Retrospect menu icon on the menu bar. Select Open Retrospect Client Preferences.
+ Click System Preferences in the Dock. Click the Retrospect Client icon.
+ From the Apple menu, choose System Preferences. Click the Retrospect Client icon.
To open the Retrospect Client control panel on Windows:
+ Click Start > Programs (or All Programs) > Retrospect > Retrospect Client.

+ From the Windows taskbar, click the Retrospect Client icon and select Open Retrospect Client
Preferences.

Setting client preferences

Preferences are grouped into the following categories: Status, History, Notifications, Privacy, and
Schedule. Click one of the category buttons to access the settings.
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@ The Retrospect Client enables backup of your Mac to a Retrospect server on your network.

[ Status | History | Notifications | Privacy | Schedule ]

On | Off | Protected by Retrospect

Client Name: Mike's iMac

Latest Backup: -
Next Backup: -

f
|
|
|
|
|
|
|
|
|

@Show Retrospect status in the menu bar

% Click the lock to make changes.
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¢ Retrospect Client Control Panel

The Retrospect Client enables backup of wour Windows computer
to a Retrospect server on your netwaork,

‘ Status . Histary | MNotifications | Privacy || Schedule

Protected by Retrospect Server

Client Mame:
Status: Ready

Lask Backup: -

Mexk Backup: -

Show Retrospect status in the swskem bray

oK

l l Cancel

Apply

Status preferences

+ Protected by Retrospect Server : ** Use this option to disable access to the client by the backup

computer.

+ Client Name : The client name and the client IP address being used by Retrospect are displayed

here.

+ Status area : Information about your latest and next backups are displayed. If a backup is

running, a progress bar is shown.

History preferences

+ History area : Your disk-based backups are listed here. In each row you will find information
about the backup and a Restore button. A green icon indicates the backup completed
successfully. A yellow icon indicates there was a problem with one or more files in the backup. A
red icon indicates the backup failed. To start a restore operation using one of these backups,

click the corresponding Restore button.

Notifications preferences

+ Notify after backup : Displays a message after the completion of a backup or other operation.

* Notify if no backup in N days : Displays a message if the client has not been backed up within the

number of days specified in the entry box.
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+ Report SMART errors : Requests an immediate backup from ProactiveAl Backup (if applicable)
when Retrospect learns of errors on the client’s SMART hard drive volumes. This setting is off by
default.

Privacy preferences

+ Privacy area : This area displays any files or folders designated as Private. Private files are not
visible to the Retrospect server and are not backed up. Drag volumes, files or folders to this
panel to designate them as Private.

+ Add/Remove buttons : To add files or folders to your Privacy list, click the Add button and
navigate to the files or folders you wish to add. To remove an item from your list, select it in the
Exclude area, and click the Remove button.

+ Allow Retrospect to change files on my system (Required for restore): When this option is
unchecked, the client can be backed up, but files on the client cannot be restored, modified, or
deleted by the backup computer. This setting is on by default.

Schedule preferences

+ Delay ProactiveAl Backups until after [date & time] : Prevents the backup computer from backing
up the client computer before the specified time and date, up to one week from the present time.
(Click on the time and date or click the arrows to make changes.)

Locking client features and preferences

The Retrospect system administrator has the ability to prevent users from changing certain client
settings. For instance, you may not want users to prevent their computers from being backed up.

The most efficient workflow for a system administrator is to establish a set of standard lockout
preferences, and then make any desired customizations on a client-by-client basis. The steps
below explain how to do this.

To set the default lockout preferences:

1. The lockout controls are in the Retrospect console. Mac: Choose Retrospect > Preferences >
Clients tab. Windows: Choose Configure > Preferences > Allow Clients to in the Retrospect
console sidebar.

2. In the Allow Clients to section, modify one or more of the following preferences:

> Turn off the Retrospect Client software : When checked, this preference allows users to hide
their client from the Retrospect server. All communication between the server and the client
will be cut. Any backups scheduled to run while the client is turned off will be skipped.

> Stop running backups : When checked, this preference allows client users to stop operations
that are in progress.

o Exclude items from backups : When checked, this preference allows users to mark files,
folders, and volumes as Private, making them invisible to Retrospect.

o Set read access only : When checked, this preference allows clients to prevent Retrospect
from writing to or deleting files on their computer.
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o Back up on demand to : When checked, this preference allows clients to initiate on-demand
backups to the Disk Media Set selected in this popup menu. When checked, this preference
allows clients to initiate on-demand backups to the selected Backup Set. Click Select
Backup Set... to choose a Backup Set.

> Restore on demand : When checked, this preference allows clients to initiate on-demand
restores from available Backup Sets. When checked, this preference allows clients to initiate
on-demand restores from available Disk Media Sets.

To customize these default preferences for an individual client:

1. Mac: Select Sources in the Retrospect console sidebar. Windows: Select Configure > Clients in
the Retrospect sidebar.

2. Select a client from the list.
3. Mac: Click the Details > Options tab. Windows: Click Properties.

4. Modify the preference settings as desired for this client.

Backing up Clients

You back up a client volume the same way that you would back up a volume directly connected to
the backup computer.

When you set up an immediate or scripted backup, the volume selection window for the source
lists available clients under the Backup Clients container and available client volumes under the
individual client containers (see Containers).

When you set up an immediate backup or make a backup script you have a few different ways of
selecting clients and client volumes in the volume selection window for the sources. You can select
a client container, one or more specific volumes, or the Backup Clients container. We recommend
using client containers or the Backup Clients container. Following are advantages of each method.

Selecting the Backup Clients container selects all individual client containers (described below)
logged in at the time of the backup, including new clients you add later.

Selecting a client container selects volumes determined by a client general configuration setting,
which is explained in detail in Volumes Tab. Using a client container is simple and maintenance-
free, as volumes which are renamed, replaced, or partitioned continue to be backed up with no
administrator intervention.

Selecting individual volumes selects only those specific volumes, unlike containers. Retrospect
continues to select volumes which are renamed but does not automatically adjust for new,
replaced, or partitioned volumes. When the client configuration changes you may need to intervene.
This way of selecting volumes is useful, for example, when you do not want to back up all volumes
on a particular client. For detailed instructions on selecting volumes, see Working with Volumes.

Selecting folders or groups in your script selects whatever volumes and client containers are placed
in the folder or group. This method simplifies script management by allowing you to control your
sources in a single place, the volumes database window, available from Configure>Volumes. Using
folders in the Backup Clients container lets you better organize a large number of clients. Using
groups lets you build lists of volumes and clients which should be backed up together.
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Retrospect Client for Windows computers that were automatically added to the Backup Clients
Database using the public key/private key method are grouped in a folder called “Automatically
Added Clients” in the Backup Clients container. Enable Retrospect’s “Automatically add clients”
preference and choose the “Automatically Added Clients” folder as the source for a scripted
backup and Retrospect will automatically add new clients to the folder and back them up without
requiring any action from the backup administrator. See Adding Clients for more information,
including the limitations of this feature.

Working with Windows Clients

This section includes tips on using the Windows client, as well as information on its limitations.

Windows System State Backup

Retrospect backs up the Windows system state when Retrospect’s option to do so is turned on
(see Windows System Options) and the Windows folder is included in the file selection criteria.

Make sure to verify this option in your backups because the system state is necessary for restoring
an entire crashed or damaged Windows computer.

Excluded Files

Retrospect excludes certain files from backups and does not show these files in browsers because
they cannot or should not be backed up or restored. The files are active virtual memory swap files (
.Swp or .Par and Pagefile.Sys ) and some client software files.

Open Files

If you have a license code for Open File Backup, you can back up open files on Windows client
computers.

To back up open files on a Windows computer, it must have an NTFS volume.

If you do not have Open File Backup, make sure to close open documents and applications on
client computers prior to backup.

Screen Savers

For best performance during a backup, do not use a processing-intensive screen saver on a
Windows client computer.

Working with Mac OS Clients

This section includes tips on using the Mac OS client, as well as information on its limitations.
Retrospect includes a number of execution options designed specifically for Mac OS clients. See
Macintosh Client Options for more information.

FileVault

Mac OS X 10.3 includes a feature called FileVault. When FileVault is enabled, the entire contents of
your Home folder is encrypted and decrypted into a sparseimage file on the fly.

The sparseimage files change constantly and therefore will always get backed up by Progressive
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Backup. Because of this and because the files can get quite large and under most circumstances
cannot be restored properly, Retrospect, Inc. recommends against enabling FileVault on Mac OS X
client computers.

If you must enable FileVault there are a few steps you must take to ensure that all user data is
backed up and available for restore:

» Make sure all FileVault users are logged in
» Choose their volumes as backup sources

If the client computer has multiple accounts for users that have FileVault enabled, all those users
must be logged in.

In the example above, users with check marks next to their names are logged in.

When they are logged in, their user folders appear in Retrospect’s Volumes Database window as
separate client volumes. For example, if the FileVault user Chester is logged in, a new volume
named “Chester” is listed in Retrospect’s Volumes Database window.

In the example above, benc and chester are FileVault users on the local computer.

In order to ensure that user data is backed up, the FileVault users’ volumes must be selected as
sources. Selecting the startup disk volume will not back up the users’ data correctly. Selecting the
Backup Clients container or a specific client will also select the FileVault volumes it includes.

Sleep Preference

Retrospect cannot wake a sleeping Mac OS client computer to back it up. Make sure that each
Mac OS client’s sleep preference is set to never put the computer to sleep.

Working with UNIX Clients

This section includes tips on using the UNIX client, as well as information on its limitations. If you
plan to back up UNIX clients, you should be aware of these limitations. Retrospect includes a
number of execution options designed specifically for UNIX clients. See UNIX Client Options for
more information.

Excluded Files

Retrospect excludes certain UNIX client files from backups and does not show these files in
browsers because they cannot or should not be backed up or restored.

The following types of files are excluded from backup:
« character device crw-------

* block device brw-------

» socket files srw-------

- fifos prw-------

+ doors drw-------
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File Naming

Linux has case-sensitive filenames, which means “myfile” and “Myfile” are considered distinct files.
However, Windows, and Mac OS have non-case sensitive flenames so “myfile” and “Myfile” are
interpreted as the same filename.

If these two files are copied from a UNIX client to a Windows, and Mac OS, they will be named
“myfile” and “Myfile-1”. When the files are copied back to a UNIX computer, their names will be
“myfile” and “Myfile-1".

+ Some Mac OS systems do support case-sensitive files names and will copy and restore these
files correctly.

File System Conversions

Retrospect allows you to restore and duplicate data between computers that use different
operating systems and file systems. Because no two file systems support identical attributes and
file formats, copying files from one file system to another sometimes results in the loss of
information.

Retrospect supports the following file system conversions with no loss of data:
« FAT (Windows) to HFS (Macintosh)

+ FAT to NTFS (Windows)

+ HFS to NTFS

» FAT to UNIX file systems

« UNIX to HFS (Mac OS X only)

Retrospect supports the following file system conversions with loss of extended information and/or
data, as noted:

« HFS to FAT: Data fork of HFS files is copied; attributes, privileges, and resource fork are not.
+ NTFS to FAT: First data stream is copied, but all permissions and other NTFS data are not.

+ NTFS to HFS: Services for Macintosh data on an NTFS volume restores or duplicates without
loss to Macintosh HFS volumes. When copying Windows NTFS data to HFS the first data stream
is copied, but all permissions and other NTFS data are not.

+ NTFS to UNIX: Lose permissions and other NTFS data.

+ UNIX to HFS (Mac OS 9.x): Lose UNIX file permissions, owner and group attributes, and special
file attributes (e.g. hard links).

« UNIX to FAT: Lose UNIX file permissions, owner and group attributes, and special file attributes
(e.g. hard links).

+ Mac OS file names can include several characters Windows does not allow in its file names.
These illegal characters are /, \, ;, % ", <, and >. When restoring or duplicating Macintosh files to
a Windows volume, Retrospect replaces each of these illegal characters with a hyphen

() -
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Microsoft Networking Volumes

If you want to set up unattended backups through Microsoft Networking instead of through
Retrospect Client software, you must run Retrospect as a user that has permissions for the
volumes. See Security Preferences for more information.

To add a network volume to the Volumes Database see My Network Places.

Retrospect does not back up the registry and System State when you back up a Microsoft
Networking volume this way. Install Retrospect Client software on the computer and use it as a
client of Retrospect to back up its registry and System State.

Network Backup Guidelines

This section provides information, advice, and worksheets to help you set up a workgroup backup
using Retrospect.

In general, the same principles that apply to individual backups also apply to network backups of
client computers. The major difference between an individual backup and a network backup is the
amount of data, which may overwhelm storage limitations. As a consequence of the sheer amount
of data and the often slower speed of network backups, time may also impose limitations. If you
cannot back up the entire network in a single night, you may want to consider splitting the backup
over several nights, backing up only documents, or using ProactiveAl Backup scripts.

Although the information in this section can be applied to any local area network, the examples
assume a basic Ethernet network installation. Most calculations will still apply if your network
contains inter-network devices (such as routers or gateways), unless one or more members of the
backup workgroup are separated from the rest by an inter-network device. Running backups
through routers or gateways increases the time it takes to complete a backup.

Choosing the Backup Device

The capacity of the backup device is usually the most important consideration for automatic,
unattended workgroup backups. There is no such thing as too much capacity for network backups.
More capacity almost always means you can back up more files from more volumes from more
client computers, broaden the criteria for selecting files to be backed up, increase the amount of
time between media changes, and increase the number of backup sessions per piece of media.

If your backup device does not have enough capacity, you will not be able to complete an
automatic, unattended backup because you will have to change the media before the backup is
finished.

Choosing the Backup Computer

This section offers some advice on how to select the correct backup device and backup computer
to suit your planned network backups.

You need not use a file server as the backup computer. Advantages of using a desktop computer
or a server as the backup computer lists various advantages of using a desktop computer or a
server as the backup computer.

Although the backup computer can be virtually any Windows-compatible model, consider using a
computer with adequate power to perform your network backups. For example, if you are backing
up a small number of client computers with small to medium capacity hard disks, a 400 MHz
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Pentium should be able to do the job. However, if you are backing up large file servers and several
client computers with thousands of files, a Pentium 4 would be more suitable. Following are some
considerations.

The performance of the backup computer often determines the performance of the entire system.
Generally, a higher performance computer supports a network backup of more data from a larger
number of client computers.

Software compression and encryption increase CPU use significantly. If you are considering using
either of these features, choose a model with a more powerful CPU, such as a Pentium IV.

Make sure the backup computer has enough RAM to handle the network volume that contains the
most files. The more files you have, the more RAM you need.

If the backup computer is not completing backups in its scheduled time periods or if you want
volumes to be backed up more often than they are, you may need a faster backup computer or a
faster backup device, or both.

See Managing Resources for more information.

Encryption and Compression

Retrospect provides an encryption feature that lets you protect your data from unauthorized access
as it is being backed up, and a compression feature that saves space on the backup device by
compressing stored data. The decision to use one or both of these features can affect the type of
backup device you choose. Keep in mind Retrospect’s encryption and software compression will
slow backups, especially when using a computer with a slow CPU. A tape drive that supports
compression will perform the task of compression itself, because it compresses data faster than
Retrospect. Use the following table to determine whether to use compression and encryption and
whether a compression tape drive is appropriate to use as the backup device.

Feature Description Procedure Implementation

If you have a
compression drive,
Retrospect leaves the
task of compression to
the hardware since it
compresses data
faster than Retrospect.

Finds patterns in the
data; the more
patterns, the greater
the compression.

Allows the backup
Compression device to store more
files on its media.

Randomizes the
Adds security to your |appearance of datato |Retrospect always

Encryption backup. prevent unauthorized | manages encryption.
access.
Allows the backup . Retrospect must
. . . Compression must
Compression with device to store more perform both
. . : . take place before .
encryption files on its media and functions. If you have a

encryption.

adds security to your compression drive,
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Feature Description Procedure

Implementation

backup.

you must choose
between using
encryption or using
hardware compression
because you cannot
use both. (Retrospect
automatically disables
hardware compression
when you use
encryption.)

Device Capacity Worksheet

Use this worksheet to estimate the minimum required capacity of a backup device for your
workgroup. The number you come up with for G is the minimum backup device media capacity for
completing an unattended backup without having to change the media.

Iltem Description

Amount

On a separate page, list your
workgroup’s computers and
the disk size (in megabytes) of
each.

.| Total disk capacity

user-defined Work out the sum and enter it

for A.

Estimate how much data is
redundant, which Retrospect
backs up only once. If
everyone in your workgroup
uses the same applications,
Estimated data redundancy dictionaries, fonts, and so on,
you might have as much as
60% (0.6) redundancy. If your
user-defined network is average, enter 0.3
for 30%.

Enter your estimate of the
redundancy percentage B,
expressed in decimal form.

Subtract the amount B from 1
to get the data reduction
factor. For example, if Bis 0.3
C=1-B the reduction factor is 0.7
(because 1-0.3 =0.7).

Reduction factor
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Item

Description

Amount

Work out the difference and
enter it for C.

Reduced data

D=A=C

To estimate the actual amount
of data you need to back up
(before any compression)
multiply the total disk capacity
(A) and the reduction factor ©.

Work out the product and
enter it for D.

Estimated compression

user-defined

The compression rate depends
on the files. Text files
compress well; application files
do not. The most compression
you can hope for is 50% (0.5).
Average compression to
expect for network backups is
30% (0.3). If you do not plan
on using compression, enter 0.

Enter your estimate of the
compression percentage E,
expressed in decimal form.

. | Compression factor

F=1-E

Subtract the estimated
compression (E) from 1. For
example, if Eis 0.30 (30%)
then Fis 0.70 (because 1 -
0.30 = 0.70).

Work out the difference and
enter it for F.

Required backup capacity

G=D=xF

To get the minimum required
backup device capacity
multiply the reduced data
amount (D) by the
compression factor (F).

Work out the product and
enter it for G.
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Backup Duration Worksheet

Once you have determined the size of your backup device, use the worksheet below to determine
the number of hours your network backup requires. If the total number of hours is less than twelve,
a Recycle backup is likely able to complete in a single night. If the total number of hours is more
than twelve, you may need to examine alternative strategies, such as performing Recycle backups

only on weekends or backing up only documents and preferences.

Alternative strategies are suggested in Backup Strategies.

Item

Description

Amount

Backup capacity requirement

H=D

For H, enter the total reduced
data requirement from item D
in the Device Capacity
Worksheet.

. | Verification multiplier

user-defined

If you do not plan to use
verification enter 7. For
Thorough verification, start
with 1.7, for Media
verification, start with 1.2. If
you are using software
compression or encryption,
increase it by 0. 7to 0.5; the
slower the backup computer,
the higher the number.

Enter your verification
multiplier for I.

. | Total transmission

To get the total amount of data
transmitted across the network
multiply the backup capacity
requirement (H) by the
verification multiplier (1).

user-defined

J=H=1
Work out the product and
enter it for J.
Throughput rates vary
according to the network
Network throughput cabling method. For 10BaseT,

use 2400 MB per hour; for
100BaseT, use 9600 MB per
hour.

Enter the number of
megabytes per hour for K.
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Item

Description

Amount

. | Adjusted network throughput

Backing up through routers
typically reduces performance
so subtract 5% for each

router. (Use n as the number of
routers.)

Work out the difference and
enter it for L. If you are not
using routers or bridges assign
the Kvalue to L.

Hours required

M=J/L

To determine the total number
of hours required for the
backup to complete divide the
total transmission (J) by the
adjusted network throughput

(L.

Work out the result and enter it
for M.
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Chapter 10

Cloud Backup

Retrospect Backup allows you to protect your data in the cloud with seamless integration with the
following unique features:

+ Multiple Providers: Retrospect supports more than twenty cloud storage providers, located
around the world, for affordable fast offsite storage.

* No Lock-In: Migrate backups from one cloud to another with a simple transfer, all within
Retrospect.

+ Zero-Knowledge Security: With AES-256 encryption in-transit and at-rest, only customers can
access their backups, no matter where they store them.

+ Fast Upload: Retrospect can saturate any connection with multiple simultaneous backups or
restores.

Every edition of Retrospect, from Solo to Multi Server, supports backing up to the following cloud
services.

Below is a step-by-step guide for integrating Amazon S3 into your workflow. See our
Knowledgebase for many more step-by-step guides to other cloud storage providers.

Amazon S3 Account Setup Guide

Amazon S3 provides a low-cost, scalable cloud storage location for secure off-site data protection.
It offers a free tier to its cloud services that includes 5GB of storage for a year. Retrospect 11 and
higher for Windows and Retrospect 13 and higher for Mac are certified for Amazon S3. Follow
these step-by-step instructions for setting up an Amazon S3 account, configuring a storage
location (called a "bucket"), and creating a set of security credentials (an Access Key and a Secret
Key, similar to a username and password).

See the following video or the steps below to quickly create an Amazon AWS account.
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1. Visit Amazon AWS to start the account creation process and click "Create an AWS Account".
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000 ( 0 aws.amazon.com (R n

aWS Contact Sales  Support ¥ English ¥ My Account v = Create'an AWS Account
!

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace  Explore More  Q

Start Building on AWS Today

Whether you're looking for compute power, database storage, content delivery,
or other functionality, AWS has the services to help you build sophisticated

applications with increased flexibility, scalability and reliability

Create a Free Account

View AWS Free Tier Details »

GET STARTED TODAY
Amazon Lightsail
Everything you need to get started on AWS—for a low, predictable price

Instantly get access to the AWS Free Tier Explore and learn with simple tutorials Begin building with step-by-step guides to help
you launch your AWS project

1 Sign up for an AWS account 2 Learn with 10-Minute Tutorials 3 Start building with AWS

Explore Our Products
[ fel / =)

2. Fill in an email address and password.
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000 < i) portal.aws.amazon.com (R n

English v

Create an AWS account

Email address

AWS Accounts Include
12 Months of Free Tier Access

Password

Including use of Amazon EC2, Amazon S3, and Amazon DynamoDB Confim password

Vst aws.amazon.com/free for ful offer terms

AWS account name @

Continue

Sign in to an existing AWS account

©2019 Amazon Web Services, Inc. or ts affiiates.
Al rights reserved.

Privacy Polcy | Temns of Use

3. Complete the contact information form.
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000 ( 0 portal.aws.amazon.com

Contact Information

Al fields are required.
Please select the account type and complete the fields below with your contact details.

Account type &

0 Professional Personal

Full name
Company name
Phone number
Country/Region

United States o

Address

City

State / Province or region

4. Complete the payment information form.
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portal.aws.amazon.com ¢

Payment Information

Please type your payment information so we can verify your identity. We will not charge
you unless your usage exceeds the AWS Free Tier Limits. Review frequently asked
questions for more information.

Credit/Debit card number

Expiration date

08 5 2019 5

Cardholder's name

Billing address
0 Use my contact address

1547 Palos Verdes Mall Suite 155
Walnut Creek CA 94597
us

Use a new address

Secure Submit

©2019 Amazon Web Senvices, Inc. or its affiliates. Al rights reserved.

Privacy Policy ~ Termsof Use ~ Sign Out

g

5. Complete the identity verification.
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000 ( 0 portal.aws.amazon.com ¢

Confirm your identity

Before you can use your AWS account, you must verify your phone number. When you
continue, the AWS automated system will contact you with a verification code.

How should we send you the
verification code?

0 Text message (SMS) Voice call
Country or region code

United States (+1)

-

Cell Phone Number

Security check
M D)
~
[
Send SMS

© 2019 Amazon Web Services, Inc. or its affiliates. All rights reserved.

Privacy Policy ~ Termsof Use  Sign Out

g

6. Select an appropriate Support Plan.
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portal.aws.amazon.com

Select a Support Plan

AWS offers a selection of support plans to meet your needs. Choose the support plan
that best aligns with your AWS usage. Learn more

Basic Plan

Free

Included with all
accounts

24/7 self-service access
to forums and resources

Best practice checks to
help improve security
and performance

Access to health status
and notifications

Developer Plan Business Plan
From $29/month From $100/month

For early adoption, o For production

testing and development workloads & business-

critical dependencies

Email access to AWS

Support during business e 24/7 chat, phone, and

hours email access to AWS

1 primary contact can
open an unlimited
number of support cases

12-hour response time
for nonproduction
systems

Need Enterprise level support?

Support

Unlimited contacts can
open an unlimited
number of support cases

1-hour response time for
production systems

Contact your account manager for additional information on running business and mission
critical-workloads on AWS (starting at $15,000/month). Learn more

2019 Amazon Web Services, Inc. or its affiliates. All rights reserved.

Privacy Policy ~ TemsofUse  Sign Out

g

7. The new account is created. You’re ready to set up the storage location.
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‘E)
=
-

Contact Sales  Support v English ¥ My Account ¥ Sign In to the Console

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace ExploreMore Q

Welcome to Amazon Web Services

. . . Get started with the AWS Command Line Interface >>
Thank you for creating an Amazon Web Services Account. We are activating your

account, which should only take a few minutes. You will receive an email when this is
complete.

Personalize Your Experience

Fill in the blanks below to receive recommendations catered to your role and interests.

My roleiis: select role ~

| am interested in; select area «

Try a Tutorial on the Free Tier

COMPUTE

(/, launchalinuxVirtual /77, Deploy Docker [/, RunaServerless

Storage Setup Guide
Now we will create a bucket that Retrospect can use to store backups.

1. Log into AWS Console.
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adWS storage
!

000 < il signin.aws.amazon.com @ n

dWsS

Signine

Email address of your AWS account

Migrate data quickly to AWS

Transfer data up to 10x faster with AWS DataSync

Create a new AWS account Learn more »

About Amazon.com Sign In

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use of this site is governed by our
Terms of Use and Privacy Policy linked below. Your use of Amazon Web Services products and services is governed by the AWS Customer Agreement linked below unless you
have entered into a separate agreement with Amazon Web Services or an AWS Value Added Reseller to purchase these products and services. The AWS Customer Agreement
was updated on March 31, 2017. For more information about these updates, see Recent Changes.

©2019, Amazon Web Services, Inc. or ts affiates. Al rights reserved. Terms of Use | Privacy Policy | AWS Customer Agreement English v

2. Search for S3 and select.
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000 (
aws
N

il

Services v Resource Groups v %

us-east-2.console.aws.amazon.com

AWS Management Console

AWS services

Find Services
You can enter names, keywords or acronyms.

Q

» All services

Build a solution
Get started with simple wizards and automated workflows.

Launch a virtual machine Build a web app

Build using virtual servers

¢ o a

[:l storcentric v Ohio v

Access resources on the go

=)  Access the Management Console using the AWS
Console Mobile App. Learn more [4

Explore AWS

Amazon SageMaker

Machine learning for every developer and data
scientist. Learn more [4

Data Lake Storage

With EC2 With Elastic Beanstalk With Lightsail
I I HlasticBeans 1t Hgntsal Build your data lake on the most secure, durable, and
2-3 minutes 6 minutes 1-2 minutes scalable storage. Learn more [7
Iif}/_" @b Amazon RDS
Set up, operate, and scale your relational database in the
cloud. Learn more [4
Connectan loT device  Start a development Register a domain
i roject i
With AWS loT ' ) ! With Route 53 Visit AWS around the world at a Summit
5 minutes With CodeStar 3 minutes e .
5 minutes AWS Global Summits bring the cloud computing
community together to connect, collaborate, and learn
A -~ A A A ahaut MMC | aaen mara [

Support v

3. Click "Create Bucket".
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. . < D] £ console.aws.amazon.com G ﬁ ﬁ]

a\W/S, Services v Resource Groups v % [\ storcentric v Global v Support v

Prevent S3 objects from being deleted for a predefined retention period with $3 Object Lock. Learn more » Documentation

Amazon S3
| Buckets ! S3 buckets (1 Discover the console
Batch operations

’ Q  Search for buckets ‘ ‘A\Iaccesstypes v
Block public access
(account settings) + Create bucket 0 Buckets 0 Regions <
Feature spotight )

You do not have any buckets. Here is how to get started with Amazon S3.

-t
0

)
|

L

Set up your
Create a new bucket Upload your data permissions
Buckets are globally unique After you create a bucket, you can By'defau\t, the permissions on an
X X . object are private, but you can set
containers for everything that you upload your objects (for example, e
) L up access control policies to grant
store in Amazon S3. your photo or video files). L
permissions to others.
Learn more Learn more Learn more

@ Feedback (@ English (US) ©2008 - 2019, Amazon Web Services, Inc. or its afiiates. All ights reserved. ~ Privacy Policy  Terms of Use

4. Type in an appropriate name for the bucket. Note that these are globally-unique names.
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E] £ console.aws.amazon.com

Create bucket

@ Configure options @ Set permissions

@ Name and region

Name and region
Bucket name

Enter DNS-compliant bucket name

Region

US East (Ohio)

Copy settings from an existing bucket

You have no buckets

0 Buckets

5. Continue through the rest of the wizard with default options.
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000 ( 0 & console.aws.amazon.com ¢ 0 g

Create bucket

@ Name and region @ Configure options @ Set permissions @ Review

Properties
Versioning
B Keep all versions of an object in the same bucket.

Server access logging

W Log requests for access to your bucket.

Tags
You can use tags to track project costs.

Object-level logging
W Record object-level AP! activity using AWS CloudTrail for an additional cost. See

Default encryption

| Automatically encrypt objects when they are stored in S3.

» Advanced settings
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0 < 0 & console.aws.amazon.com ¢ 0 g

Create bucket

@ Name and region @ Configure options @ Set permissions @ Review

te: You can grant access to specific users after you create the bucket.

Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLS), bucket policies, or both. In order to ensure that public access to all your
S3 buckets and obijects is blocked, turn on Block all public access. These settings apply only to this bucket. AWS recommends that you turn on Block all
public access, but before applying any of these settings, ensure that your applications will work correctly without public access. If you require some level of
public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use cases. 2

Block all public access
Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

B Block public access to buckets and objects granted through new access control lists (ACLs)

83 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access ACLs for existing buckets and objects. This

setting doesn't change any existing permissions that allow public access to S3 resources using ACLs.

I Block public access to buckets and objects granted through any access control lists (ACLs)
S3 will ignore all ACLs that grant public access to buckets and objects.

M Block public access to buckets and objects granted through new public bucket policies

S3 will block new bucket policies that grant public access to buckets and objects. This setting doesn't change any existing policies that allow public access to S3 resources.

M Block public and cross-account access to buckets and objects through any public bucket policies
83 will ignore public and cross-account access for buckets with policies that grant public access to buckets and objects.
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£ console.aws.amazon.com

@ Configure options

@ Name and region

Name and region

Bucket name rs-demo-est  Region US Ea

Options

Versioning

Server access logging
Tagging

Object-level logging

Default encryption
CloudWatch request metrics
Object lock

Permissions

Block all public access
On

Block public access to buckets and objects granted throu
On

Create bucket

@ Set permissions

igh new access control lists (ACLS)

Previous

Create bucket

6. Your bucket is now ready. In Retrospect, the "Path" is s3.amazonaws.com/your_bucket name.

Next, you need a set of security credentials for Retrospect to use to access it.
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f console.aws.amazon.com

aws

Services v Resource Groups v %

AmazonS3 >  rs-demo-test

0

Set object properties
Buckets are globally unique containers for Ry you e
’ . your objects (for example, your photo or
everything that you store in Amazon 83. Py
video files).
Learn more Learn more

Upload an object

@ Feedback (@ English (US)

©2008 - 2019, Amazon Web Services, Inc. or its affiliates. All ights reserved.

This bucket is empty. Upload new objects to get started.

Q storcentric v Global v  Support v

US East (Ohio) 2

[

~
@

—(&

Set object permissions

By default, the permissions on an object are
private, but you can set up access control
policies to grant permissions to others.

Learn more

Privacy Policy ~ Terms of Use

Choosing a Storage Class

Amazon S3 offers different storage classes to tailor its feature set and pricing model to different use
cases. Retrospect supports "Standard", "Reduced Redundancy", "Infrequent Access", "One-
Region", and "Glacier". The default storage class is "Standard". See below for how to use the other

storage classes.

#== Using "Infrequent Access" Storage Class

You can use Amazon’s guide to Lifecycle Management or follow the steps below.

1.

242

Go to S3, select your Retrospect bucket, click on Properties, select Lifecycle, and click "Add
Rule".
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Bucket: mwmms. s X

Bucket: — -
Region: US Stanoard

Creation Date: Tue Feb 02 15:17:10 GMT+000 2016
Owner: admin

» Permissions

» Static Website Hosting
» Logging

» Events

» Versioning

v Lifecycle

You can manage the lifecycle of objects by using Lifecycle rules. Lifecycle rules enable you to automatically
transition objects to the Standard - Infrequent Access Storage Class, and/or archive objects to the Glacier Storage
Class, and/or remove objects after a specified time period. Rules are applied to all the objects that share the
specified prefix.

Versioning is not currently enabled on this bucket.
You can use Lifecycle rules to manage all versions of your objects. This includes both the Current version and

Previous versions.

© Add rule

m Cancel

2. Choose the target for the rule. This must include your set.

Lifecycle Rules

Step 1: Choose Rule Target Apply the Rule to: Whole Bucket: === —

Step 2: Configure Rule © APrefix Retrospect/
+ Case sensitive. e.g. Myfolder/ or MyFolder/MyObject
+ Rule will apply to all the objects that start with the specified prefix
+ Don'tinclude the bucket name in the prefix

Step 3: Review and Name

Cancel Configure Rule >

3. Select "Transition to the Standard - Infrequent Access Storage Class". The minimum number
of days is 30. Click "Review" and then "Create and Activate Rule"
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Lifecycle Rules

Step 1: Choose Rule Target Lifecycle rules will help you manage your storage costs by controlling the lifecycle of your objects. Create Lifecycle rules to automatically
transition your objects to the Standard - Infrequent Access Storage Class, archive them to the Glacier Storage Class, and remove them after a

Step 2: Configure Rule specified time period.

. . Choose different options below to see what works best for your use case. No rule will take effect until you activate them at the end of this wizard.
Step 3: Review and Name

Action on Objects

ition to the - q Access Storage Class 30 Days after the object's creation date

Standard - Infrequent Access has a 30-day minimum retention period and a 128KB minimum object size. Lifecycle policy wil not transition objects that are less than
128KB. Refer here to learn more about Standard - Infrequent Access.

Archive to the Glacier Storage Class Days after the object's creation date
This rule could reduce your storage costs. Refer here to learn more about Glacier pricing. Note that objects archived to the Glacier Storage Class are not immediately
accessible .
"I Permanently Delete Days after the object's creation date
EXAMPLE:
April 12 May 12
2016 2016
Day 0 Object Day 30 Rule: Object Storage
Uploaded Transition  Class: Standard
° - Infrequent
Standard -
Infrequent Access

Access

Cancel < Set Target

4. You will see the rule listed in your bucket’s Properties under Lifecycle.

Bucket: =m0 X

Bucket: —ees
Region: US Standard

Creation Date: Tue Feb 02 15:17:10 GMT+000 2016
Owner: admin

» Permissions

» Static Website Hosting
» Logging

» Events

» Versioning

v Lifecycle

You can manage the lifecycle of objects by using Lifecycle rules. Lifecycle rules enable you to automatically
transition objects to the Standard - Infrequent Access Storage Class, and/or archive objects to the Glacier

Storage Class, and/or remove objects after a specified time period. Rules are applied to all the objects that
share the specified prefix.

Versioning is not currently enabled on this bucket.

You can use Lifecycle rules to manage all versions of your objects. This includes both the Current version and
Previous versions.

Enabled | Name | Rule Target
Rule for : Retrospect/ Retrospect/ [+ XX]
@ Add rule

£ o

== Using "Glacier" Storage Class

You can use Amazon’s guide to Lifecycle Management or follow the steps below.
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1.

Go to S3, select your Retrospect bucket, click on Properties, select Lifecycle, and click "Add
Rule".

Bucket: = s X

Bucket: — -
Region: US Stanoard

Creation Date: Tue Feb 02 15:17:10 GMT+000 2016
Owner: admin

» Permissions

» Static Website Hosting
» Logging

» Events

» Versioning

v Lifecycle

You can manage the lifecycle of objects by using Lifecycle rules. Lifecycle rules enable you to automatically
transition objects to the Standard - Infrequent Access Storage Class, and/or archive objects to the Glacier Storage
Class, and/or remove objects after a specified time period. Rules are applied to all the objects that share the
specified prefix.

Versioning is not currently enabled on this bucket.

You can use Lifecycle rules to manage all versions of your objects. This includes both the Current version and
Previous versions.

© Add rule

Cancel

2. Choose the target for the rule. This must include your set.

Lifecycle Rules

Step 1: Choose Rule Target Apply the Rule to: Whole Bucket: === —

Step 2: Configure Rule © APrefix Retrospect/

Step 3: Review and Name + Case sensitive. e.g. Myfolder/ or MyFolder/MyObject
+ Rule will apply to all the objects that start with the specified prefix
« Don't include the bucket name in the prefix

Cancel Configure Rule >

3. Select "Archive to the Glacier Storage Class". The minimum number of days is 1. Click

"Review" and then "Create and Activate Rule"
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Lifecycle Rules

Step 1: Choose Rule Target Lifecycle rules will help you manage your storage costs by controlling the lifecycle of your objects. Create Lifecycle rules to automatically
transition your objects to the Standard - Infrequent Access Storage Class, archive them to the Glacier Storage Class, and remove them after a
Step 2: Configure Rule specified time period.

. . Choose different options below to see what works best for your use case. No rule will take effect until you activate them at the end of this wizard.
Step 3: Review and Name

Action on Objects

to the - Access Storage Class Days after the object's creation date

Standard - Infrequent Access has a 30-day minimum retention period and a 128KB minimum object size. Lifecycle policy will not transition objects that are less than
128KB. Refer here to learn more about Standard - Infrequent Access.

Archive to the Glacier Storage Class 1 Days after the object's creation date

This rule could reduce your storage costs. Refer here to learn more about Glacier pricing. Note that objects archived to the Glacier Storage Class are not immediately
accessible .

Permanently Delete Days after the object's creation date
EXAMPLE:
April 12 April 13
2016 2016
Day 0 Object Day 1 Rule: Object Storage
Uploaded Archiveto  Class: Glacier
Glacier
Actionon | | Multipart Upload

Cancel < Set Target m

4. You will see the rule listed in your bucket’s Properties under Lifecycle.

Bucket: == X

Bucket: = -
Region: US Standard

Creation Date: Tue Feb 02 15:17:10 GMT+000 2016
Owner: admin

» Permissions

» Static Website Hosting
» Logging

» Events

» Versioning

~ Lifecycle

You can manage the lifecycle of objects by using Lifecycle rules. Lifecycle rules enable you to automatically
transition objects to the Standard - Infrequent Access Storage Class, and/or archive objects to the Glacier

Storage Class, and/or remove objects after a specified time period. Rules are applied to all the objects that
share the specified prefix.

Versioning is not currently enabled on this bucket.

You can use Lifecycle rules to manage all versions of your objects. This includes both the Current version and
Previous versions.

Enabled | Name | Rule Target
Rule for : Retrospect/ Retrospect/ (X %]
© Add rule

3 o

5. Files stored on Glacier require a separate restore process before Retrospect can access them.
You need to select the files in the set and click "Initiate Restore".

246 WINDOWS USER'S GUIDE



Upload Create Folder | Actions v

All Buckets / e safel =]

Name Download

e D - B Create Folder...

@[] ===
Upload

@ [ —
Make Public

Rename
Delete

Initiate Restore

Cut

Copy

Paste

6. Select the number of days you need to files temporarily available. The Glacier restore will start,
and the set will be available for Retrospect within a few hours. You can see verify what storage

class the set is by looking at the file browser.

Initiate Restore

status of your restore operation in the properties pane for the object(s).
e

monthly storage (pro-rated daily) in a month. Click here to learn more.

OK

Initiate a restore operation by specifying the number of days for which your archived data will be
temporarily accessible. Once initiated, the data will be accessible in 3 to 5 hours. You can view the

You are charged a Glacier retrieval fee if you choose to restore more than 5% of your average

== Using "Reduced Redundancy" Storage Class

The "Reduced Redundancy" storage class is not available in Lifecycle. You must set this storage
class periodically after a backup. You can use the AWS Console or a third-party tool like

Cyberduck.

1. Go to S3, select your Retrospect bucket, navigate to your set, click on Properties, select

"Reduced Redundancy, and click "Save".
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Folder: =5 _ - X

Bucket: ¥ =
Name: ==

v Details

For all selected items:

Storage Class: Standard Standard - Infrequent Access @ Reduced Redundancy

Reduced redundancy storage will now be used

Server Side Encryption: None AES-256
Existing values will remain unchanged m Cancel

Simple Access Setup Guide

Now we will create the security credentials it can use to access that bucket. To grant Retrospect
more granular access to your S3 account, please see the Advanced Access Setup Guide.

1. Open the IAM console.

2. Inthe navigation pane, choose Users.

3. Choose your IAM user name (not the check box).

4. Choose the Security Credentials tab and then choose Create Access Key.

5. To see your access key, choose Show User Security Credentials. Your credentials will look
something like this:

Access Key ID: AKIAIOSFODNN7EXAMPLE
Secret Access Key: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

6. Choose Download Credentials, and store the keys in a secure location. Note that your secret
key will no longer be available through the AWS Management Console; you will have the only
copy. Keep it confidential in order to protect your account, and never email it. Do not share it
outside your organization, even if an inquiry appears to come from AWS or Amazon.com. No
one who legitimately represents Amazon will ever ask you for your secret key.

Advanced Access Setup Guide

1. Go to IAM and click on "Users".
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e0® < [En] consele.aws.amazen.com i) [l ’T
..l AWS ~  Services v Brian Dunagan v Global v  Support
Dashhoard N .
. Welcome to Identity and Access Management Feature Spotlight

Detalils IAM users sign-in link:
Groups ———— — — Customize | Gopy Link 4 /hl 43 Y

0 ] +
Users IAM Resources H ( f v{

\ |

Roles Users: 0 Roles: 0

Customer Managed Policies: 0

Identity Providers
. < >
Account Settings Security Status - 1 out of 5 complete.
Additional Information
Credential Report Delete your root access keys v
IAM documentation
A Activate MFA on your root account v Web Identity Federation
Encryption Keys Playground
A\ Create individual IAM users v
Policy Simulator
A Use groups to assign permissions v Videos, IAM release history and
additional resources
A\ Apply an IAM password policy v
@ Feedback (@ English Privacy Terms of Use

2. Click on "Create New Users".
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e0® < (i) console.aws.amazon.com [ i} g ’T

ﬁ AWS ~  Services v Brian Dunagan v Global v  Support

Dashboard [CEEEETEEE  User Actions ~ e ® @
‘

Details ar Showing 0 results
Groups
Ussrs I:J User Name Groups Password Password Last Used Access Keys Creation Time &
Roles No records found.
Policies
Identity Providers

Account Settings

Credential Report

Encryption Keys

@ Feedback (@ English Privacy Pollcy  Terms of Use

3. Type in an appropriate username for Retrospect and click "Create". AWS will show you a set of
credentials: an Access Key and a Secret Key. This is the only time AWS will show these, so
download them to a safe place.
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o0® < [En] console.aws.amazen.com ¢ i) () ’T

..l AWS ~  Services v Brian Dunagan v Global v  Support

Enter User Names:
Create User 1. retrospectbackup

2
3
4.
5

Maximum 64 characters each

Generate an access key for each user
Users need access keys to make secure REST or Query protocol requests to AWS service APIs.
For users who need access to the AWS Management Console, create a password in the Users panel after completing this wizard.

4. On the new user’s account, click "Inline Policy" and then "Create User Policy". We are going to
restrict this user’s access to only the bucket we just created.
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e0® < (i) console.aws.amazon.com [ i} g ’T

ﬁ AWS ~  Services v Brian Dunagan v Global v  Support
Dashboard IAM > Users > retrospectbackup
‘v Summary

Details

User ARN: — — —_—
Groups

P Has Password: No

Users Groups (forthisuser): 0
Roles Path: /
Policies Creation Time: —
Identity Providers

+ Groups

Account Settings

Credential Report This user does not belong to any groups.

Add User to Groups

~ Permissions

Encryption Keys

Managed Policies A
There are no managed policies attached to this user.

Attach Policy

Inline Policies v

+ Security Credentials
Access Keys A

Use access keys to make secure REST or Query protocol requests to any AWS service APL. For your protection, you should never share your
secret keys with anyone. In addition, industry best practice recommends frequent key rotation. Learn more about Access Keys

@ Feedback (@ English Privacy Pollcy ~ Terms of Use

5. Choose "Custom Policy" and click "Select". Enter the following policy, replacing
"your_bucket_name" with the name of the bucket you created.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:x"
]I
"Resource": [
"arn:aws:s3:::your bucket name",
"arn:aws:s3:::your bucket name/*"

6. When you’re done, click "Validate Policy" then "Apply Policy". With this, Retrospect will have
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full access to that bucket but no access to anything else on S3 or other AWS services.

Information for Retrospect

Retrospect needs three pieces of information to access Amazon S3:

Path — s3.amazonaws.com/your bucket name
Access Key - Use the Access Key from above.

Secret Key — Use the Secret Key from above.

For the path, Amazon S3 supports different paths for its regions. Please see the following paths for
the region you specified when creating the bucket:

Ireland — s3-eu-west-1.amazonaws.com/your bucket name

Sydney — s3-ap-southeast-2.amazonaws. com/your bucket name
Singapore — s3-ap-southeast-1.amazonaws.com/your bucket name
Tokyo — s3-ap-northeast-1.amazonaws.com/your bucket name

Sao Paulo — s3-sa-east-1.amazonaws. com/your bucket name

See Amazon S3 Regions/Endpoints for further details.

Note that if you u