‘Backup Less:-Manage Less. Worry Less.

Google Cloud Storage provides
a low-cost, scalable cloud stor-
age location for secure off-site
data protection. With its Bucket
Lock retention policy, Google
Cloud enables customers to lock
files that are under a certain age in that bucket.

Google Cloud Platform

This per-bucket policy approach differs from Amazon S3’s
per-object policy approach, such that Retrospect Backup can-
not set the retention policies for individual files that make up
a backup. However, setting a bucket policy enables customers
to lock the files for a certain period of time, so this is a great
anti-ransomware solution for Google Cloud customers.

Overview

Ransomware attacks areincreasingly sophisticated, having the
capability of watching for cloud account credentials, deleting
backups and cloud storage, then encrypting everything and
demanding a ransom. It'simperative to build defenses against
this escalating attack. SMBs and large businesses need a back-
up target that allows them to lock backups for a designated
time period. Many of the major cloud providers now support
object locking, also referred to as Write-Once-Read-Many
(WORM) storage orimmutable storage. Users can mark objects
as locked for a designated period of time, preventing them
from being deleted or altered by any user.
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Immutable Backups
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Backups made to a Google Cloud Bucket with a retention
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period are immutable backups, with a retention period that
prevents deletion by anyone accessing the bucket.

Note that customers are responsible for keeping track of the
retention period and modifying it accordingly to ensure all of the
backups inside the bucket continue to be marked as immutable
backups.

For more information about backing up to Google Cloud Storage
with Retrospect Backup, see How to Set Up a Google Cloud Storage
Account.

Step-by-Step Guide

Retrospect Backup makes it easy to back up to Google Cloud Stor-
age.Let'swalkthroughthe stepsfor creating a bucket with a Bucket
Lock retention policy.

1) Google Cloud Storage: Create a Google Cloud Storage Account if
you have not already.

2) Google Cloud Storage: Click “Create Bucket”.
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3) Google Cloud Storage: Enter a bucket name.

4) Google Cloud Storage: Under “Advanced Settings”, you'll see
“Retention policy”. Enable “Set a retention policy” and enter a
time period.



8) Retrospect: Add the destination to a script and start protect-
Bucket Versioning . .
ing your data in Google Cloud Storage.

every version of every object stored in your Amazon S3 bucket. With versioning, you can easily recover from both unintended user actions
and application failures. Learn more [

ucket Versioning Under The Hood
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Enter a Backup Set name and set up cloud storage.
5) Goog|e Cloud Storage: Finish Setup and create the buck- _ Once the Backup Set has been reated the name cannot be changed.
et.
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6) Google Cloud Storage: In the bucket, under “Retention’, - Name: [Backup SetA
N " . -
i Path: I
v Advanced settings \ AccessKey: I
- A — Secret Key: |
Object Lock BRI
Store objects using a write-once-read-many (WORM) model to help you prevent objects from being deleted or overwritten for a fixed Use SSL
amount of time or indefinitely. Learn more [
— Learn how to set up a coud storage account
Disable
O Enable Retrospect
Permanently allows objects in this bucket to be locked. Additional Object Lock configuration is ) )
required in bucket details after bucket creation to protect objects in this bucket from being deleted
or overwritten.
Use at most: 8,192 GB
® Object Lock works only in versioned buckets. Enabling Object Lock automatically enables Bucket Versioning. [ Create as Storage Group
[] Immutable Retention Policy (days) S
Enabling Object Lock will permanently allow objects in this bucket to be locked
Enable Object Lock only if you need to prevent objects from being deleted to have data integrity and

regulatory compliance. After you enable this feature, anyone with the appropriate permissions can put
immutable objects in the bucket. You might be blocked from deleting the objects and the bucket.

Additional Object Lock configuration is required in bucket details after bucket creation to protect objects Eve ry backu p With i n the rete ntio n period iS an im m uta bl e

in this bucket from being deleted o overwritten. Learn more [4 . . . . res
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this bucket to be locked. backup is incremental, Retrospect only transfers the files that

are new or have changed since the last backup. However, you
can always restore any part of a backup in Retrospect.

@ After creating the bucket you can upload files and folders to the bucket, and configure additional bucket settings.
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Storage will mark Seript Clients Share Email MediaSet Rule Server
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you'll see the policy you set up. every new backup R — B
ﬁle with the spec- Media Set Name: ‘ Media Set A
Note that you need to click“Lock” to make the retention ified retention Catalog Location: [Library/Apsicali..trospect/Catalogs | Choose...
policy effective. Once you lock it, you cannot unlock it until policy, protecting
” b. t t fth t t. . d 4 Media Set Security: None B
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any accidental or e
7) RetrOSpeCt: Add a deStInatlon' On WIndOWSI S?IeCt maIiCious dele_ Would you like Retrospect to remember this password?
“Backup Sets”then“Create”. On Mac, select “Media Sets”and tion. However, you .
click“Add". Select type “Cloud”. Note that the “Immutable are responsible for
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Retention Policy” checkbox is not relevapt because you'll ensuring none of o
use the Google Cloud Storage bucket with the bucket-level the backup files Immutable Retention Policy: | 1| days
retention policy. fall out of the re- concel | WD

About Retrospect

Retrospect Backup has been protecting data for small and medium businesses for thirty years. We support business-
es where they are, with local sales representation and thousands of partners across the world, on six continents and
seven languages. Contact us at https://www.retrospect.com/contact_sales.

retrospect.com/try



